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1 Understand the working of basic networking
commands - Ping, Route Add/Delete/Print, ACL

(Level 1)

1.1 Theory

NetSim allows users to interact with the simulation at runtime via a socket or through a
file. User Interactions make simulation more realistic by allowing command execution to

view/modify certain device parameters during runtime.

1.1.1 Ping Command

o The ping command is one of the most often used networking utilities for troubleshooting

network problems.

e You can use the ping command to test the availability of a networking device (usually a

computer) on a network.

¢ When you ping a device, you send that device a short message, which it then sends back

(the echo)

e If you receive a reply then the device is in the Network, if you do not, then the device is

faulty, disconnected, switched off, or incorrectly configured.
1.1.2 Route Commands
You can use the route commands to view, add and delete routes in IP routing tables.
e route print: In order to view the entire contents of the IP routing table.
e route delete: In order to delete all routes in the IP routing table.
e route add: In order to add a static TCP/IP route to the IP routing table.
1.1.3 ACL Configuration

Routers provide basic traffic filtering capabilities, such as blocking the Internet traffic with
access control lists (ACLs). An ACL is a sequential list of Permit or Deny statements that apply

to addresses or upper-layer protocols. These lists tell the router what types of packets to:
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PERMIT or DENY. When using an access-list to filter traffic, a PERMIT statement is used to
“allow” traffic, while a DENY statement is used to “block” traffic.

1.2 Network setup

Open NetSim and click on Experiments> Advanced Routing> Basic networking commands

Ping Route Add/Delete/Print and ACL then click on the tile in the middle panel to load the
example as shown in below Figure 1-1.
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Figure 1-1: List of scenarios for the example of Basic networking commands Ping Route Add/Delete/Print

and ACL

NetSim Ul displays the configuration file corresponding to this experiment as shown below

Figure 1-2.

Router_4
11.21.2
11311

Wired_MNode_1
11.1.1.2

App1_CER

Wired_Node_2
11412

Figure 1-2: Network set up for studying the Basic networking commands Ping Route Add/Delete/Print and
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1.3 Procedure

The following set of procedures were done to generate this sample:

Step 1: A network scenario is designed in NetSim GUI comprising of 2 Wired Nodes and 3

Routers in the “Internetworks” Network Library.
Step 2: In the Network Layer properties of Wired Node 1, “ICMP Status” is set as TRUE.

Similarly, ICMP Status is set as TRUE for all the devices as shown Figure 1-3.

[ Wirednode %
Wirednode ¥ NETWORK_LAYER

GENERAL Protocol 1Pv4

ICMP_Status I TRUE -
APPLICATION_LAYER

TRANSPORT_LAYER
Static_IP_Route Disable -

MNETWORK_LAYER
IGMP_Status | FALSE -

INTERFACE_1 (ETHERNET)

ICMP_Cont_Palling(s) | 3 |

Processing_Delay (Microsec) | 0.0

Figure 1-3: Network Layer properties of Wired Node 1

Step 3: In the General properties of Wired Node 1, Wireshark Capture is set as Online.

Step 4: Right click on the Application Flow Appl CBR and select Properties or click on the
Application icon present in the top ribbon/toolbar.

A CBR Application is generated from Wired Node 1 i.e., Source to Wired Node 2 i.e.,
Destination with Packet Size remaining 1460Bytes and Inter Arrival Time remaining 233.6ps.

Transport Protocol is set to UDP.

Additionally, the “Start Time(s)” parameter is set to 30, while configuring the application. This
time is usually set to be greater than the time taken for OSPF Convergence (i.e., Exchange of
OSPF information between all the routers), and it increases as the size of the network

increases.

Step 5: Packet Trace is enabled in NetSim GUI. At the end of the simulation, a very large .csv
file is containing all the packet information is available for the users to perform packet level

analysis. Plots are enabled in NetSim GUI.

Step 6: Click on Run Simulation. Simulation Time is set to 300 Seconds and in the Runtime

Interaction tab Figure 1-4, Interactive Simulation is set to True.
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.‘3 Run Simulation b
Run time Interaction Static ARP Configuration  Packet Capture

Interactive Simulation:

nteractive Simulation True - b

File Path

Figure 1-4: Runtime Interaction window

NOTE: It is recommended to specify a longer simulation time to ensure that there is sufficient time for the
user to execute the various commands and see the effect of that before the Simulation ends.

Click on Accept and then click on OK.

= Simulation (NetSimCore.exe) will start running and will display a message “waiting for first

client to connect” as shown below Figure 1-5.

B CA\Program Files\NetSim Pro\bin\NetSimCore.exe - [m] X

im Pro\bin/Net:

Figure 1-5: Waiting for first client to connect
» Go back to the network scenario. Click on “Display Settings” in the top ribbon/toolbar and
select the “Device IP” checkbox inorder to display the IP address of all the devices. Now,

Right click on Router 3 or any other Router and select “NetSim Console” option as shown
Figure 1-6.
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Figure 1-6: Select NetSim Console

Wired_Node_2

= Now Client (NetSimCLl.exe) will start running and it will try to establish a connection with

NetSimCore.exe. After the connection is established, the following will be displayed Figure

1-7.

# " C\Program Files\NetSim Pro\bin\NetSimCLI.exe

Initialising Winsock...Initialised.
onnecting to device DESKTOP-LCS53CT
onnection attempt: 1

onnection established.

Figure 1-7: Connection established

= After this the command line interface can be used to execute all the supported commands.

» You can use the ping command with an IP address or Device name.

= |CMP_Status should be set as True in all nodes for ping to work.

Ping <IP address> e.g. ping 11.4.1.2
Ping <Node Name> e.g. ping Wired_Node_2
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B C:\Program Files\NetSim\Standard_v13_2\bin\MetSimCLl.exe — O x

itialised.

from 11
from 11

Figure 1-8: Pinging Wired_Node_2

= To view the entire contents of the IP routing table, use following command route print

route print

B C\Program Files\MetSim Standard\bin MetSimCLI exe N

Figure 1-9: IP routing table

= You'll see the routing table entries with network destinations and the gateways to which
packets are forwarded when they are headed to that destination. Unless you’ve already

added static routes to the table, everything you see here is dynamically generated.

= To delete a route in the IP routing table you’ll type a command using the following syntax

route delete destination_network
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= So, to delete the route with destination network 11.5.1.2, all we’d have to do is type this

command

route delete 11.5.1.2

* To check whether route has been deleted or not check again using route print command.

» To add a static route to the table, you’ll type a command using the following syntax.

route ADD destination_network MASK subnet_mask gateway_ip metric_cost

interface

= So, for example, if you wanted to add a route specifying that all traffic bound for the
11.5.1.2 subnet went to a gateway at 11.5.1.1

route ADD 11.5.1.2 MASK 255.255.0.0 11.5.1.1 METRIC 100 IF 2

= |f you were to use the route print command to look at the table now, you’d see your new

static route.

* ' C\Program Files\NetSim Standard\bin\NetSimCLLexe

Figure 1-10: Route delete/ Route add

NOTE: Entry added in IP table by routing protocol continuously gets updated. If a user tries to remove a route
via route delete command, there is always a chance that routing protocol will re-enter this entry again. Users

can use ACL / Static route to override the routing protocol entry if required.
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Commands to configure ACL

To view ACL syntax: acl print

Before using ACL, we must first verify whether ACL option enabled. A common way to

enable ACL is to use command: ACL Enable
Enter configuration mode of ACL: aclconfig
To view ACL Table: Print

To exit from ACL configuration: exit

To disable ACL: ACL Disable (use this command after exit from ACL Configuration)

To view ACL usage syntax use: acl print

[PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT DPORT IFID

To create a new rule in the ACL, use command as shown below to block UDP packet in
Interface 2 and Interface 3 of Router 3.

Application properties > Transport Protocol > UDP as shown Figure 1-11
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|L§: Configure Application =
Application E E ¥ APPLICATION
End_Time(s) | 100000 | 3
5rc to Dest | Show line -
Encryption | NOME -
Random_Startup | FALSE -
Session_Protocol NONE
ITransport_ProtocoI | uoe M I
QoS | EE -
Priority Low
PACKET SIZE
Distribution | CONSTANT -
Mean (Bytes) | 1460 |
INTER ARRIVAL TIME
Distribution | CONSTANT -
Value (micro sec) | 2336 |
CK Reset

Figure 1-11: Application properties window

= Use the command as follows Figure 1-12.

NetSim>acl enable

ACL is enable

NetSim>aclconfig
ROUTER_3/ACLCONFIG>acl print

Usage: [PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST
SPORT DPORT IFID

ROUTER_3/ACLCONFIG>DENY BOTH UDP ANY ANY 00 2
OK!

ROUTER_3/ACLCONFIG>DENY BOTH UDP ANY ANY 00 3
OK!

ROUTER_3/ACLCONFIG>print

DENY BOTH UDP ANY/0 ANY/000 2

DENY BOTH UDP ANY/0 ANY/000 3

Ver 13.3 Page 9 of 13



© TETCOS LLP. All rights reserved

NetSim>acl disable
ACL is disable

NetSim>

ROUTER_3/ACLCONFIG>exit

ITH UDP ANY ANY ¢

Figure 1-12: ACL Configuration command

Go to the Results Dashboard and click on “Open Packet Trace” option present in the Left-

Hand-Side of the window and do the following:

Filter Control Packet Type/App Name to ICMP EchoRequest and ICMP EchoReply as shown

Figure 1-13.

EHd oS- =

Packet Trace.csv - Excel TABLE TOOLS ?T H - X
FILE HOME IMSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS TEAM DESIGN Sign in
oy Y e | = . . -
ﬁ Calibri M1 A A T = % General - %Condltmna\Formattmg = E %Y [H]
Past Egy - = LFFDrmatazTable' & Delete - ' Sort & Find &
aste - 1. - .|l == LAY, €0 .00 s 0 in
- - BIU o 4 - - %’ a0 DCE” Styles - =] Format ~ ¥ " Filter ~ Select~
Clipboard Font [F] Alignment 7] MNumber 7] Styles Cells Editing -~
D915 - Jfe || 1cmMP_Echoreguest v
A B C D E F G H -
PACKET ID|~ |SEGMENT ID| ¥ |PACKET TYPE| ¥ |CONTROL PACKET TYPE/APP NAME|-Y|SOURCE ID|~ |DESTINATION ID|~ [TRANSMITTER ID|~ |RECEIVER II
915 0 N/A Control_Packet |ICMP_EchoRequest |\IO)E—'_ ROUTER-3 NODE-1 ROUTER-3
916 0/ N/A Control_Packet ICMP_EchoRequest NODE-2 NODE-2 ROUTER-3
817 0 N/A Control_Packet ICMP_EchoReply ROUTER-3 NODE-1
918 0/ NfA Control_Packet ROUTER-5 NODE-2
1822 0 NfA Control_Packet NODE-1 ROUTER-3
1823 0 NfA Control_Packet NODE-2 ROUTER-5
1824 0 N/A Control_Packet ROUTER-3
1825 0/ N/A Control_Packet ROUTER-5
2726 0 NfA Control_Packet ICMP_EchoRequest NODE-1
2727 0 NfA Control_Packet |ICMP_EchoRequest NODE-2
2728 0 N/A Control_Packet ICMP_EchoReply ROUTER-3
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Figure 1-13: Packet Trace - ICMP Control Packets

In Wireshark, apply filter as ICMP. we can see the ping request and reply packets in Wireshark

as shown Figure 1-14.

M ~\\pipe\WIRED_NODE_1_1 — O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 0 [DRBRecs=FT oS Eaaqn
[. |Appl‘r' a display filter ... <Ctrl-/> :3 =+
Mo. Time Destination Protocol  Length Info -
-+ 2 3.000000 111.1.1.1 ICMP 28 Echo (ping) request id=@xeeee, seq=0/@, t
- 3 3.000018 11.1.1.2 ICMP 28 Echo (ping)} reply id=@xee08, seq=8/8, t
4 6.000000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=6x@ee8, seq=8/@, t
5 6.800013 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=exeaes, seq=0,/8, t
6 0.000000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=-8x8@88, seq=8/8, t
7 9.000013 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=exeeee, seq=8/8, t
8 12.000000 11.1.1.2 il-31-31-11 ICMP 28 Echo (ping) request id=exeeee, seq=0/@, t
9 12.600018 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=exeeee, seq=8/0, t
1@ 15.006000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=exeees, seq=8/@, t
11 15.066018 11.1.1.1 l-al-3l- 2 ICMP 28 Echo (ping) reply id=exeaee, seq=0/0, t
12 18.066000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=-0x@e8s, seq=8/@, t
13 18.0@0013 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=exeeee, seq=8/8, t
14 21.666860 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=-8x8@88, seq=8/8, t
15 21.806818 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=@xeaee, seq=8/8, t
16 24.200000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=e@x@eee, seq=8/@, t
17 24.000018 11.1.1.1 11.1.1.2 ICMP 28 Echo (ping) reply id=exeeee, seq=8/0, t
18 27.000000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=exeees, seq=8/@, t
19 27.006018 11.1.1.1 L3132 ICMP 28 Echo (ping) reply id=exeeea, seq=0/@, t
20 30.000000 11.1.1.2 11.1.1.1 ICMP 28 Echo (ping) request id=-0x@e8s, seq=8/@, t w
£ >
Frame 2: 28 bytes on wire (224 bits), 28 bytes captured (22 5 B2 @0 1c @@ e b2 @2 @2 @1 =@ dd @b el el 82 E-- -
Raw packet data b @l el @1 es ee f7 ff ee G2 @R B@E -
Internet Protocol Version 4, Src: 11.1.1.2, Dst: 11.1.1.1
Internet Control Message Protocol

Figure 1-14: ICMP Control packets in Wireshark

1.4.6 ACL Results

The impact of ACL rule applied over the simulation traffic can be observed in the IP Metrics

Table in the simulation results window. In Router 3, the number of packets blocked by firewall

has been shown below Figure 1-15.

1P_Metnics_Table

X

B Detailed View

IP_Metrics
Deviceld  Packetsent  Packet forwarded Packetreceived  Packetdiscarded TTlLexpired  Firewall blocked
13599 0 0 0 0 0
2 99 0 3826 0 0 0
3 4007 484 72 0 0 965
4 74 0 74 0 0 0
5 4002 3832 74 0 0 0
Figure 1-15: IP Metrics Table from result window
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NOTE: Number of packets blocked may vary based on the time at which ACL is configured.

Users can also observe this in Packet Animation before and after the Packets are blocked as

shown below Figure 1-16/Figure 1-17.

33 NetSim Packet Animation - s
n . g ] | —® veovoe » W
Pause Stop Simulation Time Micro Sec Animation Speed Display Settings Table Filters
0 50 00 50 200 250 300 350 400 450 500
]
f/ \Tr\l 4A[Router_4]
SN
50 - e
il 3[Routerf¥g Appt-coR-442— L YsAy SlRouter 5]
Q‘/‘. JInoulel ppt 2 (%)
10
[:_,1 1[Wired Node 1] 5 g 2[Wired_Node_2]
Appl_CBR

Figure 1-16: In Animation Window before applying ACL rules see the packet flow

a’{ MetSim Packet Animation - X
> L —® 174940000.0.. —@ View More ¥ ﬁj
Play Stop Simulation Time Micro Sec Animation Speed Animation Options  Table Filters

o 50 100 130 200 250 300 350 400 450 500

0

(A | ARouter 4]
LR
50 2 3
A 3[Router 3] Yuna\  S[Router 5]
2 5 W
10 App1_CBR-T247
1MWired Node 1] 2[Wired_Node_2]
15 AppL_CBR
< 2

PACKET_ID SEGMENT_ID PACKET _TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_II
7247 0 CBR App1_CBR MNODE-1 NODE-2 NODE-1
7246 0 CBR App1_CBR MODE-1 NODE-2 NODE-1
7245 0 CBR App1_CER MNODE-1 NODE-2 NODE-1
7244 0 CBR App1_CBR NODE-1 NODE-2 NODE-1
7243 0 CER App1_CBR MODE-1 NODE-2 NODE-1
7242 0 CBR App1_CBR MNODE-1 NODE-2 NODE-1

Figure 1-17: In Animation Window after applying ACL rules see the packet flow
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= Check Packet animation window whether packets has been blocked in Router_3 or not
after entering ACL command to deny UDP traffic.

= Before applying ACL rule there is packet flow from Wired_Node_1 to Wired_Node_2

= After applying ACL rule Packet flows up to Router_3 only.
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