Implementing a new Crypto Algorithm — Mysty1l

Software Recommended: NetSim Standard v11.0, Visual Studio 2015/2017, Wireshark
Project Download Link:

https://github.com/NetSim-TETCOS/MYSTY1 ENCRYPTION_vl11.0/archive/master.zip

1. How to add a new crypto algorithm for encryption, unzip “Addition of Mysty Encryption Algorithm”
project. It would look like
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Configuration_File File folder
Documentation File folder

Application
il
Firewall
Include
P
lib

bo MNetSim.sin

2. Double click on the NetSim.slIn file to view the Application codes in Visual Studio 2015.

Solution Explorer -oc| EEEEy |

ﬁﬂ oS @ r@l o " % Application i ‘ ~|  (Global Scope)
19 # <string.h>

Search Solution Explorer (Ctrl+;) P~ 20 #i application.h”

727 Solution 'NetSim' (1 project) 2 typede? unsigned long ué

22 typedef unsigned char byte;

4 [%] Application 23 MISTY1_KEYSIZE 32

b =B References 24 i uints unsigned char
b I Bxternal Dependencies 25
b e aes.c 26 static byte s7[] =
b [A aesh 7=
28 exlb, Bx32, x33, @x5a, @x3b, x1@, @xl7, @x54, @xSb, Bxla, Bx72, @x73, @xbb, @x2c, Bx66, Bx49,
P e aes run.c 29 Bx1f, Bx24, Bx13, BxBc, Bx37, Gxle, Bx3f, Oxda, Gx5d, BxOF, OxdB, Bx56, 8x25, Ox51, Oxlc, Bxdd,
b ++ Application.c 30 OxBb, @xd5, Ox20, Ox@d, 8x7b, B35, @xdd, @xd2, @x2b, Gxle, Bx4l, Oxld, @xdb, @x79, @xlS, Gu6F,
b [} Application.h 31 @xBe, BxS5, Bx@9, 8x36, Bx74, BxBc, Bx67, @53, @x2B, Bx@a, Ox7e, Bx38, BxB2, ©x@7, Bx68, Bx29,
b+ BSM.c 32 8x19, @x12, Bx65, Bx2F, Bx38, Bx39, @x83, Ox5E, BxSf, Ox78, Ox2a, Gxdc, Ox64, @x45, Bx7S, Bx3d,
b ++ Database FTP Custormn.c 33 ©@x59, @x48, @x@3, @x57, Ox7c, 6x4f, @62, ex3c, exld, 8x21, @x5Se, @x27, @x6a, @x78, @xdd, @x3a,
b ote desc 34 ox@l, Ox6d, @xée, @x63, Bx18, Bx77, @x23, Ox05, @x26, 0x76, ©x00, @x31, ex2d, Ox7a, @xTf, @x6l,
35 ©x50, @x22, Exll, OxB6, Bx47, @x16, BxS2, Bxde, @x7l, Oxde, @69, @x43, Bx34, OxS5cC, Ox58, BXTd
b +s des_run.c 35 b
P *+ Distribution.c 37 static u4 s9[] =
b ++ Emulation_application.c 38 =
b+ Encryption.c 39 @xlc3, @x@cb, Ox153, 8x19F, @xle3, @xded, @xBfb, Bx@35, @x181, @xBb9, @x117, @xleb, Bx133, @x0e9, @x62d, 8x8d3,
bt misty_run.c 10 exac7, @xl4a, ©x837, Bx@7e, @xeb, @x164, @x193, Bx1dS, @x@a3, Gxlle, @x@55, @xB2c, Bx1d, @xla2, @x163, Bx113,
- 2 Oxldb, @x152, @xld2, Bx@8f, @x@2b, @x@30, @x13a, Bx@eS, @x111, @x138, @xlSe, BxB63, Bx2e3, OxOcS, Ox1f4, @x@lb,
Bt mistyl.c a2 ©x001, @x@9d, Ox87B, Bx1a@, @x16d, @x1f3, @x0lc, @x146, Ox@7d, @xbdl, @x@s2, Bxlea, @x183, @x12d, @xBf4, @xlde,
b ++ Multicast.c 23 oxld3, @x@dd, Oxle2, Bx128, @xled, @xdec, @x059, @x@91, ox@ll, @xl2f, Ox@26, BxBdc, Ox0be, @xlBc, @x1ef, exlf7,
b+ RandomMNumber.c 4 @xBe7, @x16c, OxA@b6, BxBF9, @x8dS, @x1S1, @x18l, exlic, @x183, @xBbs, @x154, @x12b, Bxlae, @x017, BxB71, 8x8c,

3. Now expand Application Project and click mysty_run.c file. This file contains the following lines of
code.

#include <string.h>
#include <stdlib.h>
#include <stdio.h>
#include "application.h"
void misty run(char* str,int* len)
{
int n;
int 1=*len;

unsigned char buf[32];
unsigned char key[32];


https://github.com/NetSim-TETCOS/MYSTY1_ENCRYPTION_v11.0/archive/master.zip

for (n = @; n < *len; n+=16,str+=16,1-=16)

{
/* Set the plain-text */
memcpy( buf, str, min(16,1));
mistyl main(buf);

memcpy (str,buf,16);

}

}

In the mysty _run() function inside the mysty_run.c file we pass the plain text in parts of 16
bytes each time to get it encrypted. This is done because the crypto algorithm expects a 16
byte plaintext as input. Here the variable str contains the packet payload and len corresponds
to the size of payload in bytes.

Now double click on the mystyl.c file present in Application project inside the solution explorer
and check the following changes to it.

a) Addition of #include<application.h> and #define uint8 unsigned char to the beginning of
the file(shown in red).
#include <stdlib.h>
#include <string.h>
#include "application.h"
typedef unsigned long u4;
typedef unsigned char byte;
#define MISTY1_KEYSIZE 32
#define uint8 wunsigned char

b) Remowved inline keyword that is present before the functions fi(), fo(), fl() and flinw).

=inline ud fi{ wad Fi_in, wd Fi_key)[ { ... il
=inline us fofuws =ek, us fo_in, byte k)| { ... }
#inline vt Fl{wd =ek, us F1l_in, byte k) { ...

#inline u4 flinv(ud *ek, wd fl_in, byte k)| { ... }|

To
sud i ud fi_in, us Fikey){ ... 7|
=u4 fo(us *ek, w4 fo_in, byte k) { ... }|
Fus Fl(us *ek, us Flin, byte k)7 ... 7]

4 Flinw{us *ek, us Fl in, byte K { ... |
c) Now go to the main() function in the file and check that line #ifdef TESTMAIN was
removed or commented before the main() function and also the associated #endif at the
end of the main() function.

d) main() function was renamed to unsigned char* mistyl main(uint8* input)



—lunsigned char* mistyl main(uint8* input)|

{

Elkd
Key: 8@ 11 22 33 44 55 66 77 83 99 aa bb cc dd ee ff
Plaintext: @1 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 18
Ciphertext: 8b 1d a5 f5 6a b3 d@ 7c @4 b6 82 48 bl 3b e9 5d

*f

ud  Key[]= {@x@@112233, Bx44556677, @xBB99aabb, @xccddeeff};

u4  Plaintext[]= {@x@1234567, @x3%abcdef, @xfedcbads, @x7654321@};
u4 Ciphertext[]= { @x8blda5f5, @x6ab3d@7c, @xB4b65248, @xbl3bedSd};
u4  ek_e[MISTY1_KEYSIZE], ek_d[MISTY1_KEYSIZE];

ud c[4];

e) Commented the declaration of Ciphertext, Modify the declaration of Plaintext variable, as
shown below:

ud  Key[]= {8x@@112233, @x44556677, @xB89%aabb, @xccddeeff};

ud Plaintext[#]ﬂ

/fud  Ciphertext[]= { @x8blda5f5, @x6ab3d@?vc, ex84be3248, Bxbl3bed5d};
ud ek _e[MISTY1 KEYSIZE], ek d[MISTY1 KEYSIZE];

ud c[4];

f)  Now check the commented lines starting from mistyl keyinit() to mistyl key destroy()
as shown below:

%] Application - (Global Scopi
283 = /¥ mistyl_keyinit(ek_e,Key);
284 mistyl_encrypt_block(ek_e,&Plaintext[@],&c[@]);
285 mistyl_encrypt_block(ek_e,&Plaintext[2],&c[2]);
286
287 if (Imemcmp(c,Ciphertext,4 * sizeof(ud))) {
288 printf("Encryption OK\n");
289 T
298 else {
291 printf("Encryption failed[@x¥081x Bx¥@E1lx Bx¥@31x Bx¥081x]\n",
292 cr8l,c[11,c[2],¢c[31);
293 exit(1);
294 T
295
296 mistyl_keyinit(ek_d,Key);
297
298 if (memcmp{ek_e,ek_d,MISTY1_KEYSIZE*sizeof(ud))) {
299 printf("Internal Error keysch is wrongin");
300 exit(1);
381 H
382
383 mistyl_decrypt_block(ek_d,&Ciphertext[8],&c[@]);
384 mistyl_decrypt_block(ek_d,&Ciphertext[2],&c[2]);
385
386
387 if (!memcmp(c,Plaintext,4 * sizeof{ud))) {
388 printf("Decryption OK\n")};
389 ¥
312 else {
311
312 printf("Decryption failed[@x¥081x Bx¥@E1lx BOx¥BE1x Bx¥081x]\n",
313 c[@l,c1],c[2],cl31);
314 exit(1);
315 ¥
316 *f

g) Addition of the following lines of code just abowe the mistyl key destroy(ek_e);
statement as shown below:

// Memcpy is used to equate input which is Char to Plaintext



// which is Unsigned Long

memcpy (Plaintext,input,2*sizeof(u4));
memcpy (&Plaintext[2],&input[8],2*sizeof(ud));

mistyl keyinit(ek_e,Key);
mistyl encrypt_block(ek_e,Plaintext,&c[0]);
mistyl encrypt_block(ek_e,&Plaintext[2],&c[2]);

memcpy (input,c,2*sizeof(u4));
memcpy (&input[8],&c[2],2*sizeof(u4));

// Memcpy is used to equate input which is Char to Plaintext
// which is Unsigned Long

memcpy (Plaintext,input,2*sizecf(ud));
memcpy (&Plaintext[2],8input[8],2%sizecf(ud));

mistyl keyinit(ek_e,Key);
mistyl_encrypt block(ek_e,Plaintext,&c[@]);
mistyl_encrypt_block({ek_e,&Plaintext[2],8c[2]);

memcpy (input,c,2*sizecf(ud));
memcpy (&input[8],8c[2],2*sizeof (ud));|

mistyl_key destroy(ek_e);
mistyl key destroy(ek_d};
memset(Key,®,4 * sizeof(ud));

h) Inside the mystyl main function the abowe codes were modified to ensure that the
plaintext is properly initialized with the 16 bytes of payload received, for the encryption to
happen.

i) Here, memcpy() is done initially to equate input received as which is char, to the plain
text which is unsigned long.

memcpy (Plaintext,input,2*sizeof(u4));
memcpy (&Plaintext[2],&input[8],2*sizeof(ud));

j) After the calls to mistyl encrypt_block() memcpy() is done to equate the encrypted
cipher text back to the input.

memcpy (input,c,2*sizeof(u4));
memcpy (&input[8],&c[2],2*sizeof(ud));

5. Now double click on the application.c file and make a call to mysty_run() function instead of the
call to aes256, inside the copy_payload() function as shown below (changes are marked in red):

if(info->encryption==Encryption_TEA)
encryptBlock(real,payload, &ey);
else if(info->encryption==Encryption_AES)
{
misty_run(real,payload);
//aes256(real,payload);

else if(info->encryption==Encryption_DES)
des(real,payload);

6. Rebuild Application project and replace the libApplication.dll file in NetSim bin folder i.e.
“C:\Program Files\NetSim Standard\bin”.

7. Open Configuration.netsim file from the zip and make sure that AES encryption is selected in
the application properties.
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Also Wireshark option has to be set to either Online or Offline in any of the nodes where AES256

encryption is enabled.

Now mystyl codes will be running instead of AES256.

You can see the encrypted payload in Wireshark either during simulation if online is set or after

the simulation if offline is set.

Setting Wireshark to either online or offline will give you Packet Capture metrics where links to
.pcap files are provided. The number of links available depends on the number of nodes in which

Wireshark is enabled.

M WIRELESS_NODE_1_1.peap - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW I® RE cez=ET icfaaqr
[l ‘Applv a display filter ... <Ctrl-/> a '] Expression... +
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4 5.0084794 @6:0c:dB:dc:53:64 (. 882.11 14 Acknowledgement, Flags=........
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| 7 5.@208530 11.1.1.1 11.1.1.5 unp 1528 82 » 36934 Len=1460
! 8 5.822155 99:7f:b3:8d:da:5a (.. 802.11 14 Acknowledgement, Flags=........
| 9 5.848158 11.1.1.1 11.1.1.5 ubP 1528 82 + 36934 Len=1468
! 18 5.841775 99:7f:b3:8d:da:5a (.. 802.11 14 Acknowledgement, Flags=........
| 11 5.9608250 11.1.1.1 11.1.1.5 ubDP 1528 82 = 36934 Len=1468
! 12 5.861875 9@:7f:b3:8d:da:5a (.. 8@2.11 14 Acknowledgement, Flags=........
| 13 5.880156 11.1.1.1 11.1.1.5 unp 1528 82 » 36934 Len=1460
! 14 5.881775 99:7f:b3:8d:da:5a (.. 802.11 14 Acknowledgement, Flags=........ v
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