NetSim®

Accelerate Network R & D

Internet of Things (IoT)

and
Wireless Sensor Networks (WSN)

A Network Simulation & Emulation Software



The information contained in this document represents the current view of TETCOS LLP on the issues
discussed as of the date of publication. Because TETCOS LLP must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of TETCOS LLP, and TETCOS
LLP cannot guarantee the accuracy of any information presented after the date of publication.

This manual is for informational purposes only.

The publisher has taken care of the preparation of this document but makes no expressed or implied
warranty of any kind and assumes no responsibility for errors or omissions. No liability is assumed
for incidental or consequential damages in connection with or arising out of the use of the information
contained herein.

Warning! DO NOT COPY

Copyright in the whole and every part of this manual belongs to TETCOS LLP and may not be used,
sold, transferred, copied or reproduced in whole or in part in any manner or in any media to any person,
without the prior written consent of TETCOS LLP. If you use this manual, you do so at your own risk
and on the understanding that TETCOS LLP shall not be liable for any loss or damage of any kind.

TETCOS LLP may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any written
license agreement from TETCOS LLP, the furnishing of this document does not give you any license to
these patents, trademarks, copyrights, or other intellectual property. Unless otherwise noted, the example
companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events
depicted herein are fictitious, and no association with any real company, organization, product, domain
name, email address, logo, person, place, or event is intended or should be inferred.

Rev 15.0 (V), Mar 2026, TETCOS LLP. All rights reserved.

All trademarks are the property of their respective owner.

Contact us at

TETCOS LLP

# 214, 39th A Cross, 7th Main, 5th Block Jayanagar,
Bangalore - 560 041, Karnataka, INDIA.

Phone: +91 80 26630624

E-Mail: sales@tetcos.com

Visit: www.tetcos.com


mailto:sales@tetcos.com
http://www.tetcos.com

Contents

1 Introduction
2 Simulation GUI

2.1 Create Scenario . . . . . . . . L
2.1.1  Fast Configuration . . . . . . . . . . . . . . . . e
2.1.2  Wireless Sensor Networks . . . . . . . .. . L L
2.1.3  Imternet of Things . . . . . . . . . . . . . e
2.1.4  Differences between IoT and WSN in NetSim . . . . ... ... ... .. .....
2.1.5 Device Attributes . . . . . . . ...
2.2 Set Node, Link and Application Properties . . . . . . . . . .. ... ... ... ......
2.2.1  Setting Static Routes . . . . . . . .. L
2.2.2  Enable Packet Trace, Event Trace (Optional) . . . ... ... ... ... .....
2.2.3  Enable protocol specific plots . . . . . . . ... L
2.2.4  Enable protocol specific logs . . . . . . . . ... o
2.2.5  GUI Configuration Parameters . . . . .. . ... ... ... ... ... ...
2.3 Run Simulation . . . . . ..o
3 Model Features
3.1 L3 Routing: DSR, OLSR, ZRP and AODV . . . . .. . .. . ... .. .. .. .. .....
3.2 L3 Routing: RPL Protocol . . . . . . . ... .
3.2.1  RPL Objective Function . . . . . . . . .. .. L
3.2.2  Topology Construction . . . . . . . . ... L e
3.23 RPLLogFile . . . . . . . e
3.2.4  Viewing RPL control messages in Wireshark . . . . . .. ... ... ... ... ..
3.3 MAC / PHY: 802.15.4 OVEIrVIEW . . .« v v v v vttt i et e e e
3.3.1  CSMA/CA Implementation in NetSim . . . . . .. ... ... ... ... .....
3.3.2  Beacon Order and Superframe Order . . . . . . . . .. .. ... ... .. ....
3.4 Energy Models: Sources, Consumption and Harvesting . . . . .. ... .. .. ... ...
3.4.1  Energy Model source code . . . . . . ...
3.5 Sensor Application and how to model sensing interval? . . . . ... ... .. ... ....
3.6 WSN/IOT File Based Placement . . . . . .. ... ... ... ... . .. .......
3.6.1 Internet of Things . . . . . . . . . e
3.6.2  Wireless Sensor Networks . . . . . . . . .. L L
3.7 Radio measurements log file . . . . . . . ...
3.7.1  Implementation details and Assumptions . . . . . . .. .. ...
3.8 Energylogfile . . . . . . o
3.9 DMobility Log File . . . . . . . . o
3.10 Model Limitations . . . . . . . . .. L
4 Featured Examples

4.1 TOT . oo e
4.1.1  Energy Model . . . . . . .« . e
4.1.2  Working of RPL Protocol in IoT . . . . ... ... ... ... ... .......
4.1.3  Modes of Operation in [oT RPL . . . .. ... ... ... ... .. .......
4.1.4  DDoS attack in an ToT Network . . . .. . ... ... ... ... ...,
4.2 WSN e
4.2.1  Beacon Time Analysis . . . . . . . . . L e
4.2.2  CAP Time Analysis . . . . . . . . e
4.2.3  Static Routing in WSN . . . . . . ..o

4.2.4  Analysing throughput, latency and energy consumption as we scale the number
of SEeNSOTs . . . ... L

5 ITOT-WSN Experiments in NetSim
6 Reference Documents
7 Latest FAQs



NetSim — IoT / WSN Ver 15.0

1 Introduction

Internet of Things (IoT) is a network of devices that connect to and communicate via the internet or
other communication networks. These devices collect, exchange, and act on data, often without human
intervention. It enables enhanced interactivity and automation across various domains, from smart homes
to industrial applications. A typical IOT deployment consists of:

e Embedded devices / sensors.
e Communication over an IP network (between the devices and to/from cloud servers).

e Cloud services, Big Data, Analytics / Machine learning on the cloud.

In the context of NetSim, the sensors are abstract, which means that they could be any kind of sensor or
embedded device. These sensors are assumed to sense some physical property or random field such as
temperature, pressure etc. After sensing, the sensors transmit the sensed data in the form of “IP Packets”
of user configurable size and interpacket arrival times. NetSim simulates the transmission of these IP
packets over an IoT network and does not focus on either the actual “application payload (or the sensed
data)” being sent, or the data storage and analytics of this payload.

Internet of Things

X CreateScenaio T3 SetTiafic  E) ConfigureReports [ ShowdHide Info

Application
(Traffic Generator)

Devices

Server

# Cloud
Auto Sensor
Placement Utility

Gateway

® Sensors

Figure 1-1: A typical 10T scenario in NetSim.

NetSim’s Internet of Things (IoT) and Wireless Sensor Network (WSN) library stack comprises:

Application Layer: Sensor App as well as applications such as Voice, Video, CBR etc.

Transport Layer: UDP
Network layer: AODV and RPL
MAC and PHY layers: 802.15.4 Zigbee
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Figure 1-2: The Result dashboard and Plot window shown in NetSim after completion of simulation.

NetSim models IoT as a WSN that connects to an Internetwork through a LowPAN Gateway. The
LowPAN Gateway uses two interfaces: a Zigbee (802.15.4) interface and a WAN Interface. The WSN
sends data to a SinkNode. The Zigbee interface allows wireless connectivity to the WSN while the WAN
interface connects to the external Internetwork.
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Figure 1-3: A typical application scenario that can be modeled in NetSim. Sensors can generate
(measurement) packets that get queued in its packet buffer. These are then transmitted — directly or via
hops — over a wireless link to a gateway that then forwards the packet via the internet to a server. Wireless
links support various propagation models and ad hoc routing is supported for multi-hop communication.
The MAC/PHY layer protocol supported is 802.15.4.

IEEE 802.15.4 uses either Beacon Enabled or Disabled Mode for packet transmission. In Beacon Enabled
Mode, nodes use slotted CSMA /CA algorithm for transmitting packets else they use Unslotted CSMA /CA.

2 Simulation GUI

In the Main menu select New Simulation — Wireless Sensor Networks as shown in Figure 2-1.
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Figure 2-1: NetSim Home Screen.
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Figure 2-2: Fast Configuration window.

Ver 15.0

Fast Config window allows users to define device placement strategies and conveniently model large
network scenarios especially in networks such as MANET, WSN and IoT. The parameters associated
with the Fast Config Window are explained below:
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(i) Grid Origin: The ‘Grid Origin’ refers to the intersection point of the system’s axes. NetSim supports
any (X, Y) setting for the origin and not just (0, 0)

(ii) Grid Dimension: The width parameter represents the maximum along X from the origin and the
height parameter represents the maximum along Y from the origin

(iii) Device placement area: The “Device Placement Area” allows users to specify the width and length of
the area where devices are used when using the auto placement utility. This area must be less than or
equal to the “Grid Area”.

Device Placement — Automatic Placement:

1. Uniform Placement: Devices will be placed uniformly with equal gap between the devices in area as
specified inside length. This requires users to specify the number of devices as square number. For
example, 1, 4, 9, 16 etc.

2. Random Placement: Devices will be placed randomly in the grid environment within the area as
specified inside length.

3. File Based Placement: To place devices in user defined locations file-based placement option can be
used. The file has the following general format:

<DEVICE NAME>,<DEVICE TYPE>,<X COORDINATE>,<Y COORDINATE>

Where, DEVICE_NAME is any name that will be assigned to the device. And DEVICE_TYPE is the
unique Device Identifier specific to each type of device in NetSim.

The following table provides a list of all possible devices in MANET, WSN, UWAN and IOT Networks
that support the Fast Configuration along with their respective device types:

Table 2-1: Fast Configuration window supports different networks.

NETWORK DEVICE TYPE

MANET Wireless Node Omni Antenna | Wireless Node Sector Antenna |
Wired Bridge Node | Wireless Bridge Node | Wired Node | Router
| L2 Switch

WSN Sensors | Sink node

UWAN Under Water node

I0T IoT Sensors | Gateway | Wired Node | IoT Router | Access Point

NOTE: For more details about File Based Placement, refer 3.6.

4. Number of Devices: It is the total number of devices that are to be placed in the grid environment. It
should be a square number in case of Uniform placement.

5. Manually Via Click and Drop: Selecting this option will load a grid environment with an ad hoc link
where users can add devices manually by clicking and dropping the devices as required.

2.1.2 Wireless Sensor Networks

The devices that are involved in WSN are:

Wireless Sensor: In general, sensors monitor and record the physical conditions of the environment
which is then sent to a central location (Sink node) where the data is collated and analyzed for further
action. Sensors in NetSim are abstract in terms of what they sense, and NetSim focuses on the network
communication aspects after sensing is performed.

e WSN Sink (in WSN): Sink node is the principal controller in WSN. All sensors send their data to this
sink node. In NetSim, users can drop only one sink node in a WSN.

Copyright TETCOS LLP Page 7 of 95



NetSim — IoT / WSN Ver 15.0

e Ad-hoc Link: Ad hoc link depicts a decentralized type of wireless network. The network is ad hoc
because it does not rely on any pre-existing infrastructure, such as routers in wired networks or access
points in managed wireless networks. In NetSim, Ad hoc links are used to connect the Sensors and the
Sink node. Ad hoc links are used here for a visual representation of connection of all the devices in an
Ad hoc basis.
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Figure 2-3: Network layout of a WSN. The sensors communicate with each other and to the sink via an
“Adhoc link”.

NOTE: While designing a network, by default an ad hoc link will be present in the scenario. Click sensor
nodes and sink nodes present in the ribbon/toolbar and drop them inside the grid. If the auto-connect
option in the status bar is turned ON, these devices will be automatically connected to the ad hoc link.
Refer section 3.2.3 of User Manual to know more about Auto Connection.

2.1.3 Internet of Things

The devices that are involved in IoT are:

IoT Sensor: In general, sensors monitor and record the physical conditions of the environment which is
then sent to a central location (Lowpan Gateway) where the data is collated and analyzed for further
action. Sensors in NetSim are abstract in terms of what they sense, and NetSim focuses on the network
communication aspects after sensing is performed.

LoWPAN Gateway (in IoT): LoWPAN is an acronym of Low power Wireless Personal Area Networks.
The LoWPAN IoT gateway functions as a border router in a LoWPAN network, connecting a wireless
IPv6 network to the Internet. The wired portion of the network in IoT runs IPv4 whereas the wireless
portion runs IPv6. The IPv6 routing protocols supported are AODV and RPL.

Ad-hoc Link: Ad hoc link depicts a decentralized type of wireless network. The network is ad hoc
because it does not rely on any pre-existing infrastructure, such as routers in wired networks or access
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points in managed wireless networks. In NetSim IoT, Ad hoc links are used to connect the IoT Sensors
and the LowPAN Gateway. Ad hoc links are used here for a visual representation of connection of all the
devices in an Ad hoc basis.

Users can also add routers and nodes as shown below. Routers can be connected to the LoWPAN-Gateway
and nodes/switches can be connected to routers using wired/wireless links.

2.1.4 Differences between IoT and WSN in NetSim

Table 2-2: Differences between IoT and WSN in NetSim.

WSN IoT

WSN is a network of sensors and a sink node. IOT has a gateway which can be used to con-
nect to internetworks (having routers, switches,

APs etc.).
WSN runs IPv4 and features a sink (not a IOT runs IPv6 in the sensor network (802.15.4
gateway). MAC/PHY) and IPv4 on the inter-network
portion.

Routing protocols in NetSim WSN include, Routing protocols in NetSim IoT include,
DSR, AODV, OLSR, and ZRP. AODV and RPL.

NOTE: Refer MANET Technology library for working of AODV, DSR, OLSR and ZRP.

2.1.5 Device Attributes

GENERAL PROPERTIES

Right click on any sensor and open properties as new window. The general properties of the sensor are:

e Device name — It is the name of sensor which is editable and will reflect in the GUI before and after
simulation.

e X and Y — These are the coordinates of a sensor.

e Z co-ordinate — By default this will be zero and is reserved for future use.
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Figure 2-4: General Properties window for Sensor.

Interface count is 1 since sensors share the wireless Multipoint-to-Multipoint medium.

e Mobility Models: Mobility models can be used to model movement of sensors. The mobility models
provided in NetSim are:

— Random Walk Mobility model: It is a simple mobility model based on random directions
and speeds.

— Random Waypoint Mobility Model: It includes pause time between changes in direction
and/or speed.

— Group mobility: It is a model which describes the behavior of sensors as they move together
i.e., the sensors having common group id will move together.

— Pedestrian Mobility Model: This model is applicable to each node (local parameter), and the
configuration parameters are:

* Pedestrian Max Speed (m/s) (Range: 0.0 to 10.0. Default: 3.0)

* Pedestrian Min Speed (m/s) (Range: 0.0 to 10.0. Default: 1.0)

x Pedestrian stop probability (Range: 0 to 1)

x Pedestrian stop duration (s) (Range: 1 to 10000)
In this model it is assumed that the pedestrian stops at traffic lights. The stop probability represents the
probability of encountering a traffic light. This is checked for every calculation interval. Once stopped,
the pedestrian waits for a duration equal to stop duration for the light to turn green. A new direction
is chosen randomly after every stop with 6 (angle between new direction and current direction) taking
values of 0, 90, 180, 270. These 6 values represent the pedestrian continuing in the same direction, taking
a left, taking a U turn and taking a right respectively.

A new speed is chosen randomly after every stop. Min speed < Speed < Max speed.

The maximum number of stops and starts is 10.

Copyright TETCOS LLP Page 10 of 95
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e File Based mobility: In File Based Mobility, users can write their own custom mobility models
and define the movement of the mobile users. The name of the trace file generated should be kept as
mobility.csv and it should be in the NetSim Mobility File format.

APPLICATION PROPERTIES — Transport Protocol, by default set to UDP. To run with TCP,
users have to select TCP protocol from the drop down.

NETWORK LAYER - NetSim WSN, supports the following MANET routing protocols.

1. DSR (Dynamic source routing): Note that in wireless sensor networks, by default Link Layer Ack
is enabled. If Network Layer ack is enabled users must set DSR ACK in addition to Zigbee ACK in
MAC layer.

2. AODV (Ad-hoc on-demand distance vector routing):
3. ZRP (Zone routing protocol): For interior routing mechanism NetSim uses OLSR protocol.

4. OLSR (Optimized link State Routing): Except zone radius all the parameters are similar to
ZRP.

El Wireless_Sensor_1 Properties - O X

4 & () x . x’\
s AN @ =5 5

> General

> Position

> Application Layer
& Transport Layer

4 Network Layer

4 IPv4
Static IP Route Disable -
Processing Delay (us) 0
4 DSR
Routing Protocol DSR v
ACK Type LINK_LAYER_ACK ~

Interface_1 (Zigbesg)

Figure 2-5: Network Layer Properties Window — DSR Protocol.

AODYV - AODV (Ad Hoc on Demand Distance Vector) is an on-demand routing protocol for wireless
networks that uses traditional routing tables to store routing information. AODV uses timers at each
node and expires the routing table entry after the route is not used for a certain time.

Some of the features implemented in NetSim are:

¢ RREQ, RREP and RERR messages.
e Hello message.

e Interface with other MAC/PHY protocols such as 802.15.4, TDMA / DTDMA.
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Hello interval — It describes the interval in which it will discover its neighbor routes.

Refresh interval — It is the duration after which each active node periodically refreshes routes to itself.

‘f Wireless_Sensor_1 Properties e ] X

" AN O =53 5

B Iransport Layer

4 Network Layer

4 |Pv4
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Processing Delay (ps) 0
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Routing Protocol ZRP A
|IARP Protocel OLSR
Hello Interval (s) 2
Refresh Interval (s) 2
TC Interval (s) 5
Zone Radius 2

&> Interface_1 (Zigbee) -

Figure 2-6: Network Layer Properties Window — ZRP Protocol.

Topology Control messages — These are the link state signaling done by OLSR. These messages are
sent at TC interval every time.

Zone radius — After dividing the network range of the divided network will be based on zone radius. A
node’s routing zone is defined as a collection of nodes whose minimum distance in hops from the node in
question is no greater than a parameter referred to as the zone radius.

DATALINK LAYER

802.15.4 (Zigbee Protocol) runs in MAC layer. In the sink node or pan coordinator properties users can
configure the Beacon frames and the Superframe structure.
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Figure 2-7: Datalink layer properties window for sinknode.

Superframe Order — It describes the length of the active portion of the Superframe, which includes
the beacon frame. Range is from 0-15.

Beacon Order — Describes the interval at which coordinate shall transmit its beacon frames. Range is
from 1-15.

GTS Mode (Guaranteed Time Slot) — If it is enabled it allows a device to operate on the channel
within a portion of the super frame that is dedicated (on the PAN) exclusively to the device.

Battery life Extension — This subfield is 1 bit in length and shall be set to one if frames transmitted
to the beaconing device.

Superframe Duration — It is divided into 16 equally sized time slots, during which data transmission
is allowed. The value of super-frame duration by default is 15.36ms.

Max CSMA Backoff — It is the maximum number of attempts the CSMA-CA algorithm will make
before declaring a channel access failure. Having range 0-5.

Minimum CAP length — It is the minimum number of symbols forming the Contention access period.
This ensures that MAC commands can still be transferred to devices when GTSs (Guaranteed time slots)
are being used.

Max and Min Backoff Exponent — Values of CSMA-CA algorithms have a range of 3-5.
Max Frame Retries — It is the total number of retries after failed attempts.

Unit Backoff Period — It is the number of symbols forming the basic time period used by the CSMA-CA
algorithms.

PHYSICAL LAYER

The frequency band used in NetSim WSN simulations is 2.4 GHz, and the bandwidth is 5 MHz. NetSim
simulates a single channel ZigBee network and does not support multiple channels.
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Data rate — It is the number of bits that are processed per unit of time. The data rate is fixed at 250
kbps per the 802.15.4 standard.

Chip Rate — A chip is a pulse of direct sequence spread spectrum code, so the chip rate is the rate at
which the information signal bits are transmitted as pseudo random sequence of chips.

Modulation technique — O-QPSK (Offset quadrature phase shift keying), sometimes called staggered
quadrature phase shift keying, is a variant of phase-shift keying modulation using 4 different values of the
phase to transmit.

MinLIFSPeriod — It is the minimum long inter-frame spacing period. It is the time difference between
short frame and long frame in unacknowledged case and the time difference between short frame and
acknowledged case in acknowledgment transmission.

SIFS (Short inter-frame Symbol) — It is generally the time for which receiver waits before sending
the CTS (Clear To Send) & acknowledgement packet to sender, and sender waits after receiving CTS and
before sending data to receiver. Its main purpose is to avoid any type of collision. Min SIFS period is the
minimum number of symbols forming a SIFS period.

Phy SHR duration — It is the duration of the synchronization header (SHR) in symbol for the current
PHY.

Phy Symbol per Octet — It is the number of symbols per octet for the current PHY.

Turn Around Time — Transmitter to receiver or receiver to transmitter turnaround time is defined as
the shortest time possible at the air interface from the trailing edge of the last chip (of the first symbol)
of a transmitted PLCP protocol data unit to the leading edge of the first chip (of the first symbol) of the
next received PPDU.

CCA (Clear Channel Assessment) — It is a carrier sensing mechanism in Wireless Networks. The
different types of CCA modes available are:

e Carrier Sense Only: It shall report a busy medium only upon the detection of a signal compliant with
this standard with the same modulation and spreading characteristics of the PHY that is currently in
use by the device. This signal may be above or below the ED threshold.

e Energy Detection: It shall report a busy medium upon detecting signal strength above the ED threshold.

e Carrier Sense with Energy Detection: It shall report a busy medium using a logical combination of
detection of a signal with the modulation and spreading characteristics of this standard and Energy
above the ED threshold, where the logical operator may be AND or OR.

Receiver sensitivity — It is the minimum magnitude of input signal required to produce a specified
output signal having a specified signal-to-noise ratio, or other specified criteria. It is up to the user to
determine the desired receiver sensitivity.

Receiver ED threshold — It is intended for use by a network layer as part of channel selection algorithms.
It is an estimate of the received signal power within the bandwidth of the channel. No attempt is made
to identify or decode signal on the channel. If the received signal power is greater than the ED threshold
value, then the channel selection algorithms will return false.

Transmitter Power — It is the signal intensity of the transmitter. The higher the power radiated by the
transmitter’s antenna, the greater the reliability of the communication system. The connection medium
is wireless.

POWER MODEL

e Power source — It can be battery or main line. This model in NetSim is used for energy calculations.
In case of battery, the following parameters will be considered:

e Recharging current — It is the current flow during recharging. Range is from 0-1000mA.

e Energy harvesting — It is the process by which energy is derived from external source, captured,
and stored. NetSim supports an abstract Energy Harvesting model. A specified amount of energy,
calculated from recharging current and voltage specified, is added to the remaining energy of the node
periodically to replenish the battery. It can be turned on or off.
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e Initial Energy — It is the battery energy. Range is from 0.001-3250mAh.

Ver 15.0

e Transmitting current — It is the current for transmitting power. Range is 0-1000mA. Transmit
power and transmit current are independent in NetSim. Since the focus of NetSim is packet simulation,
the power modeling is abstract. It is left to the user to change the transmit current accordingly, when
increasing or decreasing the transmit power, if the user’s goal is to study power consumption.

e Idle mode — It is the current flow during the idle mode. Range is between 0-1000mA.
e Voltage — It is a measure of the energy carried by the charge. Range is from 0-10V.

e Receiving current — It is the current required to receive the data, ranging from 0-1000mA.

e Sleep mode current — It is the current flowing in sleep mode of battery. Range is from 0-1000mA.

NOTE: The resultant energy metrics and their definitions are provided in the NetSim User Manual in

the Outputs section.

The following table shows the properties of sensor in NetSim.

Table 2-3: MAC and PHY layer properties of sensor.

Property

Default Setting

Global properties (and default settings)

Network layer

Routing protocol
ACK _Type

DSR
LINK_.LAYER_ACK

Data link layer

ACK request

Max Csma BO

Max Backoff Exponent
Min Backoff Exponent

Max frame retries

Enable
4

)
3
3

Local properties (and Default settings)

Physical layer

phySHRduration(symbols) 3
Physymbolperoctet 5.3
CCA mode CARRIER SENSE ONLY
Receiver sensitivity(dbm) -85
ED threshold (dbm) -95
Transmitter power(mW) 1
Power

Power source Battery
Energy harvesting ON
Recharging current (mA) 0.4
Initial energy (mAH) 300
Transmitting current (mA) 17

Idle mode current (mA) 3.3
Voltage (v) 3.6
Receiving current (mA) 9.6

Continued on next page
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Table 2-3: MAC and PHY layer properties of sensor (continued).

Property Default Setting

Sleep mode current (mA) 0.237

2.2 Set Node, Link and Application Properties

e Users need to connect the sensors and LoWPAN gateway using links.
e Interconnection among other devices is same as in Internetworks.
¢ LoWPAN gateway can be connected with router using links.

e Click on the appropriate node or link to open its properties in the property panel on the right. Then
modify the parameters according to the requirements.

e Routing protocol in Application Layer of routers and all user editable properties in Datalink layer and
Physical Layer of Access Point and Wireless Node are Global/Local.

e In Sensor node, Routing protocol in Network Layer and all user editable properties in Datalink layer,
Physical Layer and Power are Global/Local.

e NOTE:

o Global — Changing properties in one node will automatically reflect in any other nodes in that
network.

o Local — Changing properties in one node will not reflect in any other nodes in that network.

e The following are the main properties of sensor node in PHY and Datalink layers as shown in Figure 2-
9/Figure 2-10/Figure 2-11.

»‘ Wireless_Sensor_2 Properties — m] »®

N 1Y 1Y
AN @ = oE

& Network Layer
4 Interface_1 (Zigbee)

&= Network Layer

4 Datalink Layer
4 |EEEB02.154

Ack Request Enable -
MAC Address AADDDD02001
Max CSMA Backoff 4

Min CAP Length (Symbols) 440

Max Backoff Exponent

Min Backoff Exponent 3

Max Frame Retries 3

Unit Backeff Period (Symbols) 20

& Physical Layer

Figure 2-8: Datalink layer properties window for sensor.
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;! Wireless_Sensor_2 Properties — O X
SARO BB
-
Data Rate (kbps) 250
Chip Rate (Mchips/s) 2000
Symbeol Rate (ksymbols/s) 62.5
Maodulaticn Technique 0-0OPSK
Min LIFS Period (Symbols) 40
Min SIFS Peried (Symbeols) 12
Unit Backoff Time (Symbols) 20
Phy SHR Duraticn (Symbels) |3 -
Phy Symbaol Per Octet 53
Turn Around Time (Symbols) 12
CCA Mode CARRIER_SENSE_O ~
Receiver Sensitivity (dBm) -85 -

Figure 2-9: PHY layer properties window for sensor.

[ Wireless_Sensor_2 Properties - O >

AR B

Connection Medium WIRELESS -
Reference Distance dd{m) &
4 Power

Power Source Battery A

Energy Harvesting On A

Initial Energy {mAH) 0.3

Transmitting Current (mA) 5.8

Idle ModeCurrent {mA} 33

Voltage () 3.6

Receiving Current (mA) 9.6

Sleephode Current (mA)  0.237

Recharging Current (mA} 04

-

Figure 2-10: Battery Model for Sensor.

e Set the values according to requirement and proceed.

e Click on the Set Traffic tab present on the top ribbon and select an application.
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w File Options Help @ Network: Wsn | Workspace: Test-Workspace

J Create Scenario D5, Set Traffic [_:‘,' Configure Reports I_:@ Show/Hide Info
CBR T»l Video = Sensor App CBR > Video E sensor App
-f:p Custom Q Voice «% Custom Q Voice

Unicast Applications Broadcast Applications

Figure 2-11: Application icon present on top ribbon.

e Set the application properties as per the requirements and proceed.

r:!,t App1_SEMNSOR_APP Properties — O *
h
AN O =

\\\\\\\\

k.
Application ID 1
Application Mame App1_SEMSOR_AFP
Source Count 1
Source 1D 1 A
Destination Count 1
Destination ID 3 A
Start Time (s) 0
End Time (s) 100000
Encryption MNOMNE N
Random Startup FALSE N
Session Protocol MOMNE
Transpert Protocal uop -
QoS BE -
-

Figure 2-12: Application Configuration window.

Detailed information on Application properties is available in section 6 of NetSim User Manual.

2.2.1 Setting Static Routes

In Device Properties > Network layer > Static IP Route, users can set static routes. When static routes
are set the dynamic routing protocol entries are overwritten by the static routing entries. Static route
configuration is explained in the Internetworks technology library document, Section Configuring Static
Routing in NetSim.
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Static route option is available for all sensors in WSN.

Ef Wireless_Sensor_2 Properties

Rs l\ i @ m-:

> General
B> Position
> 2

Application Layer

-

Transport Layer

[ S

Network Layer

4 1Pv4

Static IP Route

Configure Static IP Route

Processing Delay (us)

> DSR

> Interface_1 (Zigbee)

Figure 2-13: Static Route configuration window.

Ver 15.0

The Static routes option is not available in the wireless portion of the IoT network as IoT devices work
with IPv6 network addressing. The devices present in the wired portion of the network may have IPv4
addressing. Hence static routes can be configured in the wired section (till the gateway) of an IoT network.

Configure Reports

2.2.2 Enable Packet Trace, Event Trace (Optional)

Check Packet Trace / Event Trace option from the Configure Reports tab. To get detailed help, please

refer to sections 8.4 and 8

JF Create Scenario Dz, Set Traffic

R ¥ Network Performance
(]|

View Results Tabular Summary

Figure 2-14: FEnable Packet Trace, Fvent Trace options on top ribbon.

.5 in User Manual.

[E)- Configure Reports| i3 Show/Hide Info

[7] Packet Trace

All Network Packets Log

Event Trace Dispatched to Emulator Log

Traces

2.2.3 Enable protocol specific plots

~ | Reinjected from Emulator | Log

~  NotDispatched to Emulator | Log

Emulator Logs

Plots

Mobility Viewer

e (Click on “Plots” icon in the top ribbon from “Configure Reports” tab, which will then open a right

plot panel, containing a list of available plots for the network as chosen by the user.

e Check boxes can be enabled to generate the respective plots. To get detailed help, please refer to
section 8.2 in User Manual.
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Figure 2-15: Click on “Configure reports” tab on top. Then click on “plots” icon in the top ribbon. You
can then see the list of available plots is in the right-hand side properties panel.

2.2.4 Enable protocol specific logs

e Users can enable protocol specific log files such as the Radio Measurement log, Energy log etc., by
clicking on the Configure Reports tab and selecting Plot icon option present in the toolbar.

e Check boxes can be enabled to generate the respective logs. To get detailed help, please refer to section

8.3 in the User Manual.
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Figure 2-16: Enabling log files in NetSim GUIL

2.2.5 GUI Configuration Paramet
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor.

Parameter

Scope

Range

Description

Sensor-Interface(Wireless) — Datalink Layer

Ack Request

Mac Address

MAC CSMA Back-
off

Maximum Backoff
Exponent

Minimum Backoff
Exponent

Max Frame retries

Unit Backoff Pe-
riod

Local

Fixed

Local

Local

Local

Local

Fixed

Enable or Dis-
able

3-8

3-8

0-7

20

The Ack Request setting allows a device
to control whether it wants a confirmation
(acknowledgment) that its message has been
received.

Enable Ack Request: When this is turned
on, every time the device sends a message,
it includes a request for acknowledgment
(Ack) in the message’s control information.
The recipient must send back a confirmation
message (an acknowledgment) to let the sender
know the message was successfully received.

Disable Ack Request: When this is turned off,
the device sends messages without asking for
confirmation, so the recipient does not send an
acknowledgment back.

The MAC address is a unique value associated
with a network adapter. This is also known as
hardware address or physical address. This is a
12-digit hexadecimal number (48 bits in length).
The maximum number of backoffs the CSMA-
CA algorithm will attempt before declaring a
channel access failure.

The maximum value of the backoff exponent
(BE) in the CSMA-CA algorithm.

The minimum value of the backoff exponent
(BE) in the CSMA-CA algorithm

The maximum number of retries allowed after a
transmission failure.

The number of symbols forming the basic time
period used by the CSMA-CA algorithm

Sinknode-Interface(Wireless) — Datalink Layer

Continued on next page
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Parameter Scope

Range

Description

Beacon Mode Local

Superframe Order Local

Beacon Order Local

GTS Mode Local

Enable / Disable

0-15

1-15

Enable/ Disable

Beacon Mode is a setting that affects how a
network stays in sync and manages reliable
communication:

Enable Beacon Mode: When Beacon Mode
is turned on, the network sends regular
signals (called “beacons”) to keep all devices
synchronized. This improves reliability because
all devices know when they can send and
receive messages, making communication more
organized.

Disable Beacon Mode (Beaconless): When
Beacon Mode is turned off, devices communi-
cate using a simpler method called CSMA-CA
(Carrier Sense Multiple Access with Collision
Avoidance).  This approach is lighter and
requires less coordination, but it may be less
reliable since devices try to avoid message
collisions.

Superframe Order describes the length of the
active portion of the superframe, which includes
the beacon frame.

Beacon Order, describes the interval at which
the coordinator shall transmit its beacon frames.
GTS Mode (Guaranteed Time Slot Mode) is
a setting that decides if a device gets its own
reserved time to communicate on the network:

Enable GTS Mode: When GTS Mode is
enabled, a specific time slot within the net-
work’s schedule (superframe) is reserved just for
the device. This dedicated time slot means the
device can use the channel without interference
from others, ensuring reliable and uninterrupted
communication.

Disable GTS Mode: When GTS Mode is
off, the device shares the channel with other
devices without a dedicated time slot, which
may cause it to wait or experience interruptions.

Continued on next page

Copyright TETCOS LLP

Pag

22 of 95

0o
[¢]



NetSim — IoT / WSN Ver 15.0

Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Parameter Scope Range Description
Battery Life Ex- Local TRUE/False The Battery Life Extension (BLE) setting is
tension a single on/off switch (1 bit) that helps save

battery by controlling when devices send data
after a beacon signal.

BLE set to 1 (On): When BLE is turned on,
devices must send data to the main device
(beaconing device) within a short, specific
time after the beacon signal. This short time
window, known as the “backoff period,” helps
the device finish communication quickly, saving
battery by reducing how long it stays active.

BLE set to 0 (Off): When BLE is off,
there is no strict time limit on when the device
must start sending data after the beacon. This
uses more battery because the device may stay
active longer, but it allows more flexibility in

timing.
Superframe Dura- Local 15.36 Superframe Duration is divided into 16 equally
tion (ms) sized time slots, during which data transmission

is allowed. The value of super-frame duration
by default is 15.36ms.

Interface Wireless — Physical Layer

Data Rate (Kbps) Fixed Data rate or bit rate is the number of bits that
are conveyed or processed per unit of time.

Chip Rate Fixed The chip rate of a code is the number of pulses
per second (chips per second) at which the code
is transmitted (or received). The chip rate is
larger than the symbol rate, meaning that one
symbol is represented by multiple chips.

Symbol Rate Fixed In digital communications, symbol rate (also
known as baud or modulation rate) is the num-
ber of symbol changes (waveform changes or sig-
naling events) made to the transmission medium
per second using a digitally modulated signal or

a line code.
Modulation Tech- Fixed O-QPSK (Offset quadrature phase shift keying)
nique sometimes called as staggered quadrature phase

shift keying is a variant of phase-shift keying
modulation using 4 different values of the phase
to transmit.

Min LIFS Period  Fixed The minimum number of symbols forming a
LIFS (Long Inter Frame Spacing) period.

Min SIFS Period Fixed The minimum number of symbols forming a
SIFS (Short Inter Frame Spacing) period.

Phy SHR duration Local 3,7,10,40 Phy SHR duration is the duration of the syn-

chronization header (SHR) in symbol for the
current PHY

Continued on next page
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Parameter

Scope

Range

Description

Phy Symbol per
Octet

Turn Around
Time

CCA Mode

Receiver sensitiv-
ity

ED thresh-
old(dBm)

Transmitter Power
(mW)

Antenna Gain
(dBi)

Fixed

Fixed

Local

Local

Local

Local

Local

—999 to 0

—999 to 0

1 to 100

—1000 to 1000

Phy Symbol per Octet is number of symbols per
octet for the current PHY

Turnaround Time is the minimum wait time
needed for a device to switch from sending to
receiving data (or vice versa) in a wireless net-
work.

CCA (Clear Channel Assessment) is a carrier
sensing mechanism in Wireless Networks. The
different types of CCA modes available are:

Carrier Sense Only: It shall report a busy
medium only upon the detection of a signal
compliant with this standard with the same
modulation and spreading characteristics of
the PHY that is currently in use by the device.
This signal may be above or below the ED
threshold

Energy Detection: It shall report a busy
medium upon detecting signal strength above
the ED threshold.

Carrier Sense with Energy Detection: It
shall report a busy medium using a logical
combination of detection of a signal with the
modulation and spreading characteristics of this
standard and Energy above the ED threshold,
where the logical operator may be AND or OR.
Receiver sensitivity is the minimum magnitude
of input signal required to produce a specified
output signal having a specified signal-to-noise
ratio, or other specified criteria. It is up to the
user to determine the desired receiver sensitivity.
The receiver ED threshold is intended for use
by a network layer as part of a channel selection
algorithm. It is an estimate of the received signal
power within the bandwidth of the channel. No
attempt is made to identify or decode signals
on the channel. If the receive signal power is
greater than the ED threshold value then the
channel selection algorithm will return false.

It is the signal intensity of the transmitter. The
higher the power radiated by the transmitter’s
antenna the greater the reliability of the com-
munications system.

A relative measure of an antenna’s ability to
direct or concentrate radio frequency energy
in a particular direction or pattern. The mea-
surement is typically measured in dBi (Decibels
relative to an isotropic radiator).

Continued on next page
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Parameter

Scope

Range

Description

Antenna  Height

(m)

Power Source

Energy Harvesting

Initial Energy

Transmitting Cur-
rent

Idle Mode Current

Voltage

Receiving Current

Recharging Cur-
rent

Local

Local

Local

Local

Local

Local

Local

Local

Local

0 to 100

Main Line or
Battery

On or Off

0.001-3250 mAh

0-10000 mA

0-1000 mA

0-10 V

0-1000 mA

0-1000 mA

Antenna height is used in the pathloss calcu-
lation in the following models: Cost231 Hata
Urban, Cost231 Hata SubUrban, Hata Urban,
Hata SubUrban and Two Ray. This parame-
ter has no effect when using any of the other
pathloss models.

Sensor communicate with each other using bat-
tery power. By default, the power model is
set to Main Line, which represents a general-
purpose alternating current (AC) electric power
supply. The power model is user-configurable,
with adjustable properties.

Energy harvesting is the process of deriving
energy from external sources (e.g., solar power,
thermal energy, wind energy, and Kkinetic
energy), capturing it, and storing it for use
in small, wireless autonomous devices, such
as those in wearable electronics and wireless
sensor networks.

NetSim supports an abstract energy har-
vesting model in which a specified amount of
energy (calculated from the recharging current
and specified voltage) is periodically added to
the remaining energy of the node to replenish
the battery. This feature can be turned on or
off.

A node has an initial value which is the level
of energy the node has at the beginning of the
simulation.

In the Transmitting mode (Tx mode), the node
consumes energy to transfer packets or data.
The amount of energy consumed in this mode
depends on the number of packets sent by the
node, greater the number of packets, the more
energy is consumed.

In idle mode, a node doesn’t transmit or receive
data but still listens to the wireless medium for
potential packets and new nodes. This consumes
less energy than sending or receiving, as no
active communication occurs.

Voltage is a measure of the energy carried by
the charge.

In the Receiving mode (Rx mode), the nodes
are actively listening to the incoming data, it
consumes the energy as it receives the data from
the sender.

Recharging Current refers to the flow of electric
charge supplied to a battery during the recharg-
ing process

Continued on next page
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Parameter Scope

Range

Description

SleepMode  Cur- Local
rent

0-1000mA

Current flow during sleep mode.

Network Layer

Routing Protocol  Global

RPL, AODV, DSR, ZRP, OLSR

RPL Routing Protocol

Instance ID Global

Node Type Fixed

DAO Delay (s) Global

DIS Initial Delay Global
(ms)
DIS Interval (ms)  Global

1 to 20

Router

0-20

1-1000

1-1000

It is a unique identifier within a network.
DODAGs with the same RPL Instance ID share
the same Objective Function.

A DAG root is a node within the DAG that has
no outgoing edges. Because the graph is acyclic,
all DAGs must have at least one DAG root and
all paths terminate at a DAG root. LowPAN
gateway is the root device. Any sensors can
be configured as a Router or Leaf. If a node is
configured to act as a router, it starts advertising
the graph information with the new information
to its neighboring peers. If the node is a “leaf
node”, it simply joins the graph and does not
send any DIO message.

A node should delay sending the DAO message
to aggregate DAO information from other nodes
for which it is a DAO parent. Receiving a DAO
message starts the Delay DAO timer. DAO
messages received while the Delay DAO timer is
active do not reset the timer. When the Delay
DAO timer expires, the node sends a DAO.
The time for which the node waits before sending
DIS message.

DIS Interval is the time interval between two
DIS messages

DSR Routing Protocol

ACK Type Global

LINK_LAYER_ACKI'he user can enable either Link Layer ACK

or

(Layer 2 ACK) or Network Layer ACK (Layer

WORK_LAYER_AGBKACK). Link Layer ACK uses MAC layer

acknowledgment for route maintenance, while
Network Layer ACK uses DSR acknowledgment
for route maintenance.

For more details, refer to sections 3.2.1
and 3.2.2 of the MANET Technology Library.

ZRP and OLSR Routing Protocol

Hello Interval Global

1-100 s

Hello interval parameter is used for neighbor
discovery process. This parameter determines
how frequently Hello messages are sent out and
also how frequently a neighbor table will be
updated.

Continued on next page
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Table 2-4: Data link layer, Physical layer and Network layer properties of Sensor. (continued).

Description

Parameter Scope Range
Refresh Interval Global 1-100 s
TARP Fixed

TC Interval Global 1-100 s
Zone radius Global 2-225 m

Refresh interval is the duration after which each
active node periodically refreshes routes to itself.
TARP is used by a node to communicate with
the interior nodes of its zone and is limited by
the zone radius.

Topology Control messages are the link state
signaling done by OLSR. These messages are
sent at TC interval every time.

Zone radius parameter is present for ZRP
Protocol.

ZRP divides the entire network into zones. The
radius of these zones is defined by Zone radius.

2.3 Run Simulation

Click on the Run Simulation icon on the top toolbar.

Ji Create Scenario S, Set Traffic
’ Save @
& | Close

File Run Simulation

[5) Configure Reports [ Show/Hide Info

i
Ea‘}\

Sensors

Y N

R o2
I

Gateway Wired/Wireless Links

Figure 2-17: Run Simulation option.

Set the Simulation Time and click on Run.

3 Model Features

3.1 L3 Routing: DSR, OLSR, ZRP and AODV

Refer to the MANETS technology library (PDF) document for detailed information. Note that:

e WSN supports DSR, OLSR, ZRP and AODV protocols
e IOT supports AODV and RPL protocol, since only AODV and RPL have IPv6 support in NetSim.

3.2 L3 Routing: RPL Protocol

Routing Protocol for Low power and Lossy Networks (RPL) Overview

Low-power and Lossy Networks consist largely of constrained nodes (with limited processing power,
memory, and sometimes energy when they are battery operated). These routers are interconnected
by lossy links, typically supporting only low data rates that are usually unstable with relatively low
packet delivery rates. Another characteristic of such networks is that the traffic patterns are not simply
point-to-point, but in many cases point-to-multipoint or multipoint-to-point.
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RPL Routing Protocol works in the Network Layer and uses IPv6 addressing. It runs a distance vector

routing protocol based on Destination Oriented Directed Acyclic Graph (DODAGS).

Terminology of RPL routing protocol:

DAG (Directed Acyclic Graph): A directed graph having the property that all edges are oriented in
such a way that no cycles exist. All edges are contained in paths oriented toward and terminating at
one or more root nodes.

DAG root: A DAG root is a node within the DAG that has no outgoing edge. Because the graph is
acyclic, by definition, all DAGs must have at least one DAG root and all paths terminate at a DAG
root. In NetSim, only a single root is possible, i.e., the LowPAN Gateway.

Destination-Oriented DAG (DODAG): A DAG rooted at a single destination, i.e., at a single DAG
root (the DODAG root) with no outgoing edges.

Up: Up refers to the direction from leaf nodes towards DODAG roots, following DODAG edges. This
follows the common terminology used in graphs and depth-first search, where vertices further from the
root are “deeper” or “down” and vertices closer to the root are “shallower” or “up”.

Down: Down refers to the direction from DODAG roots towards leaf nodes, in the reverse direction of
DODAG edges. This follows the common terminology used in graphs and depth-first search, where
vertices further from the root are “deeper” or “down” and vertices closer to the root are “shallower” or
“up” .

Rank: A node’s Rank defines the node’s individual position relative to other nodes with respect to a

DODAG root. Rank strictly increases in the Down direction and strictly decreases in the Up direction.

RPLInstancelD: An RPL Instance ID is a unique identifier within a network. DODAGs with the same
RPLInstancelD share the same Objective Function.

RPL instance: When we have one or more DODAG, then each DODAG is an instance. An RPL Node
may belong to multiple RPL Instances, and it may act as router in some and as a leaf in others. Any
sensor can be configured as a Router or Leaf. Leaf nodes do not take part in RPL routing.

DODAG ID: Each DODAG has an IPV6 ID. This ID is given to its root only. And as the root doesn’t
change the ID also doesn’t change.

Objective Function (OF): An OF defines how routing metrics, optimization objectives, and related
functions are used to compute Rank. Furthermore, the OF dictates how parents in the DODAG are
selected and, thus, the DODAG formation.

3.2.1 RPL Objective Function

The objective function in NetSim RPL seeks to find the route with the best link quality. The objective

function:

static UINT16 compute_candidate rank(NETSIM_ID d, PRPL_NEIGHBOR neighbour) can be found in

Neighbor.c under the RPL project.
Link quality calculations, available in Zigbee Project 802.15.4.c file in function get_link quality().

L= (- ()

where p = Received power (dBm) and rs = Receiver sensitivity (dBm)
And Final

Sending Link Quality + Receiving Link Quality

Link Quality = 5

The rank calculations are done in Neighbour.c in the RPL project.
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o 2 a
RankIncrease = (MaZincrement — MiNincrement) X (1 — Lg)” + Minincrement

Rank = RankIncrease + Rank(Parent)

The link quality in this case is based on received power and can be modified by the user to factor in
distance, delay, etc. Link quality is calculated by making calls to the functions in the following order:

1. compute_candidate _rank() — RPL\Neighbor.c
2. fn NetSim stack get_link quality() — NetSim network stack which in turn calls
3. zigbee_get_link quality() — ZigBee\802_.15_4.c

The function fn NetSim_stack_get_link_quality() is part of NetSim’s network stack which is closed
to the user. However the function zigbee_get_link quality() is open to the users and can be modified
if required.

3.2.2 Topology Construction

NetSim IOT WSNs do not typically have predefined topologies, for example, those imposed by point-
to-point wires, so RPL has to discover links and then select peers sparingly. RPL routes are optimized
for traffic to or from one or more roots that act as sinks for the topology. As a result, RPL organizes a
topology as a Directed Acyclic Graph (DAG) that is partitioned into one or more Destination Oriented
DAGs (DODAGs), one DODAG per sink.

RPL identifiers: RPL uses four values to identify and maintain a topology:

e The first is an RPLInstanceID. An RPLInstancelD identifies a set of one or more Destination Oriented
DAGs (DODAGS). A network may have multiple RPLInstanceIDs, each of which defines an independent
set of DODAGs, which may be optimized for different Objective Functions (OFs) and/or applications.
The set of DODAGs identified by an RPLInstancelD is called an RPL Instance. All DODAGsS in the
same RPL Instance use the same OF.

e The second is a DODAGID. The scope of a DODAGID is an RPL Instance. The combination of
RPLInstancelD and DODAGID uniquely identifies a single DODAG in the network. An RPL Instance
may have multiple DODAGs, each of which has a unique DODAGID.

e The third is a DODAGVersionNumber. The scope of a DODAG VersionNumber is a DODAG. A DODAG
is sometimes reconstructed from the DODAG root, by incrementing the DODAG VersionNumber. The
combination of RPLInstancelD, DODAGID, and DODAG VersionNumber uniquely identifies a DODAG
Version.

e The fourth is Rank. The scope of Rank is a DODAG Version. Rank establishes a partial order over a
DODAG Version, defining individual node positions with respect to the DODAG root.

DIO (DODAG Information Object) transmission:

DIO messages contain the information about the rank of the broadcasting node, the objective function(OF),
DAG-ID, etc. Once a node receives a DIO, it calculates its rank based on the rank in the received DIO,
and the link quality.

RPL nodes transmit DIOs using a Trickle Timer. This message is multicast downwards in a DODAG.
With DIO, the child-parent relationship and sibling relationship are established.

DAO (Destination Advertisement Object):

A request for the root node (parent node) to join the network for communication which adds info of that
node. The DAO is used to propagate destination information Upward along the DODAG.
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DIS (DODAG Information Solicitation) transmission:

A new node wanting to join the DODAG checks whether a DODAG network exists. The nodes that are
out of range exchange DIS messages to learn about the DODAG.

Rank:

e The Rank of a node is a scalar representation of the location of that node within a DODAG.

e The rank is a measure in some sense of the distance of the node from the root. It monotonically
increases as we move away from the root.

e Rank is used to avoid and detect loops.
e The rank calculation is based on the objective function defined.

e The root node has a Rank of 1. This root node in IoT is also the border router.
DODAG Construction

e Nodes periodically send link-local multicast DIO messages.
e Stability or detection of routing inconsistencies influence the rate of DIO messages.

e Nodes listen for DIOs and use their information to join a new DODAG, or to maintain an existing
DODAG.

e Exchange of DIO and DAO control messages is shown below.

A
Sensors
b4
o)
, )
1 Sensor_1
|
& 3
~
- 4 Sensor_3
<%,
=

Sensor 4
T

=

Sensor_2
Figure 3-1: DIO/DAO Control messages for Sensor and Lowpan gateway.

e Rank is decided based on the DIO message received from the Root and the link quality.
e Based on information in the DIOs the node chooses parents to the DODAG root.

e As a result, the nodes follow the upward routes towards the DODAG root.

e If the destination is unreachable, then the root will drop the packet.

e Note that DIS messages are sent by sensors which are not part of the DODAG. The sensors which
are part of the DODAG, and which received the DIO message will send the DAO message in return,
whereas the sensors which did not receive the DIO messages will send the DIS message.
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3.2.3 RPL Log File

Consider the above scenario as shown in Figure 3-1,

Set pathloss as Log distance with a pathloss exponent of 3.5.

This can be done by clicking on the link, which will open a right-hand panel where you can set the
properties as discussed.

Set Grid length as 100x100.

Run the simulation for 10s.

Once the simulation is completed, users can access the rpl log file from the results dashboard as shown in
Figure 3-2.

[ simulation Resutts - o X
}Ec) =@
View Network Export Results

= Application Metrics

=7 Link Metrics Application Metrics
[ Piots
Application ID Application Nan  Source ID  Destination ID Throughput (Mt Delay (us) Jitter (us)  Packets Generat Packets Receive(Payload generat Payload receivec
D Logs No data found
&1 Traces

Link Metrics
Sertormmance of Both wired and wirsass netwerk connictons

D packet capture

Packets Transmitted Packets Errored Packets Collided

| Saved Plots Link ID Bytes Transmitted Payload Transmitt Overhead Transm
Data Control Data Control Data Control
Additional Metrics. Al 0 420 0 ) 0 31 21818 0 21818
1 0 418 0 0 0 31 21690 0 21690
Plot User Options
2 0 2 0 0 0 0 128 0 128
3 0 0 [ [ 0 (] [ 0 0

Mo Data Available.

Logs

rpliog

Figure 3-2: Results dashboard window.

However, to get detailed information related to Rank Calculations the DEBUG_RPL preprocessor directive
needs to be uncommented in the code.

Procedure to get the RPL log file:

e Go to NetSim Home page and click on Your work.

e Click on Workspace Options and then click on Open Code and open the codes in Visual Studio. Set
x86 or x64 according to the NetSim build which you are using.

e Go to the RPL Project in the Solution Explorer. Open RPL.h file and change // #define DEBUG_RPL
to #define DEBUG_RPL as shown below:
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00 Fie Edt View Gt Project Buld Debug Test Analyze Tools Extensions Window Help  Search (Cirl+Q) P NetSim
- - Release ~ x64 ~| P Local Windows Debugger ~ [> B 5.
g RPLh & x
g [ RPL - (Global Scope) 13 choose_parents_and_siblings(NETSIM_ID d)
1 #pragma once
2 B
3 * Copyright (C) 2023 *
u * TETCOS, Bangalore. India *
5 . .
6 * Tetcos onns the intellectual property rights in the Product and its content. *
7 « The copying, redistribution, reselling or publication of any or all of the *
8 * Product or its content without express prior written consent of Tetcos is g
9 * prohibited. Ownership and / or any other right relating to the software and all »
10 * intellectual property rights therein shall remain at all times with Tetcos *
1 * *
12 * Author Shashi Kant Suman *
13 * *
14 . /
15
16 E/ RFC's
17 i //RPL
18 https://tools.ietf.org/htnl/rfc6206 //The Trickle Algorithm
19 .
20 - #ifndef NETSIM_RPL_H_ 1
21 #idefine _NETSIN_RPL_H_
22 C#ifdef __cplusplus
23 {
24 #endif
25
26 //Log settings —
»
28 - #ifdef DEBUG_RPL
29 #define DEBUG_RPL_PRINT_DAO_ROUTE_INFOMATION
30 //tdefine DEBUG_RPL_TRICKLE v
95% - & @ Noissues found Ln: 308 Chi33  Cok36  TABS  CRLF
Output

Figure 3-3: Visual Studio.

e Right click on the RPL project in the solution explorer and click on rebuild.

Signin R —

& Live Share

Search Solution Explor
P [ pioc o
b [ pisc
b [ popAGe
b [ Neighborc
b [&) RPLC
b [ RPLerumc
b [ ReLenumh
b [ RPL Message.c
3
3
3

B RPL Messageh

& SequenceNumber.c
[ Tickle.c

atelite

DN

upportFunction

cp

vwvvvvvwyww

« >

Solution Exp... | Git Changes ~ Class View

e After the RPL project is rebuilt successfully, go back to the network scenario.

Ver

15.0

Now after any IoT-RPL simulation, an RPL log file is generated with detailed information about the

DODAG formation. An example rpl log file is shown below Figure 3-4.

) *rpllog - Notepad - [u] X
File Edit Format View Help
node ‘1': received a new/modified message from node '6' with dodag_id = °"2001:DB8:3C4D:15::"
node "1': was isolated, now found dodag_id = '2001:DB8:3C4D:15::"
node ‘1': chosen parents and siblings in dodag id - '2001:DB8:3C4D:15 new rank = 13, parents - [(6)], siblings = []
node '2': received a new/modified message from node '6' with dodag id = '2001:DB8:3C4D:15::."
node *2': was isolated, now found dodag_id = '2001:DB8:3C4D:15::"
node '2': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::': new rank = 15, parents = [(6)], siblings = []
Node “6",12.129ms: received dao msg with new route information. dest - 2001:DBB:3CAD:15::1, gateway= 2001:088:3CAD:15::1.
node '4': received a new/modified message from node '1' with dodag_id = '2001:DB8:3(C4D:15::"
node '4': was isolated, now found dodag_id = '2001:DB8:3C4D:15::"
node '4': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::': new rank = 27, parents = [(1)], siblings = []
node *3": received a new/modified message from node "6’ with dodag_id = "2081:DB8:3C4D:15::"
node *3': was isolated, now found dodag id = '2001:DB8:3C4D:15::"
node "3': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::': new rank = 14, parents = [(6)], siblings = []
node ‘2°: received a new/modified message from node ‘1’ with dodag_id °2001:0B8:3C4D:15:: "
node *2°': "1' sent a modified DIO message and is a member of dodag_id "2001:DB8:3C4D:15::", reevaluating our neighbors
node ‘2': chosen parents and siblings in dodag_id = '2081:DB8:3C4D:15::': new rank = 15, parents = [(6), 1], siblings = []
node "2': in dodag_id = '2001:DB8:3C4D:15::', updated dodag config (i_min = 3, i_doublings = 28, c_treshold = 18, max_rank_inc = @, min_hop_rank_inc = 256)
node “3°: received a new/modified message from node ‘1’ with dodag_id "2001:088:3C4D:15:: "
node *3': "1' sent a modified DIO message and is a member of dodag_id "2001:DB8:3C4D:15:: ", reevaluating our neighbors
node *3': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15 new rank = 14, parents = [(6), 1], siblings = []
node '3': in dodag_id = '2001:DB8:3C4D:15::', updated dodag config (i_min = 3, i_doublings = 20, ¢_treshold = 10, max_rank_inc = @, min_hop_rank_inc = 256)
node *5': received a new/modified message from node '1' with dodag_id = °2081:DB8:3C4D:15::"
node '5': was isolated, now found dodag_id = '2001:DB8:3C4D:15::"
node '5': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::': new rank = 27, parents = [(1)], siblings = []
Node *6',21.537ms: received dao msg with new route information. dest = 2001:DB8:3C4D:15::2, gateway= 2001:DB8:3(4D:15::2.
node '4': received a new/modified message from node '5' with dodag_id 2081:DB8:3C4D:15:: "
node *4': *5' sent a modified DIO message and is a member of dodag_id 2081:DB8:3C4D:15::", reevaluating our neighbors
node '4': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::': new rank = 27, parents = [(1)], siblings = [5]
Ln 28, Col 121 100%  Windows (CRLF) UTF-8

Figure 3-4: RPL Log file.

Explanation of the log file:
Step 1:

e Node 1 receives a DIO msg from Node 6 (i.e., root).

e Node 1 finds the DODAG id.

e Based on the DIO message received from Node 6, Node 1 chooses its “Parent as Node 6” and establishes

its “New Rank = 13”. It does not have any siblings.
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Figure 3-5: Node 1 chooses its “Parent as Node 6” — New Rank = 13.

Step 2:

e Node 2 receives a DIO msg from Node 6 (i.e. root).

e Node 2 finds the DODAG id.
e Based on the DIO message received from Node 6, Node 2 chooses its “Parent as Node 6” and establishes

its “New Rank = 15”. It does not have any siblings.
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Figure 3-6: Node 2 chooses its “Parent as Node 6” — New Rank = 15.

Step 3:
e Node 6 receives a DAO message from Node 1 with the new route information about the destination

and the Gateway.
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Figure 3-7: Node 6 receives a DAO message from Node 1.

Step 4:

e Node 4 receives a DIO msg from Node 1 (i.e. Sensor which is configured as Router).

e Node 4 finds the DODAG id.

e Based on the DIO message received from Node 1, Node 4 chooses its “Parent as Node 1”7 and establishes
its “New Rank = 27” since it is in the next Rank level. It does not have any siblings.
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N , e
~ Ld
e
Sensor_2

Figure 3-8: Node 4 chooses its “Parent as Node 1”7 — New Rank = 27.
Likewise, DODAG formation throughout the simulation is logged inside the rpl log file.

3.2.4 Viewing RPL control messages in Wireshark

Wireshark option can be enabled in the ZigBee devices to capture network traffic during the simulation.
RPL control messages such as DAO, DIO etc. can be seen in Wireshark as shown in Figure 3-9.
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M SENSOR 1 1.peap - m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdmJ® CREB QReEF LS Q] Qqir
(M pply 2 display filter .. <Ctrl-/> = -]+
Neo. Time Source Destination Protocal Length Info &
1 @.606008 8.8.8.8 IPva 28
2 8.808769 2881:db8:3c4d:15:: IMPvE 84 RPL Control (DODAG Information Object) —
3 @.808769 2881:db3:3cad: 15 IMPvE 68 RPL Contrel (Destination Advertisement Object)
4 98.814586 2881:db3:3cad: 15 IMPvE 84 RPL Contrel (DODAG Information Object)
5 9.017666 2601:db3:3c4d: 15 ICMPVE 84 RPL Control (DODAG Information Object)
6 ©.828811 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
7 ©.833765 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
8 ©.841739 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
9 9.844588 2801:db8:3cAd: 15 IMPvE 84 RPL Control (DODAG Information Object)
18 8.857968 2881:db3:3cad: 15 IMPvE 84 RPL Control (DODAG Information Object)
11 @.861869 2881:db8:3cad: 15 ICMPvE 84 RPL Contrel (DODAG Information Object)
12 @.0869886 2881:db3:3cad: 15 IMPvE 84 RPL Contrel (DODAG Information Object)
13 9.873295 2601:db3:3c4d: 15 ICMPVE 84 RPL Control (DODAG Information Object)
14 8.881233 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
15 8.069@961 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
16 8.898411 20@1:db8:3c4d:15 ICMPVE 84 RPL Control (DODAG Information Object)
17 @.1ea948 2801:db8:3cAd: 15 IMPvE 84 RPL Control (DODAG Information Object)
18 @.183149 2881:db3:3cad: 15 IMPvE 84 RPL Control (DODAG Information Object) =
< - i - - >
> Frame 11: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) G000 5B BB BB 88 8@ 2c 3a @8 20 @1 8d b3 3c 4d 88 15
Raw packet data colC B9 00 B @2 0@ 0@ @B @l Tf @ e B0 80 @0 B0 e
> Internet Protocol Version 6, Src: 2081:db8:3c4d:15::1, Dst: Ff@@:: co2o @ el 6B @0 0 00 €0 60 9b 61 38 61 Bf e ee ob
> Internet Control Message Protocol v6 o0y 05 01 00 00 20 01 od BB 3c 4d 60 15 60 63 B0 60
@840 00 00 00 00 04 Oe 00 14 03 02 00 00 DN 00 00
a856 o8 00 00 00
< >
() 7 SENSOR_1_1peap || Packets: 63 . Displayed: 68 (100.0%) || Profile: Default

Figure 3-9: Wireshark captures RPL control messages such as DAO, DIO etc.

Following is a screenshot of a DIO message where the Rank information is highlighted as shown in
Figure 3-10.

M SENSOR 1_1.pcap - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
® EREBRe2ETF RIS Qe
display filter ... <Ctrl-/> [~ BE
Time Source Destination Protocol Lengtt Info 2
1.818933 2001:db8:3c4d:15::2 ffee:: ICMPVE 84 RPL Control (DODAG Information Object)
1.599157 2001:db8:3cad:15: : ffee:: ICMPVE 84 RPL Control (lX)DAﬁ Information Dbj&ct)
44 1.738452 2001:db8:3cad:15::3 ffee ICMPVE 84 RPL Control (DODAG Information Dbja(t)
45 1.882945 2001:db8:3c4d:15::5 ffee:: ICMPVE 84 RPL Control (DODAG Information Object)
46 1.913972 2001:db8:3c4d:15:: ffee:: ICMPVE 84 RPL Control (DODAG Information Object)
47 1.953747 2001:db8:3c4d:15::1 ffee:: ICMPVE 84 RPL Control (DODAG Information Object)
48 1.984474 2001:db8:3c4d:15::2 ffee:: ICMPVE 84 RPL Control (DODAG Information Object)
49 2.003466 2001:db8:3c4d:15::1 20@1:db8:3cad:15:: ICMPVE 68 RPL Control (Destination Advertisement ObjE(t)
50 3.008315 2001:db8:3c4d:15::1 20@1:db8:3cad:15:: ICMPVE 68 RPL Control (Destination Advertisement Object)
51 3.199537 2001:db8:3c4d:15::2 ffee ICMPVE 84 RPL Control (DODAG Information Object)
52 3.301766 2001:db8:3c4ad:15::1 ffee ICMPVE 84 RPL Control (DODAG Information Object)
53 3.451007 2001:db8:3c4d:15::5 ff00:: ICHPVE 84 RPL Control (DODAG Information Object)
54 3.6600878 2001:db8:3c4d:15:: ffeo:: ICMPVE 84 RPL Control (DODAG Information Object)
55 3.893886 2001:db8:3c4d:15::3 ffo0:: ICHPVE 84 RPL Control (DODAG Information Object)
56 4.008164 2001:db8:3c4d:15::1 2001:db8:3c4d:15::  ICMPVE 68 RPL Control (Destination Advertisement Object)
57 4.104506 2001:db8:3c4d:15::4 ff@Q:: ICMPvE 84 RPL Control (DODAG Information Object)
58 5.008013 2001:db8:3c4d:15::1 2001:db8:3cad:15:: ICMPVE 68 RPL Control (Destination Advertisement Object)
59 6.887862 2001:db8:3c4d:15::1 20081:db8:3cad:15:: ICMPvE 68 RPL Control (Destination Advertisement Object) f— )
- pp—— i o e P el = 5
> Internet Protocol Version 6, Src: 2001:db8:3c4d:15::4, Dst: ffee:: A || eeee 6o ZNEENEE 00 2c 3a @0 20 @1 ed b3 3c 4d ee 15 "‘,:
v Internet Control Message Protocol vé o 00 00 60 00 00 00 00 64 ff 00 00 00 00 00 00 00 .
Type: RPL Control (155) 92 00 00 22 00 00 00 2@ 9b @1 38 Sc ef 00 ee ed
Code: 1 (DODAG Information Object) 08 01 00 0 20 01 0d bs 3c 4d 00 15 60 00 00 00
R : 00 00 60 00 04 Ge 00 14 03 0a 00 0O 01 00 00 0O
> Checksum: @x385c incorrect, should be €x7222 00 00 00 00
[Checksum Status: Bad]
RPLInstanceID: 15
Ver: e
Ran
> Flags: 0x08, Mode of Operation (MOP): Non-Storing Mode of Operation
Destination Advertisement Trigger Sequence Number (DTSN): 1
Flags: 0x00 v||< >
O 7 SENSOR_1_l.pcap | Packets: 68 Displayed: 68 (100.0%) Profile: Default

Figure 3-10: DIO message with Rank information in Wireshark.

3.3 MAC / PHY: 802.15.4 Overview

IEEES802.15/TG4 formulated the IEEE802.15.4 for low-rate wireless personal area network, i.e., LR-WPAN.
The standard gives priority to low-power, low-rate and low-cost.

In NetSim, the WSN part of the IOT Network runs 802.15.4 in MAC and PHY. The features implemented

are:

e PHY rate is fixed at 250 Kbps; it does not vary per the received SNR.
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Receive sensitivity is a GUI parameter modifiable by users; the default value is —85 dBm.

Superframe

— Beacon enabled and beacon disabled mode.

— In beacon enabled mode NetSim supports slotted CSMA/CA with Active & Inactive Period
(controlled by Beacon order and super-frame order parameters).

— GTS is not implemented.
Data Transfer Model

— Device to coordinator, coordinator to device and device to device (peer to peer topology).
— AckRequestFlag: If set the device acknowledges successful reception of the data frame by
transmitting an ack frame.

Frames

— Beacon
— Data

— Acknowledgement
CSMA / CA Mechanism

— Non-beacon mode uses unslotted CSMA /CA.
— Beacon mode uses slotted CSMA /CA.

Energy Model

— Energy sources: Main Line and Battery.
— Energy Harvesting which uses recharging current to replenish battery energy.

— Consumption Modes: Transmit, Receive, Idle and Sleep.

3.3.1 CSMA/CA Implementation in NetSim

In both Slotted and Unslotted CSMA/CA cases, the CSMA/CA algorithm is based on backoff periods,
where one backoff period is equal to aUnitBackoffPeriod which is 20 symbols long.

This is the basic time unit of the MAC protocol and the access to the channel can only occur at the
boundary of the backoff periods. In slotted CSMA/CA the backoff period boundaries must be aligned
with the super-frame slot boundaries whereas in unslotted CSMA /CA the backoff periods of one device
are completely independent of the backoff periods of any other device in a PAN.

The CSMA/CA mechanism uses three variables to schedule the access to the medium:

— NB is the number of times the CSMA /CA algorithm was required to backoff while attempting
access to the current channel. This value is initialized to zero before each new transmission
attempt.

— CW is the contention windows length, which defines the number of backoff periods that need
to be clear of channel activity before starting transmission. CW is only used with the slotted
CSMA /CA. This value is initialized to 2 before each transmission attempt and reset to 2 each
time the channel is assessed to be busy.

— BE is the backoff exponent, which is related to how many backoff periods a device must wait
before attempting to assess the channel activity.

In beacon-enabled mode, each node employs two system parameters: Beacon order (BO) and Superframe
Order (SO).

The parameter BO decides the length of beacon interval (BI), where BI = aBaseSuper frameDurationx
280 symbols and 0 < BO < 14; while the parameter SO decides the length of superframe duration
(SD),
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e where SD = aBaseSuper frameDuration X 250 symbols and 0 < SO < BO < 14.

e The value of aBaseSuperframeDuration is fixed to 960 symbols. The format of the superframe is defined
as shown in the following Figure 3-11.

[P !
™ CAP CEP i

ol1lzalslslslel7zlalalwlnlializlialis

 SD=aBaseStperframeDuration*2%C symbols
(Active)

Bl =aBaseSuperframeDuration*25° symbols i

Figure 3-11: The format of the Superframe structure.

Furthermore, the active portion of each Superframe consists of three parts: beacon, CAP, and CFP,
which is divided into 16 equal length slots. The length of one slot is equal to aBaseSlot Duration x 25°
symbols, where aBaseSlotDuration is equal to 60 symbols.

In CAP, each node performs the CSMA/CA algorithm before transmitting data packet or control
frame. Each node maintains three parameters: the number of backoffs (NB), contention window (CW),
and backoff exponent (BE).

The initial values of NB, CW, and BE are equal to 0, 2, and Min Backoff Expo, respectively, where
Min Backoff Expo is by default 3 and it can be set up to 8.

For every backoff period, node takes a delay for random backoff between 0 and 28F — 1 Unit backoff
Time (UBT), where UBT is equal to 20 symbols (or 80 bits).

A node performs clear channel assessment (CCA) to make sure whether the channel is idle or busy,
when the number of random backoff periods is decreased to 0.

e The value of CW will be decreased by one if the channel is idle; and the second CCA will be performed
if the value of CW is not equal to 0. If the value of CW is equal to 0, it means that the channel is idle;
then the node starts data transmission.

However, if the CCA is busy, the value of CW will be reset to 2; the value of NB is increased by 1; and
the value of BE is increased by 1 up to the maximum BE (Max Backoff Expo), where the value Max
Backoff Expo is by default 5 and can be up to 8.

The node will repeatedly take random delay if the value of NB is less than the value of Max CSMA
BO (macMaxCSMABackoff), where the value of Max CSMA BO is equal to 4; and the transmission
attempt fails if the value of NB is greater than the value of Max CSMA BO.

3.3.2 Beacon Order and Superframe Order

Beacon frame is one of the management frames in IEEE 802.15.4 based WSNs and contains all the
information about the network. A coordinator in a PAN can optionally bound its channel time using a
Superframe structure which is bound by beacon frames and can have an active portion and an inactive
portion. The coordinator enters a low-power (sleep) mode during the inactive portion.

The structure of this Superframe is described by the values of macBeaconOrder and macSuperframeOrder.
The MAC PIB attribute macBeaconOrder, describes the interval at which the coordinator shall transmit
its beacon frames. The value of macBeaconOrder, BO, and the beacon interval, BI, are related as follows:

For 0 < BO < 14, BI = aBaseSuper frameDuration x 289 symbols.
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If BO = 15, the coordinator shall not transmit beacon frames except when requested to do so, such as on
receipt of a beacon request command. The value of macSuperframeOrder, SO shall be ignored if BO =
15.

If SuperFrame Order (SO) is same as Beacon Order (BO) then there will be no inactive period and
the entire SuperFrame can be used for packet transmissions. If BO=10, SO=9 half of the Superframe

is inactive and so only half of Superframe duration is available for packet transmission. If BO=10,

SO=8 then (%)th of the Superframe is inactive and so nodes have only (i)th of the Superframe time for

transmitting packets.

3.4 Energy Models: Sources, Consumption and Harvesting

Wireless nodes, especially sensors, possess limited processing capability, storage and energy resources.
The life of the sensor nodes i.e., the energy consumption during its operation, is critical to the network
performance. Therefore, researchers often need to study energy consumption at the devices and in the
network.

NetSim has dedicated energy models at sensor nodes (WSN/IoT networks) for modelling energy sources,
energy consumption and energy harvesting.

The power model is user configurable and can be found in the ZigBee Interface properties of the Sensor
nodes as shown in Figure 3-12. The default settings are as per Reference document [1].

[ Wireless_Sensor_1 Properties - O >

AR D B e

4 Power
Power Source Battery -
Energy Harvesting On -

Recharging Current (mA) 04
Initial Emergy {mAk) 300
Transmitting Current (ma) 17

Idle MedeCurrent {mA) 33
Voltage (V) 36
Receiving Current (mA) 96

Sleephiode Current (mA) 0237

Figure 3-12: Power model properties window.

The power source represents the source of energy. Each node has its own single source of power. Main
line power source is assumed to have infinite energy while batteries have limited initial energy. When
energy harvesting is turned on, it replenishes the battery energy. If the power of a node is completely
depleted the node can no longer operate.

NetSim assumes a fixed voltage and the different current drawn in the energy calculations are: Transmit
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current, I;, Receive current, I, Idle mode current, I7, and Sleep mode current, Ig. This is a basic
energy model and doesn’t take into account battery non-linearities. The energy consumed in each of
these activities would be

Erx =1;-V-Trx

Where Erx is the transmit energy, V is the battery voltage and T, is the time spent for transmitting
packets. And along similar lines

Erx =Ir-V -Trx

Er=1; - V-T;

Es=1s-V-Tg
And the total energy consumed, E,,s is given by
Econs = Erx + Erx + Er + Eg
NetSim also has an Energy-Harvesting Model given by
Erppy =Irc XV X Tgre

where, Epy is the harvested energy, Igc is the recharging current and Tre is the time for which the
battery is recharged. Putting these together we get the expression

B = Einit — EtCons + EtEH

Where E' is the energy at time ¢, Ef,,,, is the energy consumed till time ¢, E%; is the energy harvested
till time ¢, and Ej;,;¢ is the initial energy of the battery.

Energy consumption is calculated individually for each sensor node that is part of the network scenario.
The sensors have various Radio States such as SLEEP, TRX ON BUSY, RX ON IDLE, RX ON BUSY,
RX OFF. As explained in the formulas above the energy consumed is proportional to the time for which
the node is in a particular state. For example, the time for which a node transmits a packet is equal to
the time for which the node is in TRX ON BUSY state. This duration in turn depends on the protocol
operation. Thus, there is a correlation between protocol operation and energy consumption.

The units in NetSim for current is mA, for Voltage is V and for Total-Energy-Consumed is mJ. The
Unit for Initial-Energy is mAh and this is converted to mJ for calculations since the output metrics are
in mJ. The Initial energy in mAh is converted to m.J using the formula:

For example, if we set Initial energy = 0.5mAh, and if the voltage in 1V then E;,;; [mJ] = 1-0.5-3600 =
1800m.J.

Post simulation NetSim outputs an Energy Metrics table which provides energy consumption of each
device with respect to Transmission, Reception, Idle Mode, and Sleep Mode as shown in Figure 3-13.
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Battery model

Device Name Initial energy(m)) Consumed energy(m)) Remaining Energy(mJ) Harvested Energy(m))  Transmitting energy(m)) Receiving energy(m)) Idle energy(m1) Sleep energy(m))
WIRELESS_SENSOR, 1 1800.000000 340270751 1490710950 39.909700 12768583 0724902 327386176 0000000
WIRELESS _SENSOR 2 1800.000000 337147674 1502852027 39.000700 4211657 6780120 22606007 0000000
WIRELESS SENSOR 3 1800000000 335426074 1504573626 38995700 7753152 0888115 326784607 0000000
WIRELESS SENSOR 4 1600000000 340650365 1499349335 39999700 4195039 12237619 324217707 0000000
WIRELESS SENSOR_S 1800.000000 333200238 1506790363 39.999700 4606026 0507454 328005618 0000000

Figure 3-13: Battery model Table in result window showing various categories of energy consumption for
each device. The categories are Initial energy, consumed energy, remaining energy, transmitting energy,
receiving energy, idle energy and sleep energy.

3.4.1 Energy Model source code

The Energy consumed by the sensor devices are computed in the function battery_set mode() present
in the BatteryModel.c file which belongs to the BatteryModel project. This is called in the function
fn NetSim Zigbee ChangeRadioState() present in the ChangeRadioState.c file which belongs to ZigBee
project. The protocol operations decide the time for which the radio is in a particular state. The energy
calculation function then multiplies this time by the current drawn and the voltage.

Users can implement energy aware protocols by accessing the information such as remaining energy of
each node, when modifying the source code.

3.5 Sensor Application and how to model sensing interval?

Agents and sensing range were used in earlier versions (before v11) of NetSim as an abstraction of physical
phenomenon to trigger packet generation in the sensor nodes respectively. Sensor nodes generate packets
whenever they sense an agent within the sensor range. From NetSim v11 onwards users have the facility
to configure traffic in the sensor network using the application as shown in Figure 3-14.

Y App1_SENSOR_APP Properties - O X

K" /!\ @ @ [ﬂ:.

Session Protoco NONE
Transport Protoco upP v
QoS BE bl
Priority Low

Mean Generation Rate 400 bps

4 Packet Size

Distribution CONSTANT ~

Mean (B) 50

4 |nter Arrival Time

Distribution CONSTANT +
Value (us) 1000000
B> Graphics -

Figure 3-14: Application window.
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In the application properties, the size of the packet can be set under packet size and the Inter-arrival
time can be thought of as sensor interval.

Users can now configure traffic between sensor and sink node as well as between the sensor nodes.

Note that Agents, sensor interval, sensor range are deprecated in NetSim v11.

3.6 WSN/IOT File Based Placement

File based placement, as the name suggests is an option that can be used to place devices in user defined
locations based on the text file which is provided as the input.

Why do we need File Based Placement?

¢ File Based Placement gives a completely user-defined approach for device placements during the process
of Network design.

e This feature allows the user to design a large network scenario comprising of various devices with ease.

e It allows device placements with precision and so on.

Create a text file as per the following or use the file present in the Docs folder of NetSim Install Directory
< C:\Program Files\NetSim Standard\Docs\Sample Configuration\IOT>

3.6.1 Internet of Things

The text file that we give as an input can be saved as follows: IOT File Based Placement.txt

The general format to be followed while creating an IOT File Based Placement.txt for all the devices
used in it is given below:

<DEVICE NAME>,<DEVICE TYPE>,<X>,<Y>
where,
DEVICE NAME represents the name of the device and can be user defined.

DEVICE TYPE represents the type of device, and this info can be obtained from the “General Properties”
of that particular device.

X represents the X Coordinate position of the device upon the grid.
Y represents the Y Coordinate position of the device upon the grid.

NOTE: Once we give a file-based input for device placement, an ad-hoc link will automatically be
established connecting all the devices pertaining to it. And users need to manually connect the remaining
devices using the Wired/Wireless links.

Must the IOT text file contain only IOT devices?

The IOT csv file can include all the devices that are present in the top ribbon/toolbar when we select
Internet of Things from the home screen. This varies based on the network type. For e.g. WSN and
MANETS network types support different devices comparatively.

IOT File based placement.csv

Format: Device_Name,Device_Type,X,Y
Wireless Sensor,Sensors,0,0
Wireless Sensor,Sensors,10,10
Wireless Sensor,Sensors,20,20
Wireless Sensor,Sensors,30,30
Wireless Sensor,Sensors, 40,20

Low Pan Gateway,GateWay, 50,10
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Open NetSim and click New Simulation — Internet Of Things. In the Fast Config window, Choose the
File Based Placement option under Automatic Placement and give the path of the text file as shown in

Figure 3-15.

EEI Device Placement and Grid Settings

Grid Settings

The default grid is a square grid, and you have the option to set
the origin and the grid dimensions.

Origin Dimensions
X Min (m) 0 _ Width (m) 100
Y Min (m) |0 Length (m) |60

Device Placement Strategy
(O Manually via Click and Drop
(® Automatic Placement
() Uniform Placement
(O Random Placement
(@ File Based Placement View File Format

Device Placement Area

The default grid is a square grid, and you have the option to set the
grid dimensions.

Dimensions

Width (m) 50 Length (m) 50

OK

X

Figure 3-15: Dewvice placement Strategy to File based Placement in IOT.

After giving the path, Click on OK. It will display the IOT network as shown below, where all devices

are placed as per the positions given in the text file.
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Wireless_Sensor_2

Wireless_Sensor_3

Wired_Mode_&

Wireless_Sensor_4

Figure 3-16: Network Topology in IOT.

Connect Low Pan Gateway to Router and Router to Wired node. Configure application and run
simulation.

3.6.2 Wireless Sensor Networks

Create a csv file as per the following or use the file present in the Docs folder of NetSim Install Directory
< C:\Program Files\NetSim Standard\Docs\Sample Configuration\WSN>

WSN_File_based_placement.csv
Format: Device_Name,Device_Type,X,Y
Wireless_Sensor,Sensors,5,5
Wireless_Sensor,Sensors, 10,10
Wireless_Sensor,Sensors, 20,10
Wireless_Sensor,Sensors,5,10
WSN_Sink,sinknode, 10,15

Open NetSim and click New Simulation — Wireless Sensor Networks. Select File Based Placement option
under Automatic Placement and give the path of the text file as shown in Figure 3-17.
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EEI Device Placement and Grid Settings X
Grid Settings

The default grid is a square grid, and you have the option to set
the origin and the grid dimensions.

Origin Dimensions

X Min (m) |0 | Width (m) 100

¥ Min (m) [0 | Length (m) |60

Device Placement Strategy
(C) Manually via Click and Drop
®) Automatic Placement
) Uniform Placement

() Random Placement

-

(®) File Based Placement

Device Placement Area

The default grid is a square grid, and you have the option to set the
grid dimensions.

Dimensions

Width (m) 50 Length (m) 50

CK

Figure 3-17: Device placement Strategy to File based Placement in WSN.

After giving the path, Click on OK. It will display the WSN network as shown below, where all devices
are placed as per the positions given in the text file.
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Wireless_Zensor_1

-
-
- - } i -
L P
P ’ ; "
. - Fl n
- 1 i I 4
- I |
- .-'I r 1 1.1.,
- P " 8
£
3
;1 | Dl
Wireless_Sensor_2 I,I : " WS
¢ |
Fi 1
i ;
i [
f 1 ZimkMNode_ 5
- 3 1
|

!
1
‘Wirgless_%ensor_3 ]' 4

Wireless_Sensor_4

Figure 3-18: Network Topology in WSN.

NOTE: Please refer to section “2.1 Fast configuration” for more information.

3.7 Radio measurements log file

NetSim IEEE 802.15.4 Radio Measurements csv log file records pathloss, shadowing loss, fading loss,
received power, transmitted power, SNR, BER. This log can be enabled by clicking on configure reports
in top ribbon > Plots > Select IEEE 802.15.4 Radio Measurements under Network Logs as shown below.

NI File  Options  Help | Network: Intemet_of Things | Workspace: NETSIM_ WORKSPACE

XX Create Scenario T Set Traffic [} Configure Reports | Z5 Show/Hide Info.

! Network Performance [] Packet Trace All Network Packets | Do not log -

. ot Reinjected from Emulator Do not log -
lﬂlﬂ [ Event Trace Dispaiched to Emulator | Do not log ~  Not Dispatched to Emulator Do notlog -
View Resuilts Tabular Summary Traces Emulator Logs Plots Mobility Viewer
Nl
o 100 200 300 400 500 600 700 800 900 [ C < »
N L , . ! ! A . . ! o
arch Q=&
; as 10 n
) 4 Buffer Occupancy —
2 3 —_—
Wy LOWPAN Gateway, 8 Router_10 Wired_Node11 Buffer Size vs Time g
200 o _— a
| L 4 Network Logs
I RRLTEN Select All
400 K e = | IEEE 802.15.4 Radio Measurements Log
1 v F h| N N N
.4 N ANEAN .. S 175 _
@\ kl N S i L Mobility Log z
I B o~ s =]
Wireless Sensor 1 i x> + o 5
N ﬁ % . M e 7 Energy Log 8
\ . ~ Fa F]
600 3 = I5 e ﬂ - S
Wireless_Sensor 2 Y hS he Sl Buffer Occupancy Log (
\ N hrS s Wireless_Sensor_7 S
\ . N| L =
\ N . ~e Application Packet Flow
yup N AEACY AFSRR R I &
b 3 s .
i B s é\ E Y Wi serfa \
400 Plot generation is a two-step process. Initially, select the
Wireless Sensor3 Wireless Sensor.5 Wireless Sensor_1 parameter(s) you wish to plot from the list above = _
Wireless Sensor 4 Subsequently, chaose the specific device. link, application, etc. = 3
T in the plots window, which becomes accessible after the = @
q > simulation coneludes.
(169,127, -51.386) © C AoCommedt n ® - F—— + 110%

Figure 3-19: Enabling IEEE 802.15.4 Radio Measurements.
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The IEEE802.15.4 Radio Measurements log.csv file will contain the following information:

e Time in Millisecondss

e Transmitter Name

e Receiver Name

e Distance between the Transmitter and the Receiver in meters
e Packet ID

e Packet Type

e Control Packet Type

e Transmitter Power in dBm
e Total Loss in dB

e Pathloss in dB

e Shadowing Loss in dB

e Fading Loss in dB

e Received Power in dBm

e SNR in dB

e BER

The log file can be accessed from the Simulations Results Window under the logs as shown below.

3 Simulation Results - @ X
X v
View Network Export Results

= Application Metrics

= Link Metrics
Plots
, Click on the desired piot. Then in the plots module, ehoose the desired application, ink, device, etc, 1o visualize
| Plots
No Data Available.
0 Logs Opens Plots Module
& Traces
- Logs
{7 Packet Capture Records various netwerk parameters at predefine tme intenals nto a s fle

il Saved Plots IEEEB02_15_4_Radio_Measuremen.

Opensin MS Excel
Additional Metrics

Plot User Options Traces Packet Capture
Packet Tiace 0 e o chosen parameters for every packetjevent Psp fles which can b apened using Wireshark
No Data Available. Simulation Performance Emulation Performance
No Data Available. No Data Available.
Opens in s Excel Opens n Wieshark
Saved Plots

Records vafious network parameters at predefined time intervals into a csv file.

No Data Available.

Figure 3-20: [EEES802.15.4, RADIO MEASUREMENTS LOG.csv file highlighted in the Results window.
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Time(ps)[~ | itter Name| ~ | Receiver Name |~ Di [ -] Packet ID[ = | Packet Type| = | Control Packet Type| ~ | Tx_ [~ |Path Loss{dB) ~ | ing Loss(dB)| ~ | Fading Loss(dB)[ ~ |
512 WSN_SINK_3 'WIRELESS_SENSOFR 150.163828 0 Control_Packet Zighee_BEACON_FRANM 0 83.5776 0 0
512 WSN_SINK_3 WIRELESS_SENSOR 89.366432 0 Control_Packet Zigbee_BEACON_FRAN 0 79.069782 0 0

985504 WIRELESS_SENSOR_1 WIRELESS_SENSOR 145.92 0 Control_Packet DSR_RREQ 0 83.32859 0 0

985504 WIRELESS_SENSOR_1 WSN_SINK_3 150.163828 0 Control_Packet DSR_RREQ 0 83.5776 0 0

‘989344 WIRELESS_SENSOR_1 WIRELESS_SENSOR 14592 0 Control_Packet DSR_RREQ 0 83.32859 0 0

992192 WSN_SINK_3 WIRELESS_SENSOR 150.163828 0 Control_Packet DSR_RREP 0 83.5776 0 0

992576 WIRELESS_SENSOR_1 WSN_SINK_3 150.163828 0 Control_PacketZigbee ACK 0 83.5776 0 0

995552 WIRELESS_SENSOR_2 WIRELESS_SENSOR 145.92 0 Control_Packet DSR_RREQ 0 83.32859 0 0

‘995552 WIRELESS_SENSOR_2 WSN_SINK_3 89.366432 0 Control_Packet DSR_RREQ 0 79.069782 0 0

1000992 WIRELESS_SENSOR_1 WSN_SINK_3 150.08331 1 Sensing Appl_SENSOR_APP 0 83.572942 0 0
1001376 WSN_SINK_3 'WIRELESS_SENSOR 150.08331 0 Control_Packet Zigbee_ACK 0 83.572942 0 0
1005152 WIRELESS_SENSOR_1/WSN_SINK_3 150.08331 2 Sensing Appl_SENSOR_APP 0 83.572942 0 0
1005536 WSN_SINK_3 'WIRELESS_SENSOFR 150.08331 0 Control_Packet Zigbee_ACK 0 83.572942 0 0
1008640 WSN_SINK_3 WIRELESS_SENSOR 89.022469 0 Control_Packet DSR_RREP 0 79.036287 0 0
1009024 WIRELESS_SENSOR_2 WSN_SINK_3 89.022463 0 Control_Packet Zigbee_ACK 0 79.036287 0 0
1012800 WIRELESS_SENSOR_2 ' WIRELESS_SENSOR 146, 0 Control_Packet DSR_RREP 0 83.333351 0 0
1013184 WIRELESS_SENSOR_1 WIRELESS_SENSOFR 146 0 Control_Packet Zigbee_ACK 0 83.333351 0 0
2003872 WIRELESS_SENSOR_1/WSN_SINK_3 150.08331 3 Sensing Appl_SENSOR_APP 0 83.572942 0 0
2004256 WSN_SINK_3 'WIRELESS_SENSOFR 150.08331 0 Control_Packet Zigbee_ACK 0 83.572942 0 0
3003872 WIRELESS_SENSOR_1/WSN_SINK_3 150.08331 4 Sensing Appl_SENSOR_APP 0 83.572942 0 0
IEEE802_15_4_RADIO_ TS | Pivot Table(Custom) | @ [4] ] o

Figure 3-21: IEEFE802.15./ Radio Measurements log.csv file.

3.7.1 Implementation details and Assumptions

The log is written during each packet received at the physical layer (PHY IN). Hence the number of
entries will be based on the number of packets received, by all nodes or specific nodes based on values
present in the DEVICE ID LIST array.

3.8 Energy log file

NetSim Energy log file records Current Time, Mode Switch Time, Mode, Device Name, Device Id, Voltage,
Mode Current, Initial Energy, Remaining Energy, Transmit Energy, Receive Energy, Idle Energy, Sleep
Energy, Harvested Energy, Consumed Energy.

The Energy log can be enabled by clicking on the icon present in the tool bar as shown below.

Options  Help | Network: Internet_of_Things | Workspace: NETSIM_WORKSPACE | Experiment: Point to Multipoint

JE Create Scenario % Set Traffic [=} Configure Reports | %&l Show/Hide Info

o« 2 o/ Network Performance [ ] packet Trace  All Network Packets  Log v Reinjected from Emulator  Log -
Bl 22
] Event Trace Dispatched to Emulator Log * | NotDispatched to Emulator Log - =
View Results Tabular Summary Traces Emulator Logs Plots Mobility Viewer
- N
0 10 20 30 40 50 60 70 20 90 100 ~ C =2
L L L N L L L N L Q
0 searct y= | &
4 Network Logs —
Select Al g
20 £
IEEE 802.15.4 Radio Measurements
S Lo 7 Mobility Log _
40 - 5
. Tee . | Energy Log
Wirdless Sensor 2 11 Wirkless Sensor 4 17— Wireless_Sensor_7 |
k| R TPl | Buffer Occupancy Log z
i B “E- -
60 T S~ F BREra. g
E N R 3 Application Packet Flow £
Application Generation Log |
Wreless_Sensor_t Wirelass_Sensor_2 whdiestsebsonl
-
80 9 Vink Packet Flow ‘g
Plot generation is a two-step process. Initially,
select the parameter(s) you wish to plot from the |~ |
list above. Subsequently, choose the |
100 specific device, link, application, etc, in the plots | 5
¥ window, which becomes accessible after the | @
4 » simulation concludes.

Figure 3-22: Enabling Energy Log.

The Energy Log.csv file will contain the following information:

Current Time in Milliseconds

e Mode Switch Time in Milliseconds

Mode, Current device Mode

Device Name
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e Device Id
e Voltage

e Mode Current, Current associated with Mode

e Initial Energy in Millijoules

¢ Remaining Energy in Millijoules

e Transmit Energy in Millijoules

e Receive Energy in Millijoules

e Idle Energy in Millijoules

e Sleep Energy in Millijoules

e Harvested Energy in Millijoules

e Consumed Energy in Millijoules

Ver 15.0

The log file can be accessed from the Simulations Results Window under the log file drop down in the left

pane.
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0 GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting, Avoid interruption and keep your files safe with genuine Office today. | Get genuine Office Learn more X

192 “ £ | o v
A | B || D | E F | G | H | J K E

1 |current Time(ms) [~ | Mode switch Time(ms)| | Mode [~ | Device Name[ ~ | Device 1d[ ~ | voltage(v) [~ | Mode c: ) - ini ~ [ Transmit | Receive Energy(nl

2| 0 0 RX_OFF  WIRELESS_SENS( 1 3.6 0 6480 6480 0

3| 0 0 RX_OFF |WIRELESS_SENS( 2 3.6 0 6480 6480 0

4] 0.768 0 RX_ON_IC WIRELESS_SENS( 1 3.6 33 6480 6479.991982 0

5 | 0.96 0 RX_ON_IDWIRELESS_SENS( 2 36 33 6430 6479.989978 0

6 | 4.256 0.96 RX_ON_BI WIRELESS_SENS( 2 3.6 9.6 6480 6479.820814 o 0.

7| 4257 0.768 TRX_ON_E WIRELESS_SENS( 1 3.6 8.8 6480 6479886475 0.110532

8 4.896 4.257 RX_ON_IC WIRELESS_SENS( 1 36 3.3 6480 6479.879804 o

9 | 4.896 4.256 RX_ON_IL WIRELESS_SENS( 2 3.6 3.3 6430 6479874132 0

10| 8192 4.896 RX_ON_BI WIRELESS_SENS( 1 36 9.6 6480 6479.77064 0 0.

1| 8.192 4.896 RX_ON_BIWIRELESS_SENS( 2] 3.6 9.6 6480 6479.764969 0 .

12| 9.601 8.192 RX_ON_IE WIRELESS_SENS( 2 36 3.3 6480 6479750259 0

13 9.793 8.192 RX_ON_IC WIRELESS_SENS( 1 3.6 3.3 6480 6479.753326 0

4] 12,577 9.793 RX_ON_B! WIRELESS_SENS( 1 3.6 9.6 6480 6479.66172 0 0.0

15 12.578 9.601 TRX_ON_E WIRELESS_SENS( 2 36 8.8 6430 6479.660235 0.094311

16 14.205 12.577 RX_ON_IC WIRELESS_SENS( 1 36 3.3 6480 6479.643679 o

17] 14,497 12.578 RX_ON_IC WIRELESS_SENS( 2 3.6 3.3 6480 6479.6402 0

18] 18.945 14.497 RX_ON_BI WIRELESS_SENS( 2 36 9.6 6480 6479.492882 o 0.1

19 18,946 14.305 TRX_ON_E WIRELESS_SENS( 1 3.6 8.8 6430 6479503335 0.147027

20| 21314 18.946 RX_ON_IC WIRELESS_SENS( 1 36 33 6480 6479.478613 0

21| 21.506 18.945 RX_ON_IC WIRELESS_SENS( 2 3.6 3.3 6480 6479.466146 0 =

Energy log | Pivot Table(Custom) | & [«] ] ol

(g Accessibilty, Unavaliable

i 0 -——— 1%

Figure 3-24: Energy Log.csv file.
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e Mode Switch Time indicates the time when the device is set to current Mode.

e Mode Current, Current associated with Mode.

3.9 Mobility Log File

NetSim mobility log file records Time, Device Name, Device Id, Position X, Position Y, Position Z. The
Mobility log can be enabled by clicking on icon present in the tool bar as shown below.

INJ File Options  Help | Network Intemet_of_Things | Workspace: NETSIM_WORKSPACE

0 Create Scenario 3 Set Traffic

[} Configure Reports | %) Show/Hide Info

o 2 /| Network Performance [7] Packet Trace All Network Packets Do not log * | Reinjected from Emulator Do not log -
Bl
0 Dispatched to Emulator  De net log - Not Dispatched to Emulator De net log -
View Results Tabular Summary Emulator Logs:
0 10 E 40 50 60 70 20 B 100
o L L L L I L L L
1
: &l
0 - LOWPAN Gateway_5
R
10 - L Wireless Sensor? St .
Ny iy 4
"~ Aop1_CBR
N Wireless_Sensor_4
60 Wieless Sensor1 =
g s
80 - 3@(
Wireless_Sensor_3
100
4 »

182865, 103.395)

€Y (7 AuoConnect (On 8 — b——— +  100%

Figure 3-25: FEnabling Mobility Log.

The Mobility Log.csv file will contain the following information:

e Time in Milliseconds
e Device Name

e Device Id

e Position X(m)

e Position Y(m)

e Position Z(m)

- »
8 ]
g2
4 Network Logs
5
Select All S
H

IEEE 802.15.4 Radio Me

| Mobility Log g
S
Energy Log
£
Buffer Occupancy Log =
Application Packet Flou ]
Plot generation is a two-step process. | |2
Initially, select the parameterfs) you &
wish to plot from the list above,
Subsequently, choose the specific
device, link. application. etc. in the |
plots  window, which becomes | 3
accessible  after  the  simulation | @

concludes.

The log file can be accessed from the Simulations Results Window under the log file drop down in the left

pane.
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[ simulation Results

X

View Network

il —
et

Export Results
' Application Metrics

= Link Metrics

" Plots
Plots

Em Traces

Additional Metrics

Click on the desired plot

Application Performance

Throughput vs Time

&

& 3Facket Capture

.ﬁ Saved Plots

Ver 15.0

10400 5000 5400

in the plots module, choase the desired application, link, device, etc, 0 visualize.

Link Performance

Theoughput vs Time

Opens Piots Module

Logs

Records various network parameters at predefined time intervals into a csv file.

Application_Packet Log.csv

Link_Packet_Log.csv

Opens in MS Bxcel

Figure 3-26: Mobility Log file highlighted in the Results window.

Insert  Pagelayout  Formulas

Data

Mobility_log.csv - Excel

Vugank Goyal . =

Review  View  Developer Help Q) Tell mewhatyouwantto d

he - e 2 E5E 2P
0 e 2 Wrap Text General D &= EX @ 5 ad .
paste | B I U-~ erge & Center ~ | B 9 3 | 4§ £§ | Conditional Formatas Cell Inert Delete Format _ Sot& Find& | Addins
~ Formatting ~ Table~ Styles ~ ~ ~ - @~ Fifter~ Select~
Clipboard s Font 5 Alignment [ Number ] stytes celis Editing Addkins ~
0 GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting. Avsid interruption and keep your files safe with genuine Officetoday. | Get genuine Office Learn more X
Ha1 e fe ~
A | 8 | e | o | ' | ' | e [N 3 |k | L | M | N | O | P | Q | F[
1 |Time(ms)[ - | Device Name |~ | Device Id[ - | Position X{m)| - | Position Y{m)[~ | Position Z{m)[ - |
2| 0 WIRELESS_SENSC 1 30 70 o
3 0 WIRELESS_SENS( 2 70 70 0
4| 1000 WIRELESS_SENSC 1 29 73 o
5| 1000 WIRELESS_SENS( 2 70 65, 0
6 | 2000 WIRELESS_SENS( 1 28 64 o
7| 2000 WIRELESS_SENSC 2 74 70 0
8 3000 WIRELESS_SENS( 1 24 72 o
9| 3000 WIRELESS_SENS( 2 68 61 0
10| 4000 WIRELESS_SENSC 1 23 65 o
1) 4000 WIRELESS_SENSC 2 63 72 0
12 5000 WIRELESS_SENSC 1 25 68 o
13 5000 WIRELESS_SENSC 2 71 62 0
14| 6000 WIRELESS_SENSC 1 21 64 o
15| 6000 WIRELESS_SENS( 2 69 64 0
16| 7000 WIRELESS_SENS( 1 25 68 o
17| 7000 WIRELESS_SENSC 2 74 62 0
18 8000 WIRELESS_SENSC 1 17 62 o
19| 8000 WIRELESS_SENS( 2 68 66 0
20| 9000 WIRELESS_SENSC 1 19 70 o —
21 9000 WIRELESS_SENS( 2 78 59 0, =
Mol log | Pivot TableCustom) | @ 4]
Ready (b Accessibilty: Unavailable
=

Figure 3-27: Mobility Log.csv file.

Additionally, the mobility path for sensors can be observed in the design window using mobility viewer
option as shown in the screenshot below. For more details on the mobility viewer refer the user manual

section 8.6.
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N} file  Options Help | Network Intemet of Things | Workspace: NETSIM

2 Create Scenario g Set Traffic

[E} Configure Reports | 25 Show/Hide Info

o 2 | Network Performance [T Packet Trace All Network Packets Do not log Reinjected from Emulator Do not log p—
tiil =
L] Event Trace Dispatched to Emulator | Do not log Not Dispatched to Emulator | Do not log -
View Results Tabular Summary Traces Emulator Lags Plots WMebility Viewer
Y
0 100 200 300 400 500 600 00 800 00 000 g Y ARND &5
0 L ! L L L L ! L L
Wireless 1 Properties

@“5

LOWPAN_Gatewzy_5

Icon Rotation angle

400 e
& 2 e, ) 4 Mobility Model
YR
S 4 7. = i
. L Mobility Model
Wireless Sensor 2 Appt_CBR
600 - Wireless Sensor s Wireless Seniord Velocity (m/s)
'{‘1*\ I Calculation Interval (5)
e

800

\\% i Pause Time (s)

Wireless Sensor 3 > Application Layer

& Transport Layer

1000
4

419.481, -86.567)

Figure 3-28:

3.10 Model Limitations

~ b Network Layer

» & Interface_1 (Zigbee)

€y (? AuoConnect (On &) — b—— +  100%

Mobility path showing for sensors.

e NetSim currently supports only a single root in RPL.

RANDOM Wi ™

10

1

.

uoneoyddy

s1o1d

si013

e NetSim GUI supports only one RPL instance. Multiple RPL instances can be created by manually

editing the config file.
e DODAG Repair is not supported.

e Nodes (sensors) in NetSim retrieve time from the same (single) virtual clock that ticks virtual time
within NetSim. As such, they can be considered as perfectly time synchronized. Real world clocks drift
from a reference clock due to various reasons (heat, deficient oscillator, etc.,), resulting in an offset of a
few milliseconds per day. In the COTS version of NetSim, clock drift is not available. This means that
it is not possible to model clocks to run with different rates and/or offsets, in different nodes/sensors.

e Security in 802.15.4 is not implemented.

4 Featured Examples

Sample configuration files for all networks are available in the Examples Menu in NetSim Home Screen.
These files provide examples on how NetSim can be used — the parameters that can be changed and the

typical effect it has on performance.

4.1 10T
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Open NetSim, Select Examples bIOT-WSN >Internet of Things bEnergy Model then click on the tile in
the middle panel to load the example as shown in Figure 4-1.

8] Netsim Home

NetSim Professional
Network Simulation/Emulation Platform
Version 14.2.9 (64 Bit)

| New Simulation Cirl+N  Example Simulations

Internetworks

b Advanced Routing

b Mobile Adhoc Networks:

b Software Defined Networks

- 10T-WSN

4 Internet of Things
Working of RPL Protocol in loT
Mode of Operations loT RPL

b Wireless Sensor Networks

Your Work Cul+0 !

Examples

Experiments

I Cognitive Radio Networks i
b LTE and LTE-A ©
b VANETs &
License Settings v 7 Satellite Communication
b SGNR
b TDMA Radio Networks i
b Underwater Acoustic Network

Exit Alt+F4

Energy Model

Understand energy consumption (battery model) in  loT. NetSim has a dedicated
power model for Sensor nodes that are part of WSN/IoT networks. We see how to
the beacon order parameter affects energy consumption.

Superframe order 12 and Beacon order 12| | Superframe order 10 and Beacon order 12

LOWPAN gateway properties
Beaconmode: Enable
Superframe order; 12
Beacon order: 12

LOWPAN gateway properties
Beaconmode: Enable
Superframe order; 10
Beacon order: 12

Results

In Super frame order 10 and Beacon order 10 Sample, users can

n the Resuis Windorw since sensor s in aciive state all e tme. Le., I

In Super frame order 10 and Beacon order 12 Sampl, sieep anergy
consumed wil be non-zerd since sensor Goes (0 sieep mode during e

nactive portion of the Super rame.

Ready to simulate scenarios to understand the working of the different technology libraries in NetSim. Expand and click on the file name to display simulation examples. Then click on a tile in the
middle panel to load the simulation. Click on the ook icon on the left (Example Simulations) panel to view documentation (pdf).

Learn

Documentation

Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website : wwwtet

Figure 4-1: List of scenarios for the example of Energy Model.

The following network diagram illustrates what the NetSim UI displays when you open the example

configuration file.

(7Y

H%ﬁpL_.ﬁENSDF‘._AHP

LOWPAN_Gatewsy_1

2 ¥R/

Router_3

3

Wired_Mode_4

Figure 4-2: Network set up for studying the Energy Model.

Settings done in sample network:

1. Grid is set to 1000 x 500 from grid setting property panel on the right. This needs to be done before

any device is placed on the grid.

2. Click on LOWPAN Gateway and expand the right property panel, enable the Beacon Mode and
change the Superframe Order to 12 and the Beacon Order to 12 under the Interface 1 (Zigbee) layer.
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[ LOWPAN_Gateway_1 Properties — | X

AN © = El

S g =y

= Network Layer

4 Datalink Layer

4 |EEE802.15.4

Ack Request Disable
MAC Address AAD00DDD1001
Beacon Mode Enable A
Superframe Order 12

Beacon Order 12

GTS Mode Enable v
Battery Life Extension TRUE A
Superframe Duration (ms) 15.36

Max CSMA Backoff 4

Figure 4-3: Datalink layer Properties for Lowpan Gateway.

3. Click on sensor, go to physical layer in Interface (Zigbee) layer and change the power source to Battery.

4. Click on link and open property panel on the right and set the channel characteristics — No pathloss
in Ad hoc link Properties.

5. Configure a sensor application between Sensor 2 and Wired node 4 from the Set Traffic tab in ribbon
on the top.

6. Enable the sleep energy vs time plot by clicking on configure reports tab > Plots and run the simulate
for 50 sec.

7. In Simulation metrics window, click on Additional metrics in the left panel and check the Battery
model metrics, users should get zero value for Sleep energy (mJ) consumed.

8. Go back to Simulation window change following properties in LOWPAN Gateway for another sample.
9. Set Superframe Order (SO) and Beacon Order (BO) as 10 and 12 respectively (0 < SO < BO < 14).
10. Re-run the Simulate for 50 sec.

Results:

1. In the simulation results window click on additional metrics on the left and scroll down for the Battery
model metrics for both the cases.

In Superframe order 12 and Beacon order 12 Sample, users can observe sleep energy consumed value will
be zero in Battery model metrics since sensor is in active state all the time, i.e., if SO=12 and BO=12,
there won’t be any inactive portion of the Superframe.

ot
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Battery model

Device Name Initial energy(mJ) Consumed energ Remaining Energ)Harvested Energy Transmitting ener Receiving energy!( Idle energy(mJ)
WIRELESS_SENSOR_ 6480.000000 587.825417 5962.747624 70.573041 6.985947 1.876746 578.962724

Sleep energy(mJ)
0.000000

Figure 4-4: Battery Model Table for SO=12 & BO=12.

Similarly, open the Sleep energy vs time plot from simulation results window, compare the sleep energy

consumed by sensor over the simulation time for both cases when SO =12 and BO =12 and SO =10 and
BO =12.

38 NetSim - Plots | Energy log_Sleep_Energy_Running Total vs_Time

Select parameter to plot . N
& -m
{] - E‘-ﬁ @ L »

Device Na... | WIRELESS SENSOR2Y | Close  Export Image  Export Table ~ Save w  Annotations

Time (ms) | 0 10000000 ot [ Table

["] Add as new Series Sleep Energy vs. Time

Plot

e
©

Series List

4
®

Hide  Sleep Energy (m))

e
3

14
o

Sleep Energy Running Total (mJ)
e e o e
[ T O

e

°

0.000e+3 5.000e+3  10.000e+3 15.000e+3 20.000e+3 25.000e+3 30.000e+3 35.000e+3 40.000e+3  45.000e+3 49.009e+3
Time (ms)

A Sleep Energy (mJ)

Figure 4-5: The above plot shows the sleep energy consumed when SO=12 and BO=12. The sleep energy

consumed s zero since there is no inactive portion in the beacon interval, and the sensors remain active
throughout beacon interval.

In Superframe order 10 and Beacon order 12 Sample, sleep energy consumed will be non-zero since sensor
goes to sleep mode during the inactive portion of the Superframe.

Battery model

Device Name  Initial energy(mJ) Consumed energ Remaining Energ Harvested Energy Transmitting ener Receiving energy: Idle energy(mJ)
WIRELESS_SENSOR_ 6480.000000 217.020104 6333.539896 70.560000 2154177 0.655811 185.822992

Sleep energy(m)J)
28387124

Figure 4-6: Battery Model Table for SO=10 & BO=12.
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[ NetSim - Plots | Energy log_Sleep_Energy_Running_Total vs_Time
Select parameter to plot

&\ \ N
_ sl g = O By,
Device Na... | WIRELESS SENSOR 2¥| | Close  Exportimage  ExportTable = Save w Annotations
Time (ms) 0 10000000 Plot Table v
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30
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/
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o /
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>
>
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R /
0.000e+3  5.000e+3  10.000e+3  15.000e+3  20.000e+3  25.000e+3  30.000e+3  35.000e+3  40.000e+3  45.000e+3 49.000e+3
Time (ms)

A Sleep Energy (m))

Figure 4-7: In the above plot, we observe that sleep energy remains zero when SO=10 and BO=12

during the active period, i.e., till 15728.64 ms. After this period, sleep energy consumption increases
linearly due to the inactive portion of the super frame.

4.1.2 Working of RPL Protocol in IoT

Open NetSim, Select Examples >IOT-WSN >Internet of Things >Working of RPL Protocol in IoT then
click on the tile in the middle panel to load the example as shown in Figure 4-8.

[ Netsim Home

NetSim Professional
Network Simulation/Emulation Platform
Version 14027 (64 Bi)

New Simulation Col+N  Example Simulations Warking of RPL Protocol in loT

Resuts
Your Werk 0 jatemetworks Understand the working of RPL protocol in loT.
Eaamples I Celllar Netwarks P——
b % Advanced Routing
Bperiments 4 Mobile Adhoc Networks + & 3
b ¥ Software Defined Networks Routing protocol: RPL & -
+ ot s e ote :
4 Intemet of Things ; | - +
Enerqy Model == = =
Mode of Operations loT RPL &
1 Wireless Sensor Networks
& Cognitive Radio Networks
b % O ana TEA
b vaErs
b % Satelite Communicaton
b7 sGNR ot R U g S0 Silng cobd D From o
C TDMA Radio Networks - Sodely Mok ® B
Wt ® @ MHE ez ews Now3
License Setings o)
Wi 5 5 teies hmo toms  tewdnome
Bit AteFe it @ @ DR e v Rowloma e
— Node 2.
Nodes 27 Ed Noded  Noded et
Ready the . NetSim. Expand and lick on the file name fo disploy simulation exampies. Then clck o a i in the middle panel o lood the simulation. Clck on the book icon on
the left (Example Simulations) panel to view documentation (pdf)
support Leam Documenttion Contacte

Email - salestetcos com
Phane - 91767 605 4321
Website: wawtetess com

Figure 4-8: List of scenarios for the example of Working of RPL Protocol in IoT.

The following network diagram illustrates what the NetSim UI displays when you open the example

configuration file.
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s 1 e 2
= wtols il il s e e Bl GRRREEREEE L EE L LT LT TP .
— 1 1
Wirelass_Sensor_ ———icsless Sensor 2

T a T Al

e R oa sensORARP

— LOWPAN_Gateway_6

Wirshess_Sensor_§

Figure 4-9: Network set up for studying the Working of RPL Protocol in IoT.

Settings done in sample network:

e Set grid length as 120 x 60m from grid setting property panel on the right. This needs to be done
before any device is placed on the grid.

e Click on LOWPAN Gateway or sensor. In the right property panel, change the routing protocol to
RPL under network layer as shown in Figure 4-10.

¥ Wireless_Sensor_1 Properties - a X

" AN D B %R

> General
I Position
=S

Application Layer

-

Transport Layer

4 Network Layer
> IPv6
4 RPL
Routing Protocol RPL hd
Instance ID 15
Node Type ROUTER

Figure 4-10: Routing Protocol to RPL in Network layer.

1. Click on link, expand the right property panel change Channel characteristics — Path Loss only, Path
Loss Model — Log Distance and path loss exponent — 3.5.

2. Configure sensor applications as shown in the below table by clicking on set traffic tab from the ribbon
on the top.
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Table 4-1: Application properties.

Application ID Application Type Source Id Destination Id

1 SENSOR APP 1 8
SENSOR APP 3 8
SENSOR APP 5 8

Procedure to get detailed RPL log file:

e Go to help option in the title bar.

e Click on Open Source code.

e Go to the RPL Project in the Solution Explorer. Open RPL.h file and change // #define DEBUG_RPL
to #define DEBUG_RPL as shown in Figure 4-11.

OQ Fie Edt View Git Project Build Debug Test Analyze Tools Extensions Window Help | Search (Ctl-Q) P Netsim signin R - =} x
® - -8 - ~ Release - xB4 « P Local Windows Debugger = [> -|B 8. & Liveshare B
g RPLh & x ~ # Solution Explorer A%
g |EdreL - (Global Scope) - B) choose_parents_and_siblings(NETSIM_ID d) - af o-s6
1 #pragea once -
2 g Search Explorer (Cirtes) P -
3 * Copyright (C) 2023 . b -
a » TETCOS, Bangalors. India . b
s . . b
* Tetcos omns tho intellactual property rights in the Preduct and its contont -
7 |+ The copying, redistribution, Teselling or publication of any or all of the . b SIS
8 | Product or its content without oxpress prier written consent of Tetces is * 4
9 |+ prohibited. Ownorship and / or any other right relating to the software and all « b
10 |+ intellectual preperty rights therein shall remain at all times with Tetcos - b E202 11
1 B * b
12 |* Author:  Shashi Kant Suman . .
13 | N
W . 3
15 >
16 @ RFC's b
17 i HroL '3
» https://tools.ietf org/htal/rfc6206  //The Trickle Algoritha , b [ Routing
5 o
20  =#ifndef _NETSIM_RPL_M_ [ RRL
n  _NETSIM_RPL_H_ b o References
2 ~_cplusplus b &) External Dependencies
23 b [ DAOC
20 [Hondif » B Dioe
i‘ o b Dis.c
‘; 1 b [@ DODAGe
28 n b [& Neighborc
29 e DEBUG_RPL_PRINT_DAD_ROUTE_INFOMATION b [ ReLc
30 |//edefine DEBUG_RPL_TRICKLE b B RALA
Output v =X

Show output from: Build ]
RS ey eacars
150A0.007 ¢ warning LNK4@7S e No" specification

1> Creating library ..\..\..\bin_x64\RPL.1lib and object ..\..\..\bin_x64\RPL.exp

1>Generating code

1>Finished generating code

15RPL1ib.1ib(RPL1ib.obj) : warning LNK4@S9: PDE ' was not found with 'RPL1ib.1ib(RPL1ib.obj)’ or at ''; linking object as if no debug info
1>IP.1ib(IPLib.obj) : warning LNK4@99: PDB '* was not found with 'IP.1ib(IPLib.obj)' or at '"; linking object as if nmo debug info
1>list.1lib(List.obj) : warning LNK4099: PDB ' was not found with ‘list.lib(List.obj)’ or at ‘‘; linking object as if no debug info
1>RPL.vexproj -> C:\Users\ALICE\Documents\NetSim\Workspaces\For_tail\bin_x64\RPL.d1l

1>Done building project "RPL.vcxproj”.

«

LA WAL JLILU, BUU LIS LU LI LA L LANE LU L UYE LEiRes e 1t mane

Output

Figure 4-11: Visual Studio.

e Right click on the RPL project in the solution explorer and click on rebuild.

e After the RPL project is rebuilt successfully, go back to the network scenario.

e Enable the Application throughput vs time and Link throughput vs time plots under plots in configure
reports tab and run simulation for 100 sec and go to Result window — Logs, open rpl log file.
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Figure 4-12:

Simulation Result window Results.

min_hop_rank_inc = 256)

] rpllog - Notepad — O X
File Edit Fermat View Help

}mde '2": received a new/modified message from node '6' with dodag_id = '208@1:DB8:3C4D:15::1° ~
node '2°: was isolated, now found dodag_id = '208@1:DB8:3C4D:15::1°

node : chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::1': new rank = 15, parents = [(6)], siblings = []

node received a new/modified message from node '6' with dodag id = '2001:DB8:3C4D:15::1"

node was isolated, now found dodag_id = "2001:DB3:3C4D:15::1°

node : chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::1': new rank = 15, parents = [(6)], siblings = []

Node '6%,12.129ms: received dac msg with new route information. dest = 20@1:DB8:3C4D , gateway= 2801:DB8:3C4D:15::3.

Node '6°,16.737ms: received dao msg with new route information. dest = 2001:DB8:3C4D:1 5, gateway= 2001:DB8:3C4D:15::5.

node '1°: received a new/modified message from node "4’ with dodag_id = "28@1:DB8:3C4D:15::1"

node '1°: was isolated, now found dodag_id = '208@1:DB8:3C4D:15::1°

node '1': chosen parents and siblings in dodag_id = '2001:DB8:3C4D:15::1': new rank = 3@, parents = [(4)], siblings = []

node ‘2 received a new/modified message from node '4' with dodag_id '2001:DB8:3C4D:15::1"

node '2': '4" sent a modified DIO message and is a member of dodag_id = '208@1:DB8:3C4D:15::1°, reevaluating our neighbors

node '2': chosen parents and siblings in dodag_id = "2001:DB8:3C4D:15::1': new rank = 15, parents = [(6)], siblings = [4]

node '3": received a new/modified message from node '4' with dodag id = "2001:DB8:3C4D:15::1°

node '3': was isolated, now found dodag id = '20@1:DB8:3C4D:15::1°

node '3': chosen parents and siblings in dodag_id = '20@1:DB8:3C4D:15::1': new rank = 28, parents = [(4)], siblings = []

node '5': received a new/modified message from node '4' with dodag id = '20@1:DB8:3C4D:15::1°

node '5': was isolated, now found dodag id = '208@1:DB8:3C4D:15::1"

node '5': chosen parents and siblings in dodag_id = "20@1:DB8:3C4D:15::1': new rank = 27, parents = [(4)], siblings = []

Node '4°,27.148ms: received dao msg with new route information. dest = 20@1:DB8:3C4D:15::2, gateway= 2801:DB8:3C4D:15::2.

node '1°: received a new/modified message from node '2' with dodag_id = '208@1:DB8:3C4D:15::1°

node "1 ‘2" sent a modified DIO message and is a member of dodag_id = '20@1:DB8:3C4D:15::1°, reevaluating our neighbors

node '1': chosen parents and siblings in dodag_id = "20@1:DB8:3C4D:15::1°: new rank = 28, parents = [4, (2)], siblings = []

node '1': in dodag_id = "2001:DB8:3C4D:15::1", updated dodag config (i_min = 3, i_doublings = 2@, c_treshold = 18, max_rank_inc = @,
min_hop_rank_inc = 256)

node '3": received a new/modified message from node '2' with dodag id = "2001:DB8:3C4D:15::1°

node '3 ‘2" sent a modified DIO message and is a member of dodag id = '2001:DB8:3C4D:15::1", reevaluating our neighbors

node '3': chosen parents and siblings in dodag_id = '20@1:DB8:3C4D:15::1': new rank = 28, parents = [(4), 2], siblings = []

node '3': in dodag_id = '2001:DB8:3C4D:15::1', updated dodag config (i_min = 3, i_doublings = 2@, ¢_treshold = 1@, max_rank_inc = @,

node ‘4 received a new/modified message from node "2’ with dodag_id = "28@1:DB8:3C4D:15::1°

node ‘4°: '2' sent a modified DIO message and is a member of dodag_id =

node '4°: chosen parents and siblings in dodag_id = '200@1:DB8:3C4D:15::1': new rank = 15, parents =
Node '2°,40.617ms: received dac msg with new route information. dest =

node ‘1°: received a new/modified messase from node "3' with dodas id =

©2001:DB8:3C4D:15::1°, reevaluating our neighbors

[(6)], siblings = [2]
2001:DB8:3C4D:15::2, gateway= 2001:DB8:3C4D:15::2.
"2001:DRR:3CAN:15::1" hd
100%  Windows (CRLF) UTF-8

Ln1, Col1

Figure 4-13: RPL log file.

Note:

Detailed information of the RPL log file is available for the standard version of NetSim. For academic
users, the rank value can be observed by enabling Wireshark and also python script is available to know
the parent and sibling information. Please find the below link to download and run the python utility:
https://support.tetcos.com/support/solutions/articles/14000134056-how-to-visualize-t

he-rpl-dodag-in-netsim-iot-simulations-

The observations of rpl log file which is generated in NetSim is given in the below Table 4-2.
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Table 4-2: RPL Log file contains Rank, Updated Rank, parent list, Updated Parent Node ID, Sibling
Node ID and Received DIO From Node ID etc.

Node Rank Updated Parent list Updated Sibling Received DIO
Rank Parent Node ID From Node ID
Node ID
Node 1 30 27 Node 2, Node Node 2 Node 3 Node 2, Node 3,
4 Node 4
Node 2 15 15 Node 6 Node 6 Node 4 Node 4, Node 6
Node 3 28 28 Node 2, Node Node 4 Node 1 Node 1, Node 2,
4, Node 5 Node 4, Node 5
Node 4 15 15 Node 6 Node 6 Node 2 Node 2, Node 6
Node 5 27 27 Node 4 Node 4 - Node 4

The above table can be summarized as follows:

DIO message is sent by the root node, i.e. LowPAN Gateway, with Rank 1 to Sensor 2 and Sensor 4 as

shown in Figure 4-14.

0 10 20 30 40 0 0 20 90 100
= | I e .2 L L ! I 1
=Y )
Wireless_Sensort, Wireless_Sensor_2
D/O
s
T i1 \ Q
,C‘;‘I?:-\‘-‘_Gila\z‘,_ﬁ Router, Wired_Node_8
[ 1 Root Node
. 1.1 Rank =1
2 A 1 di toe 4
o4 o
 Sensor. Wireless_Senzor.d

wireh nsor_5

Figure 4-14: DIO messages sent by the LOWPAN Gateway to Sensors.

On receiving the DIO message, Node 4 will recognize the DODAG Id of Root Node and identifies it as
Parent node. Rank of Node 4 will get updated to 15. Also, Node 2 is recognized as sibling of Node 4.

Now, node 4 will broadcast DIO message to other nodes as shown in Figure 4-15.
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Figure 4-15: Wireless Sensor 4 broadcasting DIO message to other Sensors.

Node 1 receives DIO message from Node 4 and it identifies the DODAG Id of Node 4. Hence, Node 1
recognizes Node 4 as the Parent Node. Rank of Node 1 will get updated to 30. As Node 3 is within the
range of Node 1, Node 3 is identified as a sibling of Node 1.

Node 1 will then broadcast DIO messages as shown in Figure 4-16.

0__————=_10 2 N w0 50 5 o 0 % 100
0 e 1 LS 1 $ .2 I L L 1 1 1
S ~
SR \ _Dio e
4 _ '
Ff Wirelkss_Sensor 1, \‘ Wirelegs_Sensor_2
Rank = 30, !

1 N I
‘10 -Parent=Node4 /
N

.. {Sibling =Node 3,/ ! s S\

et O@ . e - LOWPAN, Ganeway, 8 Router 7 Wired_Node_8
20 JUIF SR Root Node

8

o N ) Rank =1
Ie) ) E ; S 1
® 3 _.--"7 1 fimd e 4
30 g% )
_{,,& ; L
Wirelegs_Sensor_3 i Wireless_Sensor_4
|
o0 4

Figure 4-16: Wireless Sensor 1 broadcasting DIO message to other Sensors.

Node 2 receives the DIO message from Node 6 and identifies it as Parent node. The Rank of Node 2 gets
updated to 15. Node 2 now broadcasts the DIO message to other nodes as shown in Figure 4-17.
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Wirefess_Sensor 1, /

0 4 \
. \

b ~

Wirelegs_Sensor_3 /

%i :

Wineless_Sensor_5

Figure 4-17: Wireless Sensor 2 broadcasting DIO message to other Sensors.

Lk P
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) L Root Node

Rank =1

Node 3 receives DIO message from Node 4 and the rank of Node 3 gets updated to 28. Node 4 is identified

as the parent node of Node 3.

Node 3 then broadcasts DIO message to other nodes as shown in Figure 4-18.

0 10 20 30 40 50 60 70 0 %
0 PR N L P L . L . L .
B E
N e
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'
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<] i A
= ! 6
g f H; .---|Cof 2 5 3 ;I
()\0 4 LOWPAN_Gateway_6 Router 7 Wired_Node 8

- I
p .

P SRS RAN

T > v DIO
! 1
" Wirelefs_Sensor_3 ! /
i Rank = 28 | K

\ Parent =Node 4 / =

0 - Sibling =Node 1/ A
< P ,

: \is

Wireless_Sensor_5

Figure 4-18: Wireless Sensor 8 broadcasting DIO message to other Sensors.

Root Node
Rank =1

Node 5 receives DIO message from Node 3, hence, it identifies Node 4 as the parent node. The rank of

Node 5 gets updated to 27.

Node 5 then broadcasts DIO message as shown in Figure 4-19.
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Figure 4-19: Wireless Sensor 5 broadcasting DIO message to other Sensors.

Further, Node 1 receives DIO message from Node 2 and the parent list of Node 1 gets updated to Node 4
and Node 2. Also, the rank of Node 1 gets updated to 27.

According to the link quality, DODAG is formed.

e Node 2 and Node 4 are siblings and their parent is Node 6 (Root Node). Rank is 15.
e Node 1 and Node 3 are siblings.

— Node 1 establishes its parent as Node 2. Rank is 27.
— Node 3 establishes its parent as Node 4. Rank is 28.

e Node 5 doesn’t have any siblings and establishes its parent as Node 4. Its rank is 27.

0 10 20 30 40 60 70 80 20
0 E 1 L 1 £"3 2 1 L 1 1
Wirgl ss,s.ns;r:c. | Wirslegs_Sensor_2
Rank = 27« Rank=15
1 Parent = Node 2 Parsnt = Node §
A Sibling =4 N

Wirelefs_Sensor_3

Rank =28
Parent = Node 4

Wireless_Sensor.a
Rank=15

Parent = Node 6
Sibling = 2

&
Wireless_Sensor_S.

Rank =27
Parent = Node 4

B N\

LOWPAN_Gateway_6 Router.7

Root Node
Rank =1

3
Wired_Node_8

Figure 4-20: Based on link quality, DODAG is formed and Rank assigned to sensors and lowpan

gateway.
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4.1.3 Modes of Operation in IoT RPL

The DODAG nodes process the DAO messages according to the RPL Mode of Operations (MOP), which
are presented below. Independent of the MOP used, DAO messages may require reception confirmation,
which should be done using DAO-ACK messages.

Although it is designed for the Multipoint-to-Point (MP2P) traffic pattern, RPL also admits the data
forwarding using Point-to-Multipoint (P2MP) and Point-to-Point (P2P). In MP2P, the nodes send data
messages to the root, creating an upward flow as shown in Figure 4-21. In P2MP, sometimes termed
as multicast, the root sends data messages to the other nodes, producing a downward flow depicted in
Figure 4-23.

In P2P, a node sends messages to the other node (non-root) of DODAG; thus, both upward and downward
forwarding may be required as illustrated in Figure 4-22. RPL defines four MOPs that should be used
considering the traffic pattern required by the application and the computational capacity of the nodes.
In the first, MOP 0 (Point to multipoint), RPL does not maintain downward routes; thus, consequently,
only MP2P traffic is enabled. In storing without multicast MOP (MOP 2 (Point to point)), downward
routes are also supported, but are different from MOP 1; the nodes maintain, individually, a routing
table constructed using DAO messages to provide downward traffic. Hence, downward forwarding occurs
without the use of the root node, as illustrated in Figure 4-24. Storing with multicast has a functioning
similar to MOP 2 (Point to point) plus the possibility of multicast data sending. This type of transmission
permits the non-root node to send messages to a group of nodes formed using multicast DAOs.

Root node

Figure 4-21: Multipoint to Point.
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Root node

Figure 4-22: Point to Point.

Root node

Figure 4-23: Point to Multipoint.
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Root node

Figure 4-24: RPL Storing Mode.

Open NetSim, Select Examples >IOT-WSN >Internet of Things >Mode of Operations IoT RPL then click
on the tile in the middle panel to load the example as shown in Figure 4-25.

[ Netsim Home - X

NetSim Standard
Network Simulation/Emulation Platform
Version 14.0.32 (64 Bit)

New Simulation CUl+N - Example Simulations Mode of Operations loT RPL Results
Internetworks Understand the different modes of operation in RPL

1. Multipoin to Point

2. Point to Multipoint

Your Work Cirl+0

Celluler Networks
| Examples

[

! {

b Advanced Routing © 3. Point to Point B s 2r
Experiments b 1 Mobile Adhoc Networks 4, Storing Mode A

I 7 Software Defined Networks Ko

B i
4 T Ior-wsN Multipoint to Point Point to Multipoint i) ‘_"?‘f;
4 Internet of Things
Energy Model Set Routing protocol as RPL Set Routing protocal as RPL L
Canfigure 3 Sensor Application Configure 3 Sensor Application ! & &

Wireless Sensor Networks
Cognitive Radio Networks
LTE and LTE-A

Working of RPL Protocol inloT From sensor 1,38 ta Wired node 11 | from Wired node 11 to sensor 13,8 T f
Mode of Operations loT RPL

VANETs point to Point Storing Mode.
License Settings Satellite Communication Set Routing protocal as RPL Set Routing protocal as RPL

SGNR @ Configure 1 Sensor Application Configure 1 Sensor Application
Exit AlteFd from sensor 110 sensor 5 from sensor 3 1o sensor 8

Ready to simulate scenarios to understand the warking of the different technalogy libraries in NetSim. Expand and click on the file name to display simulation examples. Then click on  tile in the middle panel to load
the simulation. Click on the book icon on the left (Example Simulations) panel to view documentation (pd)

Support Learn Documentation Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website : wwur.tetcos.com

Figure 4-25: List of scenarios for the example of Mode of Operations loT RPL.

The following network diagram illustrates what the NetSim UI displays when you open the example
configuration file.
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Figure 4-26: Network set up for studying the Mode of Operations loT RPL.

Multipoint to Point

Settings done in sample network:

1. Set grid length as 200 x 100m from grid setting property panel on the right. This needs to be done
before any device is placed on the grid.

2. Routing protocol has been set as RPL for LOWPAN Gateway and Sensor. Click on device, expand
the right-side property panel and go to Network Layer set Routing Protocol as shown in Figure 4-27.

¥ Wireless_Sensor_1 Properties - O X

" AN ® o3 o

B General

&> Position

&> Application Layer
t Transport Layer

4 Network Layer

B IPv6

4 RPL
Routing Protocol REL hd
Instance ID 15
Node Type ROUTER

Figure 4-27: Routing Protocol to RPL in Network layer.

3. Click on the link, expand the right-side property panel, and set the channel characteristics to ‘Path
Loss Only’. Then, set the path loss model to ‘Log Distance’ and the path loss exponent to 4.2.

4. Configure sensor applications as shown in the below table by clicking on set traffic tab from the ribbon
on the top.
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Table 4-3: Application properties.

Application ID Application Type Source Id Destination Id

1 SENSOR APP 1 11
SENSOR APP 3 11
3 SENSOR APP 8 11

4. In NetSim GUI Packet Traces and Plots are Enabled. Run simulation 100s and observe that all the
sensors are sending data to the root node in packet trace.

Result

Packet trace: The nodes send data messages to the root, creating an upward flow which can be observed
in the packet trace. Once the simulation is completed, to view the packet trace file, click on “Packet
Trace” under Traces option present in the left-hand-side of the Simulation Results Dashboard and filter
the PACKET TYPE to Sensing. You can observe the flow of Sensor Application packets as shown in
Figure 4-28.

1 |PACKET_ID

Figure 4-28: Packet Trace for Multipoint to Point.

Point to Multipoint

Settings done in sample network:

1. Set all the properties the same as Multipoint to Point scenario.

2. Configure sensor applications as shown in the below table by clicking on set traffic tab from the ribbon
on the top.

Table 4-4: Application properties.

Application ID Application Type Source Id Destination Id

1 SENSOR APP 11 1
SENSOR APP 11
3 SENSOR APP 11 8
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3. Run simulation 100s and observe that all the sensors are sending data to the root node in packet trace.

Result

Packet trace: Root sends data messages to the other nodes, producing a downward flow which can be
observed in the packet trace. Once the simulation is completed, to view the packet trace file, click on
“Packet Trace” under Traces option present in the left-hand-side of the Simulation Results Dashboard and
filter the PACKET TYPE to Sensing, you can observe the flow of Sensor Application packets as shown
below:

Figure 4-29: Packet trace for Point to Multipoint.

Point to Point

Settings done in sample network:

1. Set all the properties the same as Multipoint to Point scenario.

2. Configure sensor applications as shown in the below table by clicking on set traffic tab from the ribbon
on the top.

Table 4-5: Application properties.

Application ID Application Type Source Id Destination Id
1 SENSOR APP 1 5

2. Run simulation 100s and observe that all the sensors are sending data to the root node in packet trace.

Result

Packet trace: Root sends data messages to the other nodes, producing a downward flow which can be
observed in the packet trace. Once the simulation is completed, to view the packet trace file, click on
“Packet Trace” under Traces option present in the left-hand-side of the Simulation Results Dashboard and
filter the PACKET TYPE to Sensing, you can observe the flow of Sensor Application packets as shown
below:
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Figure 4-30: Packet trace for Point to Point.

Storing Mode

Settings done in sample network:

1. Set all the properties the same as Multipoint to Point scenario.

2. Configure sensor applications as shown in the below table by clicking on set traffic tab from the ribbon
on the top.

Table 4-6: Application properties.

Application ID Application Type Source Id Destination Id

1 SENSOR APP 3 8

3. Run simulation 100s and observe that all the sensors are sending data to root node in packet trace.

Result

In storing without multicast MOP (MOP 2 (Point to point)), downward routes are also supported, but are
different from MOP 1 (Point to multipoint); the nodes maintain, individually, a routing table constructed
using DAO messages to provide downward traffic. Hence, downward forwarding occurs without the use of
the root node. The results can be analyzed from the packet trace.

Packet trace: Once the simulation is completed, to view the packet trace file, click on “Packet Trace”
under Traces option present in the left-hand-side of the Simulation Results Dashboard and filter the
PACKET TYPE to Sensing, you can observe the flow of Sensor Application packets as shown below.

Copyright TETCOS LLP Page 69 of 95



NetSim — IoT / WSN Ver 15.0

Figure 4-31: Packet trace for RPL Storing Mode.

4.1.4 DDoS attack in an IoT Network

Introduction A DoS (Denial of Service) attack in IoT (Internet of Things) involves overwhelming a
device or network with traffic to disrupt its normal operation and deny service to legitimate users. This
can be achieved by flooding the network with a large volume of traffic or sending packets with malformed
headers to exploit vulnerabilities in the target system. The impact of a DoS attack on an IoT device or
network can be significant, as many [oT devices have limited processing power and memory resources.
As a result, they may not be able to handle the large volume of traffic generated by the attack, leading to
service disruptions or even device failures. When multiple attackers coordinate a DoS attack, it is known
as a DDoS (Distributed Denial of Service) attack.

Botnet Attack A botnet attack in IoT (Internet of Things) is a type of cyber-attack where a network
of compromised IoT devices, such as smart home appliances, security cameras, and routers, is used to
carry out malicious activities. In a botnet attack, a hacker gains control of a large number of IoT devices,
often through exploiting vulnerabilities or weak security measures, and uses them to launch coordinated
attacks.

Once a hacker has control of a botnet, they can carry out a variety of malicious activities, including;:

e DDoS attacks: A distributed denial-of-service (DDoS) attack floods a website or network with traffic,
making it unavailable to legitimate users.

e Data theft: A hacker can use a botnet to steal sensitive data, such as financial information or personal
data, from devices on the network.

e Spamming: A botnet can be used to send large volumes of spam emails or messages.

e Crypto mining: A hacker can use a botnet to mine cryptocurrency using the processing power of
compromised devices.

Bit-and-piece Attack A “bit and piece” DDoS attack in an IoT network is a type of Distributed
Denial of Service (DDoS) attack that targets Internet of Things (IoT) devices by sending small amounts
of traffic to a large number of devices. This type of attack is also known as a low-rate DDoS attack.

In a bit-and-piece attack, the attacker sends a small amount of traffic to multiple IoT devices, such as
smart home appliances, security cameras, or routers. The traffic may include a range of packet types, such
as TCP, UDP, and ICMP, and the packets may be sent intermittently over a long period of time. Because
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the traffic is distributed across many devices, each individual device receives a small amount of traffic
that is difficult to distinguish from legitimate traffic. However, when combined, the traffic overwhelms
the network and causes a denial of service for legitimate users trying to access the network.

Network Setup for Botnet Attack Case 1: Without Malicious Node (No attacker)
In NetSim, click on Examples > IOT-WSN > DDoS attack in an IOT Network

[ Netsim Home. - X
NetSim Professional
Netvork Simulation/Emulation Platform
Version 14.3.1 (64 Bit)

New Simulation ~ Ctrl+ N = <> s«

Your Work ctri+ o Bamele

Experiments

Without Malicious Node With  Malicious Node

Energy Model
Working of RPL Protocol in loT
Operations IoT RPL

Cognitive Radio Networks
LTE and LTE-A

VANETS

Satellte Communication

License Settings
SGNR
TOMA Redio Networks
Undenwater Acoustic Network

Exit Alt+ F4

(1578 Kope)

nel to load the simulation. Click on the book icon on

Ready to simulate
the left (Bample S

9 i NetSim. Expand and click on the file name to displ

Support Leam

Figure 4-32: List of scenarios for the example of DDoS attack in an IOT Network.

Drop 9 Sensors, 1 LOWPAN gateway, 1 router, and 1 wired node(Server) as shown in the figure.
Click on the sensor, expand the property panel on right and set the routing protocol to RPL.

Click on the link and expand the link property panel on the right. Set the channel characteristics to Path
Loss only, Path Loss Model to Log Distance, and path loss exponent to 4.5.

Configure sensor traffic from all sensors to server by clicking on set traffic tab in ribbon on top, such
that the packets are transmitted to the gateway via sensor 9. The traffic rate is low; it is 20 packets per
second. Set Transport Protocol to UDP, Packet size = 50 Bytes and IAT (us) = 50000

Run the simulation for 100 seconds and measure the throughput obtained by sensors 1 through 8.
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Case 2: With a Malicious Node (DoS attack node)
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Figure 4-33: Network setup for 1 malicious node.

Configure traffic from all sensors 1 through 8 such that the packets are transmitted to the gateway via
sensor 9. The traffic rate is low; it is 20 packets per second. Set Transport Protocol to UDP, Packet size
= 50 Bytes and IAT (us) = 50000

Add a malicious node. Configure traffic such that packets are transferred via sensor 9. This has a “high”
generation rate to flood the network; it is 1000 packets per second. Set Packet size = 50 Bytes and TAT
(us) = 1000

Run the simulation for 100 seconds and measure the throughput obtained by sensors 1 through 8.

Results and Observation

Table 4-7: Application Throughput for Casel and Case 2.

Application Case 1 — Normal Opera- Case 2 — DoS Attack
tion Throughput (Mbps) Throughput (Mbps)

Sensor 1 0.003789 0.000712

Sensor 2 0.001201 0.000192

Sensor 3 0.004383 0.00076

Sensor 4 0.007476 0.001221

Sensor 5 0.005849 0.003633

Sensor 6 0.004195 0.003338

Sensor 7 0.001424 0.001544

Sensor 8 0.006226 0.004386

Malicious Node N/A 0.014886

Sum Throughput 0.034543 (34.54 Kbps) 0.015786 (15.78 Kbps)

(Mbps) Sensor 1

through 8

From the table, we observe that the introduction of the malicious node led to a more than 50% drop in
throughput, from 34.54 Kbps to 15.78 Kbps.
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Network Setup for Bit-and-Piece Attack In NetSim, click on Examples > IOT-WSN > DDoS
attack in an IOT Network

Case 1: Without Malicious Node (No attacker)

20 30 50 60 70 a0
i3 1 1 l | |
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Wireless_Sensor_8 Wireless_Sensor_d

w"EIESS‘SEHSDr—’h‘Jlreless_SensDr é‘ Virgless_Sensor_5
Figure 4-34: Network setup for normal scenario.

e Drop 10 sensors, 1 LOWPAN Gateway, 1 Router and 1 Wired node (server) as shown in the figure.
e C(Click on the sensor, expand the property panel on right and set the routing protocol to RPL.

e Click on the link and expand the link property panel on the right. Set the channel characteristics to
Path Loss only, Path Loss Model to Log Distance, and path loss exponent to 4.5.

e Configure 9 applications. Each application is from a sensor (1, 2, ..., 9) to the server, such that packets
of size 50 Bytes are sent at a rate of 20 packets/sec. Set Transport Protocol to UDP, Packet size = 50
Bytes and IAT (us) = 50000

e The network topology and routing are such that traffic from all sensors flows through relay (sensor 10),
and then to the gateway and onwards to the server.

e Run the simulation for 100 seconds and measure the throughput obtained by sensors 1 through 9.

‘We then simulate 3 attack cases.
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Figure 4-35: Case 2 — 1 malicious node.
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Figure 4-36: Case 3 — 2 malicious nodes.
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Figure 4-37: Case 4 — 3 malicious nodes.

e Case 2: Add 1 malicious node (wired). Configure custom traffic from malicious node to all sensors (1,
2, ..., 9). Packets of size 10 Bytes (representing a small amount of attack data) are sent at a rate of 20
packets/sec exponentially. Set Transport Protocol to UDP, Packet Size = 10 Bytes and exponential
distribution for TAT (us) = 50000.

e Case 3: Add 2 malicious nodes (wired). Configure custom traffic from 2 malicious nodes to all sensors
(1,2, ..., 9). Packets of size 10 Bytes (representing a small amount of attack data) are sent at a rate of
20 packets/sec exponentially. Set Transport Protocol to UDP, Packet Size = 10 Bytes and exponential
distribution for TAT (us) = 50000.

e Case 4: Add 3 malicious nodes (wired). Configure custom traffic from 3 malicious nodes to all sensors
(1,2, ..., 9). Packets of size 10 Bytes (representing a small amount of attack data) are sent at a rate of
20 packets/sec exponentially. Set Transport Protocol to UDP, Packet Size = 10 Bytes and exponential
distribution for IAT (us) = 50000.

e Run the simulation for 100 seconds and measure the throughput obtained by sensors 1 through 9 in
each case.

Results and Observation
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Table 4-8: Application Throughput for various cases.

Application Case 1: Nor- Case 2: 1 Case 3: 2 at- Case 4: 3 at-
mal Operation attacker node tacker nodes tacker nodes
Throughput Throughput Throughput Throughput

(Mbps) (Mbps) (Mbps) (Mbps)
Sensor 1 0.003577 0.002401 0.001968 0.001752
Sensor 2 0.000853 0.000672 0.000596 0.00048
Sensor 3 0.002185 0.001577 0.001445 0.001233
Sensor 4 0.007332 0.004942 0.003966 0.003546
Sensor 5 0.004501 0.003417 0.002724 0.002428
Sensor 6 0.004527 0.00317 0.002582 0.002242
Sensor 7 0.001184 0.000976 0.000788 0.000672
Sensor 8 0.006346 0.004406 0.003609 0.002953
Sensor 9 0.002189 0.001625 0.001329 0.001089
Sum 0.032694 (32.6 0.023186 (23.1 0.019007 (19.1 0.016395 (16.3
Through- Kbps) Kbps) Kbps) Kbps)
put  (Mbps)
of Legitimate
Traffic

We observe:
25% drop in throughput of legitimate traffic with 1 bit-and-piece DDoS attack node.
50% drop in throughput of legitimate traffic with 3 bit-and-piece DDoS attack nodes.

4.2 WSN

4.2.1 Beacon Time Analysis

Open NetSim, Select Examples bIOT-WSN >Wireless Sensor Networks >Beacon Time Analysis, then
click on the tile in the middle panel to load the example as shown in Figure 4-38.

[ NetSim Home - 8 x
NetSim Professional
Network Simulation/Emuiation Platiorm
Version 14,027 (64 Bit)

Results

# beacon interval (B, where 81 = aBaseSuperframeDuration x 280 symbols and 0 <
ength of sups (SD), where SO tion »

58t
el

Theorstical Beacon Time Galculation

it Avers

Figure 4-38: List of scenarios for the example of Beacon Time Analysis.
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The following network diagram illustrates what the NetSim UI displays when you open the example

configuration file.

Wireless_Sensor_1

SinkNode_3

Figure 4-39: Network set up for studying the Beacon Time Analysis.

Settings done in sample config file

e The following grid properties are already set, as Manually Via Click and Drop.

e In the SinkNode, the Super frame mode and Beacon mode are set to 10 and 12, respectively. To
configure it, click on the SinkNode. On the right side, expand the property panel, go to the data link
layer of the Interface (Zigbee) layer, and set the Superframe Order (SO) to 10 and the Beacon Order

(BO) to 12.

Nl File  Options Help | Network: Wsn | Workspace: NETSIM_WORKSPACE | Experiment: Beacon Time Analysis

J Create Scenario T3 Set Traffic [E) Configure Reparts %) Show/Hide Info

L3 s b4 |l P >
] close @ 3@\ - ﬂ«‘?

N m Devices

m Applications.

500

File Run Simulation Sensors SinkNode | Wired/Wireless Links
0 50 100 150 200 250 300 350
o . . ! . | L !

3 ! ¥ ?

100 R ’,ﬁg 1
Wireless_Sensor_1 N Wireless_Sensor_2
Lmk,".
1 SENSOR AP

200
al

N2
8
SinkNode_3
300 o

400 4

500

4

{266,157, 232.597)

€) (7 AutoConnect (On @)

»

b

*ANO THH %

P

SinkNode 3 Properties

4 Datalink Layer
4 |EEE802.154

Ack Request

MAC Address

Beacon Made

Enable

155000003001

Enable

Superframe Order

Beacon Order

10

12

GTS Mode

Battery Life Extension

Enable

TRUE

Figure 4-40: Setting Super frame and Beacon order in Sink node.
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e In the position layer of wireless sensors and the sink, the mobility model is set to Random Waypoint.

e In Adhoc link properties change the channel characteristics as Path Loss only, Path Loss Model to Log

Distance and path loss exponent as 2.

e Create sensor traffic between Wireless Sensor 1 and WSN Sink 3 from the Set Traffic tab in the top
ribbon. Click on the created application, set the transport layer protocol to UDP, and leave the other

properties as default.
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e Enable Packet trace from the configure report tab in the ribbon on the top.

N File  Options

& Create Scenario 22 Set Traffic

Help | Network: Wsn | Workspace: NETSIM_WORKSPACE | Experiment: Beacon Time Analysis

[} Configure Reports
. 5 + Network Performance Packet Trace
o

& Show/Hide Info

el
oll [] Event Trace
View Results Tabular Summary Traces Plots Mobility Viewer
100 150 200 250 300 350

! ! 1 I L

0 !

50 A *
e P BT ——— - s 2
7T 1 . [

N T Unkl1 ﬁ

Wireless_Sensor_1 ~— . Wireless_Sensor_2

150 o

SinkNode_3

200

Figure 4-41: FEnabling the Packet trace in Configure Reports tab.

e Run the simulation for 200 seconds.
Theoretical Beacon Time Calculation

e Beacon Interval (BI) = Superframe duration (SD) + Inactive Period (IP). The Superframe duration
(SD) is also known as the Active period.

e BI = aBaseSuper frame duration x 289 = 15.36ms x 2'2 = 62914.56ms ~ 62s.

e SD = aBaseSuper frame duration x 259 = 15.36ms x 210 = 15728.64ms.

e aBaseSuper frame duration is a constant defined by the standard and is equal to 15.36ms
e To find Inactive period, IP = BI — SD = 62914.56ms — 15728.64ms = 47185.92ms.

e Superframe duration is divided into 16 slots (1st slot is allocated for beacon frame).

e Each slot time = 15728:04ms — 983 04ms
NetSim Results:

e Open packet trace and filter CONTROL PACKET TYPE to Zigbee BEACON FRAME, users should
get four Zigbee beacon frames at 0, 62.9, 125.8, 188.7 secs (approx.) for each Sensor Node, because
the time interval between two beacon frames is 62 seconds. Since we have 2 nodes, the user can get 4
beacon frames for each node.

@ Auosave (@ off) WD v s Packet Trace.csv v £ search Nidhi mariswamy @ Q =
File Home |Insert Pagelayout Formulas Data Review View Help T Comments
F501 v fev
A 8 c D E F G H L

1 |PACKET_ID - |SEGMENT_ID| - PACKET_TYPE ~ CONTROL_PACKET TYPE/APP_NA-Y SOURCE_ID - DESTINATION_ID -~ TRANSMITTER_ID| - |RECEIVER_ID| - |MAC_LAYER_ARRIVAL TIME(pS) - |I
2 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-1 [
3 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-2 0
45 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-1 62914560
46 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-2 62914560
231 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-1 125829120
232 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-2 125829120
41 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-1 188743680
412 0 N/A Control_Packet Zigbee_BEACON_FRAME SINKNODE-3  Broadcast-0 SINKNODE-3 SENSOR-2 188743680

Figure 4-42: Packet Trace showing the Zigbee beacon frames for each sensor node.

e 4 beacons were transmitted, so beacon time = 983.04ms x 4 = 3932.16 millisec (since 1 beacon = 1
time slot). Check the beacon time in IEEE 802.15.4 metrics window.

Copyright TETCOS LLP Page 78 of 95



NetSim — IoT / WSN Ver 15.0

4.2.2 CAP Time Analysis

Open NetSim, Select Examples >IOT-WSN >Wireless Sensor Networks >CAP Time Analysis, then click
on the tile in the middle panel to load the example as shown in Figure 4-43.

[ NetSim Home.

NetSim Professional

Version 14027 (64 Bit)

ctien AP Time Analysis Resuits
Your Work QO b ¥ intemetworks In CAP, each node performs the CSMA/CA algorithm befare transmitting data packet o control frame, Each node
o ©* Cellular Networks: maintains three parameters: the number of backafts (N8) contention window (CW), and backoff exponent (56). b
©* Advanced Routing i PR ks e
Experiments I % Mobile Adhoc Networks - = B
I Software Defined Networks [ —— s
. nterfece (Wircless) in datalink layer
o7 Beacon mode Enable.
4 Intemnet of Things Superframe Order: 10
Encrgy Model Beacon Order 12
Werking of RPL Protocaiin o | Routing Protocat DSR
Mode of Operations loT RPL W
4 Wireless Sensor Netwerks =28
CAP Tume Anlysic
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WSN Static Route:
‘Tneoroicsl CAP Time Caiculation
© 7 Cognitive Radio Networks
e + To fnd CAP tme Bi s 62914 56m -5 So in 1005, huo bascon ramas shoukd b
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' Satellite Communication  Hore CFP = 0 bacause thers i only 1 semsor.
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- auers b7 TOMA RadioNetiorks + Open packet vace and e Packel_Typs o 2
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0 beacon rames s 62 se
ames fo sach node.
o s Capme=2°
Resdy to ® g ofthe. in NetSirn Expand and ciick on the file name to dispiay simulation exsmples Then dick an 3 ble in the middle pansi o load the simulstion. Click n the book ican on
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Figure 4-43: List of scenarios for the example of CAP Time Analysis.

The following network diagram illustrates what the NetSim UI displays when you open the example
configuration file.
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Figure 4-44: Network set up for studying the CAP Time Analysis.

Settings done in example config file

e The following grid properties are already set, as Manually Via Click and Drop.

e In the SinkNode, the Super frame mode and Beacon mode are set to 10 and 12, respectively. To
configure it, click on the SinkNode. On the right side, expand the property panel, go to the data link
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layer of the Interface (Zigbee) layer, and set the Superframe Order (SO) to 10 and the Beacon Order
(BO) to 12.

w File Options Help | Network: Wsn | Workspace: NETSIM_WORKSPACE | Experiment: CAP Time Analysis

i Create Scenario 3 Set Traffic [E}: Configure Reports s Show/Hide Info
[ seve @ - m‘ N [B) vevices [ unes
Si D = =
E 2t

<] close {};*5 &) appiications

File Run Simulation Sensors Sink Node Wired/Wireless Links Rapid Configurator

N 3 &Y &N
o 50 100 150 200 250 300 350 400 450 500 3 é\ 'Q (D f_ﬁ - e >

N L L L L L L L L
0 - &

SinkNode_3 Properties

100 -

aoimaq

ARP Retry Limit 3

4 Datalink Layer

ur

SinkNode_3 4 |EEE802.15.4

Ack Request fnable  ~
3
z
£
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H
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00 Superframe Order 10 z
Beacon Order 12
00 . TS Mode Enable v 3
4 » B B
attery Life Extension wmE v

(307.79, 520373) € (7 AuoConnect (On @) = fF———— + 0%

Figure 4-45: Datalink layer Properties window for Sink node.

e In the position layer of wireless sensors and the sink, the mobility model is set to Random Waypoint.

e In Adhoc Link Properties change Channel characteristics > Path Loss only, Path Loss Model > Log
Distance and path loss exponent > 2.

Create sensor traffic between Wireless Sensor 1 and WSN Sink 3 from the Set Traffic tab in the top
ribbon. Click on the created application, set the transport layer protocol to UDP, and leave the other
properties as default.

Enable Packet trace from the configure report in the ribbon on the top.
Run the Simulation for 100 sec.

Theoretical CAP Time Calculation

e To find CAP time, BI is 62914.56ms > So in 100s, two beacon frames should be transmitted at 0 & 62s.
e Check no. of beacon frames transmitted in 802.15.4 metrics.

e Here CFP = 0 because there is only 1 sensor.

e CAP Time = SD — beacon time = (15728.64ms) — (983.04ms) = 14745.6ms.

e Open packet trace and filter Control Packet Type to Zigbee Beacon Frame, users should get two ZigBee
beacon frames at 0, 62.9secs, because the time interval between two beacon frames is 62 seconds. Since
we have 2 nodes, the user can get 2 beacon frames for each node.

e Since two Beacon frames are transmitted,

CAP time = 2 x 14745.6ms = 29491200 pus.

NetSim Results:

e In the NetSim simulation results window, click on Additional Metrics and scroll down to the IEEE
802.15.4 Metrics table. Compare the theoretical CAP time with the CAP time in the IEEE 802.15.4
Metrics table.
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e CAP time = 29491200.0000 Microsec.

IEEE802.15.4_Metrics
|EEE802.15.4_Metrics

Device ID PacketTransmitted ~ PacketReceived ~ CCAAttempt SuccessfulCCABeaconTransm BeaconTime(Micro secc CAPTime(Micro sec CFPTime(Micrc
1 93 12 378 374 0 0.0000 0.0000 0.0000

2 5 15 24 24 0 0.0000 0.0000 0.0000

3 1" 92 54 54 2 1966080.0000 29491200.0000 0.0000

Figure 4-46: IEEES802.15.4 Metrics Table in Results Window.

4.2.3 Static Routing in WSN

Open NetSim, Select Examples bIOT-WSN >Wireless Sensor Networks >WSN Static Route then click on
the tile in the middle panel to load the example as shown in Figure 4-47.

[ NetSim Home - o ®
NetSim Professional
Network Simulation/Emulation Platform ﬁ
Version 14,027 (64 Bi)

New Simulation Cul+N Example Simulations WSN Static Route Results
Your Work cul-0 Internetworks Understand how to configure static routas in WSN
Celular Networks

e 0 e g e —

Brperiments © % Mabile Adhoe Networks Oynamic routing in network layr. | | With Configuring s

I Software Defined Netwarks Network layer protocol DSR Static Route in network layer. ¥ . &

4 0 oTweN Netaceeaer procsi DS

4 Internet of Things ovemaden =
Energy Model & o
Working of RPL Protocolin loT = ot

Mode of Operations oT RBL & P Y
4 Wireless Sensor Networks — = it
CAP Time Analysis

Cognitive Radio Networks
LTE and LTE-A

VANET 3 ot e -
Satellite Communication ©
SGNR &
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license Settings.
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sensor

Ready to simulate scenarios to understand the working of the different technology fibraries in NetSim, fle . Then click on a tile in the middle panel to load the simulation. Click on the book ion on
pane! 10 view (pa.

Support Leem Documentation Contact Us
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Figure 4-47: List of scenarios for the example of WSN Static Route.

The following network diagram illustrates what the NetSim UI displays when you open the example
configuration file.
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Figure 4-48: Network set up for studying the WSN Static Route.
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Case 01: Without Static Route

Settings done in the network

e The following grid properties are already set, as Manually via Click and Drop.

e The sensor application is created between Sensor 1 and 6 from the Set Traffic tab in the top ribbon.
e Packet trace is enabled from the configure reports tab.

e Simulation time is set to 100 sec.

e Results: Open the packet trace and observe the data flow. Sensor 1 sends packets directly to Sinknode

6.

Autosave (@ off) [H] 9 - 5 Packet Trace.csv > P search
a [C

File  Home Insert Draw Pagelayout Formulas Data Review \View Automate Help  Table Design

Table Name: Summarize with PivotTable ’5%| @ [‘\ E [] Header Raw  [] First Calumn [ Filter Button

[Tablet | 2 Remove Duplicates ‘MI Expj[ Refresn 8 [ TotalRow [ Last Column

‘B Resize Table (& Convert to Range Slicer - o [] Banded Rows [] Banded Columns

Properties Tools External Table Data Table Style Options Table Styles
K28 v Sev| NA
A 8 c D 3 F G H 1

1 |PACKET_ID| - |SEGMENT_ID|~ | PACKET_TYPE| ~ | CONTROL_PACKET_TYPE/APP_NAME| ~| SOURCE_ID |~ | DESTINATION_ID |~ | TRANSMITTER ID| - | RECEIVER_ID| ~ | APP_LAYER_ARRIVAL_TIME(S) ~
2 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-1 SENSOR-2 N/A
3 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-1 SENSOR-3 N/A
4 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-1 SENSOR-4 N/A
5 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-1 SENSOR-5 N/A
6 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-1 SINKNODE-6  N/A
7 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-3 SENSOR-3 N/A
8 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-4 SENSOR-4 N/A
9 0 N/A Control_Packet DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-5 SENSOR-5 N/A
10 0 N/A Control_Packet DSR_RREP SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
n 0 N/A Control_Packet Zighee ACK SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6  N/A
12 0 N/A Control_Packet _DSR_RREQ SENSOR-1 Broadcast-0 SENSOR-2 SENSOR-2 N/A
13 1 0 Sensing Appl_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 ] 0
14 0 N/A Control_Packet Zigbee_ACK SINKNODE-6  SENSOR-1 SINKNODE-6 SENSOR-1 N/A
15 2 0 Sensing Appl_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 1000000
16 0 N/A Control_Packet Zigbee ACK SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
17 3 0 Sensing Appl_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 2000000
18 0 N/A Control_Packet Zigbee ACK SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
19 4 0 Sensing Appl_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 3000000
20 0 N/A Control_Packet Zigbee ACK SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
21 5 0 Sensing App1_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 4000000
22 0 N/A Control_Packet Zigbee ACK SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
23 ] 0 Sensing App1_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 5000000
24 0 N/A Control_Packet Zigbee ACK SINKNODE-6 ~ SENSOR-1 SINKNODE-6 SENSOR-1 N/A
25 7 0 Sensing App1_SENSOR_APP SENSOR-1 SINKNODE-6 SENSOR-1 SINKNODE-6 6000000

Figure 4-49: NetSim packet trace showing packet flow for case 1: Without static routing.

Case 02: With Static Route

Settings done in the network.

e For the above sample (without static route), we have configured the static routes for sensors. The
following steps explain how to configure static routes.

Configuring Static Routes

Click on the wireless sensor 1. In the right property panel, go to the network layer under IPv4 and enable
Static IP Route.

Then, click on via GUI in Configure Static IP Route and set the Network Destination, Gateway, Subnet
Mask, Metrics, and Interface ID as shown in the screenshot below. Click add and then OK.
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Figure 4-50: Static IP Routing Configuring window.
Similarly, configure static routes for other sensors as follows:
Table 4-9: Static Route Configuration for Sensors.
Device Network Gateway Subnet Metrics Interface
Destina- Mask ID
tion
Wireless Sensor 192.168.0.7 192.168.0.3 255.255.255.0 1 1
1
Wireless Sensor 192.168.0.7 192.168.0.4 255.255.255.0 1 1
2
Wireless Sensor 192.168.0.7 192.168.0.5 255.255.255.0 1 1
3
Wireless Sensor 192.168.0.7 192.168.0.6 255.255.255.0 1 1
4
Wireless Sensor 192.168.0.7 192.168.0.7 255.255.255.0 1 1
5

e After setting the properties click on run simulation for 100 sec.

Results

e Open the packet trace and observe the packet flow. The data will be transmitted according to the
statically configured routes.

¢ SENSOR 1 — SENSOR 2 — SENSOR 3 — SENSOR 4 — SENSOR 5 — SINK NODE
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@ Autosave (@ off) YWv v 5 Packet Tracecsv v £ Search Nidhi e

File Home Insert Pagelayout Formulas Data Review View Help Table Design

D10 v Jfx~ Appl_SENSOR_APP
A B C D E F G H

1 [PACKET_ID ~|SEGMENT_ID ~ PACKET_TYPE| -  CONTROL_PACKET TYPE/APP_NAME|-Y SOURCE_ID - | DESTINATION_ID - | TRANSMITTER_ID| ~ RECEIVER_ID ~
2 1 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-1 SENSOR-2

4 1 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-2 SENSOR-3

6 1 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-3 SENSOR-4

8 1 0 Sensing Appl SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-4 SENSOR-5
10 1 0 Sensing [App1_SENSOR_APP |SENSOR-1 _ SINKNODE-6 SENSOR-5 SINKNODE-6
12 2 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-1 SENSOR-2
14 2 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-2 SENSOR-3
16 2 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-3 SENSOR-4
18 2 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-4 SENSOR-5
20 2 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-5 SINKNODE-6
22 3 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-1 SENSOR-2
24 3 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-2 SENSOR-3
26 3 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-3 SENSOR-4
28 3 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-4 SENSOR-5
30 3 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-5 SINKNODE-6
32 4 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-1 SENSOR-2
34 4 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-2 SENSOR-3
36 4 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-3 SENSOR-4
38 4 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-4 SENSOR-5
40 4 0 Sensing App1_SENSOR_APP SENSOR-1  SINKNODE-6 SENSOR-5 SINKNODE-6

Figure 4-51: NetSim packet trace showing packet flow for case 2: With static routing.

4.2.4 Analysing throughput, latency and energy consumption as we scale the
number of sensors

We examine a scenario in which sensors are arranged in a circular configuration around a central sink,
with all sensors positioned within the carrier sense range of each other. As the number of sensors increases,
we analyse throughput, latency, and energy consumption in ZigBee’s (802.15.4) beaconless and beacon
enabled modes across different packet sizes.

Network Layout

(A) (B) (©)

Figure 4-52: Schematic of network layout. In all cases the sensors are 75m from the sink. (A) Scenario
with 2 sensors and sink node (SN), (B) Scenario with 10 sensors and a sink, (C) Scenario with 20 sensors
and a sink node. The sources of traffic are Sensor 1 (S1), Sensor 2 (S2), Sensor 3 (S3) etc. and the
destination is the Sink Node (SN). The transmission range of the sensors is 177m, while the carrier sense
range 1s 223m.

Network Scenario Open NetSim, Select Examples > IOT-WSN > Wireless Sensor Networks >
Analyzing throughput, latency and energy consumption as we scale the number of sensors > Analyzing
Throughput, Latency, and Energy Consumption in Beacon-Disabled Mode and then click on the tile in
the middle panel to load the example as shown in Figure 4-53.
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Figure 4-53: List of scenarios for the example of Analyzing Throughput, Latency, and Energy Con-
sumption in Beacon-Disabled Mode.

The following network diagram illustrates what the NetSim UI displays when you open the example
configuration file.

= ES 3 - z 1
ﬁ App2_C ?ll-;-P App1_CUSTQM %M ; %‘;é’
Wireless_Sensor_3 SimkMode_1 Wireless_Sensor_?

Link_1

Figure 4-54: Network scenario modelled in NetSim. This scenario consists of 2 sensors and 1 sink node
where the distance between every sensor and the sink node is 75m.

Case 1:

e Create a scenario with 2 Sensor nodes and 1 Sink node.
e Distance between the sensors and sink nodes should be 75m.

e Click on Sink node and expand the property panel on right side and disable the beacon mode in
datalink layer of Interface (Zigbhee) properties.

Table 4-10: Dewvice properties for sensors.

Device Properties

Network layer properties

Routing protocol DSR

Interface (Wireless) properties

Physical layer properties

ED Threshold (dBm) —87
Power Battery
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e Similarly repeat this step for all other sensors.
e Configure the Static Route from Sensors to Sink Node as shown below.

e Static routes were configured in each source node such that the data gets transmitted directly from
source to destination without any dynamic route formation by the routing protocols.

e Static routes (whereby N; always transmits to N(;11)) are set to ensure single hop transmission.
Thereby each node transmits data to the next-hop node according to the topology.

e To set the static routes, go to Wireless Sensor properties > Network Layer > Enable Static Route IP
and click on Configure static route via GUI and update as below.

= Show/Hide Info

) Configure Reports

€x Set Traffic

[ static IP Routing Configuratian x
Network Based Node Rasad
File Run Simulation
Network Destination Gateway ) =
Ry /] By &
o 0 1 Tort i cannt b cenpty P A AY m ® 5 By Eg >
e
0 1 i Subnet Mask Metrics - &
Wireless_Sensor 3 Properties
nterface ID 1
¥
0o o H
Add Reset Remove ]
& General
&> Position
200 o Network Destination ¥ SubnetMask Y Gateway T Metrics &> Application Layer s
192.168.0.1 255.235255.255 192.168.0.1 & Transport Layer
4 Network Layer =
B
200 A 4 IPva 5
2
Static 1P Koute Enable v -
Configuee Static IF Route: ia file | via Gul =
a0 :
Processing Delay (15) o
oo " DR Iy
00 3
© Interface_1 Zigbee) H

P b
€ (7 AuoComnect (Tn 8 = b——— 4 00%

Figure 4-55: Static route configuration for sensor 1.

e The Static route IPs were configured in Wireless Sensor 1, Wireless Sensor 2, Wireless Sensor 3 etc.
and Wireless Sensor 20 as shown below:

Table 4-11: Static route configured in devices.

Device Network Gateway Subnet Metrics Interface
Destina- Mask ID
tion

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

1

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

2

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

3

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

4

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

i

Wireless Sensor 192.168.0.1 192.168.0.1 255.255.255.255 1 1

20

e Create a CUSTOM application from Sensor to Sink Node by clicking on set traffic tab from the ribbon
on the top. Click on created application and expand application property on right panel, set packet

size to 50 bytes and Inter arrival time to 100000 us.
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e Run the Simulation for 1000 seconds.

e Similarly increase the

number of nodes to 4, 6, 8, 10, 12, 14, 16, 18, 20 and record the results.

Results Case 1: Beacon Mode Disabled (Low Latency)

Results for throughput and latency can be observed from the application metrics window of simulation
results window and to observe transmit energy, receive energy and idle energy, click on additional metrics
in the left and scroll down to the battery model metrics.

[ Simulation Results
X o
View Network Export Results
= Application Metrics
= Link Metrics
\_ Plots
Logs
& Traces
[ 3Packet Capture

{5 saved plots

Additional Metrics

DSR Metrics

Deviceld RREQSent RREP Sent RERR Sent RREQ ForwarRREP ForwarRERR Forwar Route Break Packet Origir Packet Transr Packet Recei\Packet Dropg

1 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0

IEEE802.15.4_Metrics
IEEE802.15.4_Metrics

Device ID PacketTra PacketRecAckTransr AckReceis CCAAtten Successfu FailedCCA Totalback Averageb BeaconTriBeaconRe BeaconFo BeaconTir CAPTime( CFPTime(I

Plot User Options

1 4 17424 0 0 0 4 4 00000 00000 0 0 0 00000 0.0000  0.0000
2 9992 0 0 0 27650 21085 6565 32820160 1982.2528 0 0 4 00000 00000  0.0000
3 8715 0 0 0 27641 21089 6552 32517440, 1964.8000 0 0 0 00000 00000  0.0000
Battery model
Device Name Initial energy(m.Consumed ener Remaining EnerHarvested Energy(m Transmitting energy Receiving energ Idle energy(m)) Sleep energy(m.
WIRELESS SENSOR 2 3888000.000000 13377535618 3876062332779 1439.868397 1859.603126 0000000 11517932492 0.000000
WIRELESS SENSOR 3 3888000.000000 13378435511  3876061.432886 1439.868397 1860719782 0000000 11517715729 0.000000

Figure 4-56:

Observe battery model metrics from NetSim simulation results window.

Table 4-12: NetSim results for simulations of case 1.

Number Avg. Avg. Avg. Average Aggregate Average

of sen- Trans- Receive 1Idle Through- Through- Latency

sor mit Energy Energy put put (Delay)

nodes Energy (mJ) (mJ) (Mbps)  (Mbps)  (us)
(mJ)

2 1860.16 0.00 11517.82  0.0035 0.0070 6768

4 1829.45 0.00 11523.87  0.0032 0.0128 10566

6 1726.93 0.00 11543.78  0.0028 0.0167 12927

8 1596.88 0.00 11569.16  0.0024 0.0190 14317

10 1476.38 0.00 11592.55  0.0020 0.0204 15255

12 1377.65 0.00 11611.73  0.0017 0.0208 15999

14 1298.89 0.00 11626.97  0.0015 0.0209 16651

16 1228.78 0.00 11640.55  0.0013 0.0210 17190

18 1174.44 0.00 11651.14  0.0012 0.0208 17683

20 1127.08 0.00 11660.36  0.0010 0.0203 18167
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Figure 4-58: Plot for Energy (mJ) vs Number of Nodes. Beacon Mode is Disabled.
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Figure 4-59: Plot for Latency (us) vs Number of Nodes. Beacon Mode is Disabled.

Discussion The aggregate throughput increases initially but then decreases by increasing the number
of nodes. The initial increase is because for small number-of-nodes the contention is less and increasing

the node count increases the channel utilization.

With beacon mode disabled, all nodes remain active throughout the simulation, constantly ready to
receive or transmit data. The transmitting energy per node decreases as more nodes are added to the
network, which is due to the distribution of transmissions among more sensors. However, this operational
mode results in a high average idle energy as nodes consume power even when they are not actively

transmitting data.

This transmission mode is suitable for applications that prioritize low latency over energy efficiency.

Network Scenario Open NetSim, Select Examples > IOT-WSN >Wireless Sensor Networks >
Analyzing throughput, latency and energy consumption as we scale the number of sensors > Analyzing
Throughput, Latency, and Energy Consumption in Beacon-Enabled Mode for Energy Efficiency then
click on the tile in the middle panel to load the example as shown in Figure 4-60.
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Figure 4-60: List of scenarios for the example of Analyzing Throughput, Latency, and Energy Con-
sumption in Beacon-Enabled Mode for Energy Efficiency.

Case 2:

e Consider the same scenario as Case 1

e Go to Sink Node > Interface ZIGBEE > Datalink Layer, Set the Beacon Mode to Enable and Set the
Beacon Order to 12 and Super frame Order 10.

e Run the Simulation for 1000 seconds.

Results Case 2: Beacon Mode Enabled (Energy efficiency)

Table 4-13: NetSim results for simulations of case 2.

No. Avg. Avg. Avg. Avg. Avg. Agg. Avg.
of Tx En- Rx Idle Sleep Through- Through- Latency
nodes ergy Energy Energy Energy put put (ps)

(mJ) (mJ) (mJ) (mJ) (Mbps) (Mbps)

2 1703.73  0.2831 2658.87  638.39 0.0032 0.0065 20442177
4 1479.89  0.2831 2702.32  638.39 0.0025 0.0098 20668437
6 1282.07  0.2831 2740.72  638.39 0.0019 0.0114 20627134
8 1137.54  0.2831 2768.78  638.39 0.0015 0.0118 20497185
10 1028.29  0.2831 2789.99  638.39 0.0012 0.0116 20454173
12 949.96 0.2831 2805.19  638.39 0.0009 0.0113 20261225
14 883.15 0.2831 2818.16  638.39 0.0008 0.0107 20173343
16 832.50 0.2831 2827.99  638.39 0.0006 0.0102 19829588
18 792.54 0.2831 2835.75  638.39 0.0005 0.0097 19779115
20 756.68 0.2831 2842.71  638.39 0.0005 0.0092 19432628
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Figure 4-61: Plot for Throughput (Mbps) vs Number of Nodes. Beacon Mode is Enabled.
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Figure 4-62: Plot for Energy (mJ) vs Number of Nodes. Beacon Mode is Enabled.
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Figure 4-63: Latency (us) vs Number of Nodes. Beacon Mode is Enabled.
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Discussion Case 2 introduces beacon-enabled mode in the network, significantly altering energy
consumption patterns and network performance. When beacon mode is enabled, nodes in the network
operate with defined periods for active and sleep states. Nodes wake up at specific beacon intervals to
transmit and receive data, and then go back to sleep. This operation significantly reduces the average
idle energy consumption because nodes are not constantly powered on waiting to receive or transmit data.
Instead, they spend a substantial portion of time in the low-power sleep state, which is reflected in the
sleep energy metrics in the results.

However, this also introduces a substantial increase in average latency, as nodes must wait for their turn
to transmit during the beacon intervals, leading to delays in packet forwarding. This is reflected in the
latency values, which are orders of magnitude higher than in Case 1. Throughput slightly decreases
compared to Case 1, which is due to the time spent in low-power states, reducing the effective transmission
time.

This transmission mode is suitable for applications that prioritize energy efficiency over latency.

Network scenario Open NetSim, Select Examples > IOT-WSN > Wireless Sensor Networks >
Analyzing throughput, latency and energy consumption as we scale the number of sensors > Effect of
Packet Size vs Energy Consumption, then click on the tile in the middle panel to load the example as
shown in Figure 4-64.

[ NetSim Home - %

NetSim Standard

New Simulaton Cri-N  Example Simalations Impact of 20-Byte Packet Size on Energy Cansumption Results

Figure 4-64: List of scenarios for the example of Effect of Packet Size vs Energy Consumption.

Case 3: Effect of Packet Size vs Energy Consumption

e Consider the same scenario as Case-2

e Create a CUSTOM Application with Source ID as Sensor and Destination ID as Sink Node, with the
Packet Size 20 Bytes and Inter Arrival Time 100000 us.

e Run the Simulation for 1000 seconds.
e Record the results from results dashboard.
e Similarly vary the packet size in application to 60B and 100B respectively.

e Rerun the simulation for 1000 seconds. Record the results from the results dashboard.

Results
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Table 4-14: Results table of Case-3.
No. Pkt Avg. Avg. Avg. Avg. Avg. Agg. Avg.
of Size Tx En- Rx Idle Sleep Through-Through-Latency
nodes (B) ergy En- En- En- put put (us)
(mJ) ergy ergy ergy (Mbps) (Mbps)
(mJ) (mJ) (mJ)
2 20 1200.53  0.28 2756.56 638.4 0.0014 0.0028 20319671
4 20 1142.49  0.28 2767.83 638.4 0.0012 0.0047 21071912
6 20 1081.05 0.28 2779.75 638.4  0.001 0.0061 21440249
8 20 1023.47 0.28 2790.93 638.4 0.0009 0.0071 21903767
10 20 969.01 0.28 2801.5 638.4  0.0008 0.0078 22150841
12 20 919.89 0.28 2811.04 638.4  0.0007  0.0083 22737334
14 20 879.28 0.28 2818.92 638.4  0.0006 0.0084 22943219
16 20 839.94 0.28 2826.55 638.4 0.0005 0.0084 23845867
18 20 790.46 0.28 2836.16 638.4  0.0005 0.0082 33464665
20 20 746.35 0.28 2844.72 638.4  0.0004  0.0079 44959110
2 60 1898.03  0.28 2621.16 638.4  0.004 0.0081 20736084
4 60 1731.53 0.28 2653.48 638.4 0.0034 0.0135 21670506
6 60 1569.88  0.28 2684.86 638.4  0.0028 0.017 22822081
8 60 1424.32  0.28 2713.12 638.4  0.0024  0.0191 23630100
10 60 1223.77 0.28 2752.05 638.4 0.0019 0.0191 53919154
12 60 1074.47 0.28 2781.03 638.4 0.0016 0.0188 79323930
14 60 967.4 0.28 2801.81 638.4  0.0013 0.0185 95181466
16 60 885.83 0.28 2817.65 638.4  0.0011 0.0181 107682323
18 60 821.14 0.28 2830.21 638.4 0.001 0.0175 115764304
20 60 770.42 0.28 2840.05 638.4  0.0009 0.017 123905731
2 100 2556.55  0.28 2493.33 638.4  0.0067  0.0134 21258705
4 100 2231.26  0.28 2556.48 638.4  0.0053 0.0211 22658685
6 100 1919.71  0.28 2616.95 638.4 0.0042 0.0252 27512241
8 100 1545.9 0.28 2689.52 638.4  0.0031 0.025 73068592
10 100 1310.88  0.28 2735.14 638.4  0.0025 0.0246 100074374
12 100 1151.74 0.28 2766.03 638.4  0.002 0.0241 118197099
14 100 1035.23  0.28 2788.65 638.4 0.0017 0.0234 129367238
16 100 944.31 0.28 2806.3 638.4  0.0014  0.0229 138470037
18 100 876.48 0.28 2819.46 638.4 0.0012 0.0221 145188141
20 100 819.23 0.28 2830.58 638.4 0.0011 0.0214 150341336
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Figure 4-65: Plot for Sum Throughput (Mbps) vs Number of Nodes with different packet size.
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Figure 4-66: Plot for Energy (mJ) vs Number of Nodes with different packet size.

Discussion Table 4-14 presents detailed metrics for energy consumption, throughput, and latency
across various numbers of nodes and packet sizes (20B, 60B, and 100B).

e Throughput Observations:

— Average Throughput: This metric decreases with the increase in the number of nodes for all
packet sizes. As more nodes are added, the data transmission per node reduces, due to increased
contention and collisions on the network.

— Aggregate Throughput: In contrast to average throughput, aggregate throughput increases initially
as the number of nodes increases but then starts to decrease as further nodes are added. The initial
increase is because for small number-of-nodes the contention is less and increasing the node count
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increases the channel utilization. However, beyond a threshold with more nodes, the likelihood of
collisions increases due to more frequent attempts to access the channel simultaneously.

e Energy Consumption Observations:

— Transmit Energy: Average transmit energy decreases as the number of nodes increases. This is
due to the distribution of transmissions among more nodes.

— Receive and Sleep energy: Receive energy and sleep energy remain relatively consistent across
different numbers of nodes and packet sizes. This indicates that the receive and sleep mode energy
consumption is not dependent on the network size or the packet size but is dependent on the
node’s configuration (hardware) settings.

e Insights:

— Packet Size Efficiency: Larger packet sizes lead to more effective use of the network capacity,
as observed by increase in aggregate throughput with packet size. Larger packets can better
amortize the overheads of transmission, leading to improved application throughputs.

— Energy vs. Throughput Trade-offs: There is an observable trade-off between energy consumption
and throughput. While larger packets improve throughput, they also require more transmit energy.
Conversely, while smaller packets lead to lower transmit energy, they achieve lower throughput.

5 ITOT-WSN Experiments in NetSim

Apart from examples, in-built experiments are also available in NetSim. Examples help the user understand
the working of features in NetSim. Experiments are designed to help the user (usually students) learn
networking concepts through simulation. The experiments contain objective, theory, set-up, results, and
inference. The following experiments are available in the Experiments manual (pdf file).

. One Hop IoT Network over IEEE 802.15.4
. IoT — Multi-Hop Sensor-Sink Path

1

2

3. Performance Evaluation of a Star Topology IoT Network

4. Study the 802.15.4 Superframe Structure and analyze the effect of Superframe order on throughput.

6 Reference Documents

1. O. Landsiedel, K. Wehrle and S. Gotz, “Accurate Prediction of Power Consumption in Sensor Networks.
University of Tiibingen, Germany,” 2005.

2. T. Winter, P. Thubert, A. Brandt, J. Hui, R. Kelsey, P. Levis, K. Pister, R. Struik, J. Vasseur and R.
Alexander, “IETF RFC 6550: RPL: IPv6 Routing Protocol for Low-Power and Lossy Networks”.

3. “IEEE Standard 802.15.4-2011: Low-Rate Wireless Personal Area Networks (LR-WPANSs)”.

7 Latest FAQs

Up-to-date FAQs on NetSim’s IoT/WSN library are available at https://tetcos.freshdesk.com/sup
port/solutions/folders/14000105117
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