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1 Introduction to Network simulation and
NetSim

1.1 Introduction to NetSim (Level 1)

1.1.1 Simulation environment and workflow

NetSim is a network simulation tool that allows you to create network scenarios, model traffic,
design protocols and analyze network performance. Users can study the behavior of a network
by test combinations of network parameters. The various network technologies covered in
NetSim include:

j>\

Internetworks - Ethernet, WLAN, IP, TCP

Legacy Networks - Aloha, Slotted Aloha

Cellular Networks - GSM, CDMA

Mobile Adhoc Networks - DSR, AODV, OLSR, ZRP

Wireless Sensor Networks - 802.15.4

Internet of Things - 6LOWPAN gateway, 802.15.4 MAC / PHY, RPL
Cognitive Radio Networks - 802.22

Long-Term Evolution Networks i LTE

VANETs i IEEE 1609

5G NR - LTE NR

Satellite Communication Networks - TDMA

> > > >y > > D>

> > >

>\

Software Defined Networking i Open flow protocol
A Advanced Routing and Switching - VLAN, IGMP, PIM, L3 Switch, ACL and NAT

A UWAN i Slotted Aloha

The NetSim home screen is as shown below see Figure 1-1. Click on the network type you

wish to simulate.
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[ Netsim Home

NetSim Standard

Network Simulation/Emulation Platform

Version 133.11 (64 8it)

Choose a Network

New Simulation CtrleN

Your Work CtrlsO
Examples

Experiments

License Settings

Exit AlteF4

Support

@il Internetworks (Base)

Features TCP, 1P, Routing, Wi-Fi, Ethemet, RF
Propagation, Application Models, Network Stack,
Simulation Kernel, Animator and Plot Engine

€6 Internet of Things

Features WSN, RPL and 6LOWPAN with MANET
routing. loT interfaces with Intemetworks and
MANETs libraries

&6 56 NR

Based on 3GPP 38 series standards. 5G
interfaces with Intemetworks library

NR

@ Licensed

! Advanced Routing
Features VLAN, Multicast Routing: IGMP and PiM,
L3 Switch, ACL and NAT. Access these features
within the properties of Switches and Routers
available in C1

urrent worksp

Learn

€ Legacy Networks
Features Pure Aloha, Slotted Aloha, GSM and
CDMA. Legacy Networks run standalone and do
not interface with Internetworks library

@ Cognitive Radio Networks
Based on 80222 standard and interfaces with
Internetworks libeary

@i Satellite Comm. Networks
Features Geo stationary satellite, TOMA in Ku
Band and MF-TDMA in Ka Band per DVB S2
Interfaces with Intemetworks library

@ Licensed

8 Software Defined Networks

Based on Openflow protocol. Access this feature
within the properties of all L3 devices. SON
interfaces with all components except €2 and
(@}

c4 Mobile Adhoc Network

Features DSR, AODV, OLSR and ZRP routing
protocols, and multiple MANETs with bridge
nodes. MANETs interface with Intemetworks
library

€@ LTE/LTE-A

Based on 3GPP 36 series standards. LTE
interfaces with Internetworks library

2  Underwater Acoustic Networks

Features underwater communication using the
acoustic PHY and Thorp propagation models
Interfaces with legacy networks for running
slotted aloha in MAC layer.

Adgon Network Emulator

Connect real systems running live applications to
NetSim. Interfaces with all components except
C2. Access this feature inside Application
properties.

Documentation

Figure 1-1: NetSim Home Screen

© TETCOS LLP. All rights reserved

€1 Wireless Sensor Networks
Based on 802154 MAC/PHY interfaces with
MANETs library

ensed

8 LU

@ Vehicular Adhoc Networks

Based on IEEE1609 Wave and IEEEB02.11p with
MANET  routing. VANETs interface  with
Internetworks fibrary and SUMO

@ Licensed

Adaon Advanced 56
Features advanced 5G features including DL and
UL interference, Block error rate (BLER) and Outer
loop fink adaptation (OLLA). Access these
features within the 5G NR and LTE components.

Contact Us

Email - sales@tetcos.com

Phone - +91
Website :

Network Design Window: A user would enter the design window upon selecting a network

type in the home screen. The NetSim design window GUI see Figure 1-2. It enables users to

model a network comprising of network devices like switches, routers, nodes, etc., connect

them through links, and model application traffic to flow through the network. The network

devices shown in the palette are specific to the network technologies chosen by the user.

m Internetworks. Workspace Name: Vaishnavii.

File  Options Help
. ) /" Wired/Wireless %4 Plots
Q '\:;' I ‘Cjﬁ B Packet Trace @
Node Switch  Router  Access_Point Application FFI‘_T‘ Logs Run B4 Display Settings
50 100 150 200 250 300 350
0
=
50 /
" Wireless_Node_5
-t L
[« 12 ] 4 6
|
1 =) 2 ey 3 roon 4 g
Wired_Node_1 L2 Switch_2 Router_3 A((ess}ﬁ’o{nlj Wireless_Node_6
N
=
oo Wireless_Node_7
150

Description:

Figure 1-2: Network Design Window

1. File - In order to save the network scenario before or after running the simulation into the

current Workspace,
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A Click on File A Save to save the simulation inside the current workspace. Users can
specify their own Experiment Name and Description (Optional).

A Click on File A Save As to save an already saved simulation in a different name after
performing required modifications to it.

A Click on Close, to close the design window or GUI. It will take you to the home screen of
NetSim.

2. Options - Go to Options A Grid/Map Settings and choose the type of environment. Here
we have chosen the Grid/Map in the form of a Grid. Map option can be used for specific
cases like while designing VANET scenarios.

3. Help - Help option allows the users to access all the help features.

A Video Tutorials 7 Assists the users by directing them to our dedicated YouTube
Channel A T E T C Ovhere we have lots of video presentations ranging from short to
long, covering different versions of NetSim up to the latest release.

A Answers/FAQ T Assists the user by directingthemtoour A Net Si m Supp,ort Por
where one can find a well-structured i Kn o wl e d g e corBiatingeod answers or
solutions to all the commonest queries which a new user can go through.

A Raise a Support Ticket i Assists the user by directingthemtoouri Net Sim Support
Por t,ahlere onecanit Sub mi t aorin dtherkverds daise his/her query, which
reaches our dedicated Helpdesk and due support will be provided to the user.

A User Manual i Assists the user with the usability of the entire tool and its features. It
highly facilitates a new user with lots of key information about NetSim.

A Source Code Help i Assists the user with a structured documentation for i Net Si m
Sour ce Co dwhichthelgs thé users who are doing their R&D using NetSim with
a structured code documentation consisting of more than 5000 pages with very much
ease of navigation from one part of the document to another.

A Open-Source Code T Assists the user to open the entire source codes of NetSim
protocol libraries in Visual Studio, where one can start initiating the debugging process
or performing modifications to existing code or adding new lines of code. Visual Studio
Community Edition is a highly recommended IDE to our users who are using the R&D
Version of NetSim.

A Experiments T Assists the user with separate links provided for 30+ different
experiments covering almost all the network technologies present in NetSim.

A Technology Libraries i Assists the user by directing them to a folder comprising of
individual technology library files comprising all the components present in NetSim.

Below the menu options, the entire region constitutes the Ribbon/Toolbar using which the
following actions can be performed:
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Click and drop network devices and right click to edit properties.

Click on Wired/Wireless links to connect the devices to one another. It automatically
detects whether to use a Wired/Wireless link based on the devices we are trying to
connect.

Click on Application to configure different types of applications and generate traffic.
Click on Plots, Packet Trace, and Event Trace and click on the enable check box option
which appears in their respective windows to generate additional metrics to further
analyze the network performance.

Click on Run to perform the simulation and specify the simulation time in seconds.
Display Settings option is mainly used to display various parameters like Device Name,

IP, etc., to provide a better understanding especially during the designing of the scenario.

Results Window: Upon completion of simulation, Network statistics or network performance

metrics reported in the form of graphs and tables. The report includes metrics like throughput,

simulation time, packets generated, packets dropped, collision counts etc. see Figure 1-3 and

Figure 1-4.

[ simulation Results

x
Network Performance Application_Metrics_Table Gl X | TCP_Metrics Table X
Link_Metr

nietries Applcation_Metrics [] Detailed View | TCP_Metrics [ Detailed View

Queus Metrics

TCP_Metrics
1P_Metrics
1P_Forwarding_Table
UDP Metrics

IEEEB02.11_Metrics

Applicationld  Throughpu

n  SegmentSent SegmentReceived AckSent AckReceived  Duplicate ack receiver
Application 0 0 0 0 0

4981 0581781

Switch Mac address table

Application_Metrics

plots

Link_Throughput

Application_Throughput

Link_Metrics Table X Queue Metics Table X

Link_Metrics [ Detailed View | Queue_Metrics [] Detailed View

Export Results (xls/.csv) Packet transmitted Packet errored  Packet_collided Deviceid  Port.id Queued_pa.. Dequeued_.. Dropped_p..

Link id  Link throughput plot:

Print Results (.htmi) Dats  Contol Data Control Data Control

o

No content in table

Restore To Original View

v14.0

Figure 1-3: Results Window
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[ NetSim - Plots
L 7o)
@ ®
Show me
1 Instantaneous
1 Cumulative Moving Avg. App1_CBR_Throughput

§ Time Avg.

Plot Settings

Chart Title App1_CBR Throughput 70

Figure 1-4: Application Throughput Plot

Description:

1. Below Simulation Results, clicking on a particular metrics will display the respective metrics
window.

Clicking on links in a particular metrics will display the plot in a separate window.

Enabling Detailed View by clicking on it will display the remaining properties.

Clicking on Restore to Original View will get back to the original view.

a ~ w0 DN

Click on Open Packet Trace / Open Event Trace to open the additional metrics which

provide in depth analysis on each Packets / Events.
1.1.2 How does a user create and save an experiment in workspace?

To create an experiment, select New Simulation-> <Any Network> in the NetSim Home Screen

Figure 1-5.

v14.0 Page 9 of 293



3 Nesim Home

NetSim Standard

Network Simulation/Emulation Platform

Version 13.2.35 (64 Bit)

New Simulation

Your Work

mples

Experiments

License Settings

Exit

Support

CtrteN

Cul-0

Alt+F4

Choose a Network

@) Internetworks (Base)

Features TCP, IP, Routing, Wi-Fi, Ethernet, RF
Propagation, Application Models, Network Stack.
Simulation Kernel, Animator and Piot Engine

@ Licensed

1 Internet of Things

Features WSN, RPL and 6LOWPAN with MANET
routing. loT interfaces with Intemetworks and
MANETs libraries

@ Licensed

&8l 5GNR
Based on 3GPP 38 series standards. 5G NR
interfaces with Internetworks fibrary

@ Licensed

18 Advanced Routing
Features VLAN, Multicast Routing: IGMP and PIM,
L3 Switch, ACL and NAT. Access these features
within the properties of Switches and Routers
available in C1

urrent wo

Leamn

2 Legacy Networks
Features Pure Aloha, Siotted Aloha, GSM and
CDMA. Legacy Networks run standalone and do
not interface with Intemetworks library

& Licensed

&l Cognitive Radio Networks
Based on 80222 standard and interfaces with
Internetworks fibrary

& Licensed

@i Satellite Comm. Networks
Features Geo stationary satellite, TDMA in Ku
8and and MF-TDMA in Ka Band per DVB S2
Interfaces with Intenetworks library

@ Licensed

B Software Defined Networks
8ased on Openflow protocol. Access this feature
within the properties of all L3 devices. SDN
interfaces with all components except C2 and
o

& Mobile Adhoc Network

Features DSR, AODV, OLSR and ZRP routing
protocols, and multiple MANETs with bridge
nodes. MANETs interface with Intemetworks
ibrary

@ Licensed

%8l LTE/LTE-A
Based on 3GPP 36 series standards. LTEATE-A
interfaces with Internetworks library

@ Licensed

@2 Underwater Acoustic Networks
Features underwater communication using the
acoustic PHY and Thorp propagation models.
Interfaces with legacy networks for running
slotted aloha in MAC layer,

@ Licensed

Adaon Network Emulator

Connect real systems running five applications to
NetSim. Interfaces with ail components except
C2. Access this festure inside Application
properties.

Documentation

Figure 1-5: NetSim Home Screen
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U
Ne TSl

€1 Wireless Sensor Networks
Based on 802154 MAC/PHY interfaces with
MANETs library

@ Licensed

1 Vehicular Adhoc Networks
Based on IEEE1609 Wave and IEEES02.11p with
MANET routing. VANETs interface with
Internetworks library and SUMO

@ Licensed

Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website

Create a network and save the experiment by clicking on File->Save button on the top left.

File

Save

Save As

Close

Options

Help

Ctrl+5
Shift+Ctrl+5

Alt+F4

Router

Bridge Node

Figure 1-6: Save the network using file option

A save popup window appears which contains Experiment Name, Workspace path and

Description see Figure 1-7.

v14.0

m Save Experiment

Select files to save

> W Metrics files

3 files selected 124.91 KB

Cenfiguraticn files

Select the experiment files you wish to save
The experiment files will be saved in the current warkspace. If you wish to save the experiment into a

available in NetSim Home > Your Work.

different lacation in your system, first save the experiment and then use the export experiment option

Current Workspace: C\Users\Hanuman'\Documents\NetSim\Workspaces\Default

Experiment Name

| pANET

(Special charactsrs and whitespace are not allowsd. Max. 75 characters)

Description

Save

Cancel

Figure 1-7: NetSim Save Window
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Specify the Experiment Name and Description (Optional) and then click on Save. The
workspace path is non-editable. Hence all the experiments will be saved in the default
workspace path. After specifying the Experiment Name click on Save.

In our example we saved with the name MANET and this experiment can be found in the

default workspace path see below Figure 1-8.

4\ » ThisPC » Documents » MetSim > Workspaces » Default
MName Date modified Type Size
3F Quick access
bin_x64 24-11-2021 14:10 File folder
@ OneDrive - Personal MANET 24-11-202114:11 File folder
+ [ This PC srC 24-11-2021 14:10 File folder
E Experimentinfo.xml 24-11-2021 1470 AML File 1 KB

W 3D Objects

Figure 1-8: NetSim Default Workspace Path
Users can also see the saved experiments in Your work menu shown below Figure 1-9.

= ChUsers\Hanuman\Documents\NetSim\Waorkspaces\Default

New Simulation Cirl=N Name Date Modified Network Type Size

Your Work Ctrl+0 I £ MANET Nov 24 2021, 14:11:12 PM Mobile_Adhoc_Metworks 127.91 KB I

Examples

Experiments

Figure 1-9: Your Work Menu

i S av e opiands also available to save the current experiment with a different name.

1.1.3 Typical sequence of steps to perform the experiments provided in this

manual

The typical steps involved in doing experiments in NetSim are:
A Network Set up: Drag and drop devices and connect them using wired or wireless links.

A Configure Properties: Configure device, protocol, or link properties by right clicking on

the device or link and modifying parameters in the properties window.

)>\

Model Traffic: Click on the Application icon present on the ribbon and set traffic flows.
Enable Trace/Plots (optional): Click on packet trace, event trace and Plots to enable.
Packet trace logs packet flow, event trace logs each event (NetSim is a discrete event
simulator) and the Plots button enables charting of various throughputs over time.

A Save/Save As/Open/Edit: Click on File A Save / File A Save As to save the
experiments in the current workspace. Saved experiments can then opened from NetSim
home screen to run the simulation or to modify the parameters and again run the

simulation.

NOTE: Example Configuration files for all experiments would available where NetSim has been installed. This

directory is (<NetSim_Install_Directory>\Docs\Sample_Configuration\NetSim_Experiment_Manual)
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1.2 Understand the working of basic networking commands
- Ping, Route Add/Delete/Print, ACL (Level 1)

1.2.1 Theory

NetSim allows users to interact with the simulation at runtime via a socket or through a file.
User Interactions make simulation more realistic by allowing command execution to

view/modify certain device parameters during runtime.

1.2.1.1 Ping Command

A The ping command is one of the most often used networking utilities for troubleshooting
network problems.

A You can use the ping command to test the availability of a networking device (usually a
computer) on a network.

A When you ping a device, you send that device a short message, which it then sends
back (the echo)

A If you receive a reply then the device is in the Network, if you do not, then the device is

faulty, disconnected, switched off, or incorrectly configured.
1.2.1.2 Route Commands
You can use the route commands to view, add and delete routes in IP routing tables.

A route print: In order to view the entire contents of the IP routing table.
A route delete: In order to delete all routes in the IP routing table.
A route add: In order to add a static TCP/IP route to the IP routing table.

1.2.1.3 ACL Configuration

Routers provide basic traffic filtering capabilities, such as blocking the Internet traffic with
access control lists (ACLs). An ACL is a sequential list of Permit or Deny statements that
apply to addresses or upper-layer protocols. These lists tell the router what types of packets
to: PERMIT or DENY. When using an access-list to filter traffic, a PERMIT statement is used

tofi al | toaffic while a DENY statementis usedto i b | o traki@
1.2.2 Network setup

Open NetSim and click on Experiments> Advanced Routing> Basic networking
commands Ping Route Add/Delete/Print and ACL then click on the tile in the middle panel
to load the example as shown in below Figure 1-10.
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[ Netsim Home

NetSim Professional

Version 14.0.28 (64 Bit)

New Simulation Cerl+N Experiments Basic networking commands Ping Route-Add/Delete/Print and ACL Results

Your Work Cul+0 Internetworks. NetSim allows users to interact with the simulation at runtime via a socket or through a file. User

apine # B:Advanced Routing Ineractions make simultion mr realstc by allowing command execution o view/modify cerain =
Understanding VLAN operation in L2 and L3 Switches device pacameters rkng tuRicie c)*

Experiments Understanding Access and Trunk links VLANs. Network Commands
L Public IP Address and NAT( Address Translation)
Basic networking commands Ping Route-Add/Delete/Print and ACL ] | pinc. icMp set a5 TRUE e <
10T-WSN Interactive Simulation: TRUE Y 2
5GNR e
Cognitive Radio Networks \

Cellular Networks
Legacy Networks

Commands to configure ACL
- To view ACL syntax: acl print
« Before using ACL, we must first verify whether ACL option
enabled. A common way to enable ACL is to use command
ACL Enable

License Settings

¢ « Enter configuration mode of ACL: aclconfig
= To view ACL Table: Print

Exit Alt+F4
*To exit from ACL configuration: exit
= To disable ACL: ACL Disable (use this command after exit
from ACL Configuration)
Leam networking concepts through simulation experiments. Documentation comes with objective, theory, set-up, results, and discussion. Expand and click on the file name to display experiments and associated content. Then click on a tile in the middle panel
to load the simulation. Click on the book icon on the left (Experiments) panel to view documentation (pdf).
Documentation Contact Us

Support Leam
. Email - salesOtetcos.com

Phone - +91 767 605 4321
Website

Figure 1-10: List of scenarios for the example of Basic networking commands Ping Route
Add/Delete/Print and ACL

NetSim Ul displays the configuration file corresponding to this experiment as shown below

Figure 1-11.

Router 4
Interface_1 (WAN) : 11.0.0.2 GW:
Interface_2 (WAN) : 11.0.0.11 GW:

3

(3 %)
>/ s N
Router 3 Router 5
Interface_1 (Etherne) : 192.168.0.1 GW: Interface_1 (WAN) : 11.0.0.10 GW:
Interface_2 (WAN) : 11.0.0.3 GW: Interface_2 (Ethernet) : 192.169.0.1 GW:
1 Interface_3 (WAN) : 11.0.0.19 GW: Interface_3 (WAN) : 11.0.0.18 GW:
1 2
ipp‘L(BR
Wired_Node_1 Wired_Node 2
Interface_1 (Ethernet) : 192.168.0.2 GW:192.168.0.1 Interface_1 (Ethemet) : 192.169.0.2 GW:192.169.0.1

Figure 1-11: Network set up for studying the Basic networking commands Ping Route
Add/Delete/Print and ACL

1.2.3 Procedure
The following set of procedures were done to generate this sample:

Step 1: A network scenario is designed in NetSim GUI comprising of 2 Wired Nodes and 3
Routersinthe il nt er n e Network Libsag.

Step 2: In the Network Layer properties of Wired Node 1, fi| CMP S is aet as SRUE.

Similarly, ICMP Status is set as TRUE for all the devices as shown Figure 1-12.
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‘f Wired_Node_1 Properties - X

KN ./is Q ® @:b E]:-

B> General

> Position

> Application Layer
> Transport Layer

4 Network Layer

4 |Pv4

ICMP Status TRUE -

ICMP Continuous Polling Time (s} 3
Static IP Route Disable v
IGMP Status FALSE v

Processing Delay (ps) 0

Figure 1-12: Network Layer properties of Wired Node 1
Step 3: In the General properties of Wired Node 1, Wireshark Capture is set as Online.

Step 4: Right click on the Application Flow Appl CBR and select Properties or click on the

Application icon present in the top ribbon/toolbar.

A CBR Application is generated from Wired Node 1 i.e., Source to Wired Node 2 i.e.,
Destination with Packet Size remaining 1460Bytes and Inter Arrival Time remaining 233.6s.

Transport Protocol is set to UDP.

Additionally, theid St ar t Tparametér & $ebdto 30, while configuring the application. This
time is usually set to be greater than the time taken for OSPF Convergence (i.e., Exchange of
OSPF information between all the routers), and it increases as the size of the network

increases.

Step 5: Packet Trace is enabled in NetSim GUI. At the end of the simulation, a very large .csv
file contains all the packet information is available for the users to perform packet level
analysis. Plots are enabled in NetSim GUI.

Step 6: Before simulating the scenario, right click on Router 3 or any other Router and select

AiNet Si m Caoptios aslshown
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A
LS

Rot uter,/‘i\

Interface_1 (WAN) : 11.0.0.2 GW:

Interface_2 (WAN) : 11.0.0.11 GW:

\
5
%)

LA
/\ Open properties as new window 5 \
Rou Router_5

Interface|  NetSim Console Interface_1 (WAN) : 11.0.0.10 GW:
Interface  Remove Interface_2 (Ethernet) : 192.169.0.1 GW:
1 Interface3 (WAN) : 11.00.18 GW: Interface_3 (WAN) : 11.0.0.18 GW:
1 2
»
App1_CBR
Wired_Node_1 Wired_Node 2
Interface_1 (Ethernet) : 192.168.0.2 GW:192.168.0.1 Interface_1 (Etheme?) : 192.169.0.2 GW:192.169.0.1

Figure 1-13: Select NetSim Console
1 Now Client (NetSimCLI.exe) will start running and it will try to establish a connection with
NetSimCore.exe as shown in Figure 1-14.

Figure 1-14: Connection established.

Step 7: Click on Options and select Run Time Interactions as shown below

ﬁ File — Options Help |Network Internetworks | Workspace: tdy
% Create| Open MATLAB Interface 111 Configure Reports Z Show/Hide Info
| Run Time Interaction |
Device If [ Show Wired Link Information Show Application Flow

Static ARP

Device Name Show Wireless Link

Device Properties Links Applications

Figure 1-15: Runtime Interaction window
1 Inthe Run time Interaction tab, Interactive Simulation option is set to True and click on
OK.
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‘ Runtime Interaction _ O %

NetSim allows users to interact with simulations at runtime via command execution to view/
modify certain device parameters during runtime.

There are two options available for runtime interaction. Interaction can be set to be via a
socket or through a 'input.txt’ file in a predefined format.

This input.txt file accepts all the commands that NetSim's interactive simulation supports,

Interactive Simulation True M

File Name

QK Cancel

Figure 1-16: Runtime Interaction Simulation window

9 Click on Run simulation window and simulate it to 300 sec.

¥ NetSim - Run Simulation - X

Simulation Time
Enter desired simulation time. Valid range is 0.0001 to 100,000 seconds.

Simulation Time | 300

Seed Value
Enter seed value between 1 to 99,999,999. The seed values are used to generate random
numbers in simulation.

Seed 1 12345678 Seed 2 | 23456789

Run Cancel

Figure 1-17: Run Simulation Window
NOTE: It is recommended to specify a longer simulation time to ensure that there is sufficient time for the
user to execute the various commands and see the effect of that before the Simulation ends.
1 (NetSimCore.exe) will start running and will display a messagefiwai ti ng f or

t o ¢ o nasshowndelow.

B | C\Users\Navya\Documents\NetSim\Workspaces\tdy\bin_x64\NetSimCore.exe — O ke

Roaming Licenses:

<none>

Start. Checking for lic vailable (this may take upte 2 min) -

. Product>Edition
111111111111
m path- C
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Figure 1-18: Waiting for first client to connect.

1 After this the command line interface can be used to execute all the supported commands.

[ C\Program Files\NetSim\Standard_v14_0\bin\NetSimCLl.exe — O x

Initialising Winsock...Initialised.
Connecting to device DESKTOP-186732.
Connection attempt: 5

Figure 1-19: Connection establishment.

1.2.4 Network Commands

1.2.4.1 Ping Command

A You can use the ping command with an IP address or Device name.

A ICMP_Status should be set as True in all nodes for ping to work.

Ping <IP address> e.g. ping 192.169.0.2
Ping <Node Name> e.g. ping Wired_Node_ 2

B | C:\Program Files\NetSim\Standard_v14_0\bin\NetSimCLLexe - O x

Initialising Winsock...Initialised.
Connecting to device DESKTOP-100732.
Connection attempt: 1

Connection established.

Figure 1-20: Pinging Wired_Node_2

1.2.4.2 Route Commands

A To view the entire contents of the IP routing table, use following command route print

route print
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B | C:\Program Files\NetSim\Standard_v14_0\bin\NetSimCLl.exe

Netmas| ref Gateway er e Metric
2 .0 100

MULTICA
on-link BROADCAST

NetSim>

Figure 1-21: IP routing table
AYoubll see the routing table entries with net
packets are forwarded whent hey are headed to that destinat
added static routes to the table, everything you see here is dynamically generated.

A Todel ete a route in the I P routing table youbdl

route delete destination_network

A So, to delete the route with destination net w
command

route delete 11.0.0.10

A To check whether route has been deleted or not check again using route print
command.

ATo add a static route to the table, youodoll ¢ty

route ADD destination_network MASK subnet_mask gateway_ip metric_cost interface

A So, for example, if you wanted to add a route specifying that all traffic bound for the
11.5.1.2 subnet went to a gateway at 11.5.1.1

route ADD 192.168.0.2 MASK 255.255.255.255 11.0.0.2 METRIC 1 IF 2

A If you were to use the route print commandtolookatt he t abl e now, youdd s
static route.
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Figure 1-22: Route delete/ Route add

NOTE: Entry added in IP table by routing protocol continuously gets updated. If a user tries to remove a route via

route delete command, there is always a chance that routing protocol will re-enter this entry again. Users can use
ACL / Static route to override the routing protocol entry if required.

1.2.4.3 ACL Configuration
Commands to configure ACL

A To view ACL syntax: acl print

A Before using ACL, we must first verify whether ACL option enabled. A common way to
enable ACL is to use command: ACL Enable

Enter configuration mode of ACL: aclconfig

To view ACL Table: Print

A To exit from ACL configuration: exit

> >

A To disable ACL: ACL Disable (use this command after exit from ACL Configuration)

To view ACL usage syntax use: acl print

[PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT DPORT IFID

1.2.4.4 Step to Configure ACL

A To create a new rule in the ACL, use command as shown below to block UDP packet in
Interface 2 and Interface 3 of Router 3.

A Application properties A Transport Protocol A UDP as shown Figure 1-23
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