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1 Introduction 

A network simulator mimics the behaviour of networks but cannot connect to real networks. 

NetSim Emulator enables users to connect NetSim simulator to real hardware and interact 

with live applications.  

Á NetSim emulator is an IP based, data plane, flow-through emulator. This means: 

Á It can interact with IP based devices. 

Á It can emulate data place functionality and not control plane functionality. 

Á The source and destination for traffic should be external. A virtual device within NetSim 

cannot be a source or sink for traffic. 

1.1 Emulation: How Simulation interacts with the real world 

 
Figure 1-1: Simulator interacting with the real world 
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A real PC (running NetSim Emulation Client) sends live traffic to the PC (running NetSim 

Emulation Server). Whenever a packet arrives at the interface of server, this packet is 

ñconvertedò into a simulation packet and sent from a source node (user selectable) in the 

simulated network (user configurable) to a destination node (again user selectable). Upon 

receipt of this packet at the destination, the packet is then ñre-convertedò and sent back to a 

real PC destination node (running NetSim Emulation Client). The real packet thus undergoes 

network effects such as delay, loss, error etc. created virtually by NetSim Simulator.  
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2 Emulation Set-up 

The set-up to run emulation would be to have a minimum of three (3) PCôs. One would be the 

real source, the second would run NetSim emulation server, and the third would be the real 

destination.  

Prerequisite for NetSim Emulation: Enabling IP routing in windows. 

IP Routing is the process that allows data to cross over a network of computers rather than 

just one. Routing is often disabled by default in Windows, to check whether IP routing enabled 

or not. 

Open Command Prompt (cmd.exe) type ipconfig /all. It will show if IP Routing Enabled: Yes\ 

No. If IP Routing Enabled is set to No we may have to manually enable IP routing as shown 

Figure 2-1. 

 

Figure 2-1: IP Routing Enabled 

Steps to enable IP routing in windows: 

 Open the start menu, and type REGEDIT32.EXE into the search box. Hit enter. You can 

also click on "Run" and type REGEDIT to open it. 

 Navigate to the 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\I

PEnableRouter setting 

 Right click and select Modify. Change 0 to 1 and click OK then exit the editor as shown 

below Figure 2-2. 
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Figure 2-2: IP Enable Router value is set to 1 

 Restart the system and check if IP Enabled Router is set to Yes by using the command 

ipconfig /all 

2.1 Setting up the NetSim Server 

NOTE: Never use NetSim License server as Source or destination for emulation application. Also, if the 

license server is running on Virtual Machine (VM) than any VM on that physical system cannot be used as 

source or destination. If used, this will lead to license check out problems in the license server. 

Á Run NetSim in Administrative Mode (Right Click on NetSim.exe Ą Run as 

Administrator). 

Á User has to open any Stack based Network (Any network except Legacy Networks and 

Cellular Network) in NetSim with Emulation. 

Á Create a network scenario of your choice (refer application examples provided) and set 

the Application properties as shown below Figure 2-3. 
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Figure 2-3: Application properties window 

Á In the Application Properties, set Application Type as ñEMULATIONò. Assign real Source 

IP address and Destination IP address in the respective fields. Then Click OK.  

Á Set the Simulation Time as how long you want to perform the Emulation in Real World. 

Do not run the simulation until setting up Emulation in the Client system.   

NOTE:  If the Emulation Server is located in a different subnet from clients 

Á User has to configure the router settings of the real-world network so as to allow the 

packets to be transmitted to the Emulation Server. 
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Á For Example, if we consider a sample real world network scenario where the Emulation 

clients and server are located in different subnets as shown Figure 2-4. 

 
Figure 2-4: Emulation Server is located in a different subnet from clients 

Á Routing table of router 3 needs to be configured such that any packet having Source 

Address as IP Address of Node 6(Client Source) and Destination Address as IP Address 

of Node 8(Client Destination) must be routed to Emulation Server. NetSim configuration 

will ensure that the packet is re-injected with destination set to the appropriate IP 

Address (set in the application properties) 

2.2 Setting up the Client systems (Real Source and 

Destination system) 

The client systems which are sources of real traffic can be connected to NetSim emulator by 

resetting the gateway. NetSim Emulator supports both Windows and Linux clients. Once the 

gateway for the client system is set as the NetSim Emulator PC then traffic from the clients 

will go via NetSim Emulator PC. The steps involved in configuring the gateway will vary based 

on the operating system used. 

2.2.1  Configuring Windows clients 

The following steps can be used to configure the gateway IP address in systems running 

windows operating system. 

Á Open command prompt in administrative mode as shown Figure 2-5. 

 
Figure 2-5: Run Command prompt in administrative mode 
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Á Type command, route delete <Network Address> 

Then press Enter key. You will get ñOKò. For example, if your IP address is 192.168.0.4 and 

the subnet mask is 255.255.255.0 then the network address is 192.168.0.0 (Got by performing 

a bitwise AND of the IP Address and the subnet mask) 

Á Type command  

route add <Network Address>mask  255.255.255.0  <IP Address where NetSim 

Emulation server is running>  metric  1 

Here the subnet mask is taken as 255.255.255.0). After execution, you will get ñOKò. 

Á Type command  

netstat ïr 

To check if the IP configuration is done or not. 

 
Figure 2-6: Route Table 

Note that in the above screenshot, for the network 192.168.0.0, the gateway address assigned is 

192.168.0.87(Address of the system where NetSim Emulation Server is running). 

2.2.2  Configuring Linux clients running RHEL 7 

Go to the Wired Settings option in the Network Adapter Icon. 
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Figure 2-7: Wired Settings option in the Network Adapter Icon 

In the IPV4 settings, set static IP Address to the machine and specify the Emulation Server IP 

as the Gateway IP. 

 
Figure 2-8: Set static IP Address to the machine and specify the Emulation Server IP as the Gateway 

IP 

Example: If 192.168.0.141 is the IP of the system where Emulation Server is running. This is 

specified as the gateway IP. 
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Figure 2-9: Setting up Gateway to Emulation Server IP:192.168.0.141 

Turn off Automatic DNS. 

 
Figure 2-10: Turn off Automatic DNS 

Turn off and on the Network Adapter 

 
Figure 2-11: Turn off Network Adapter 
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Figure 2-12: Turn ON Network Adapter 

Open terminal window 

Type command 

su 

This is to switch to root user. 

Enter the root password 

Type command 

ip route 

This is to check the default route 

It will now show the default via <Emulation server IP> 

 

Figure 2-13: Default route 

Type command  
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ip route del <Network Address> 

 
Figure 2-14: ip route del 192.168.0.0/24 

Example: 

ip route del 192.168.0.0/24 

Type command 

ip route   

This is to check if the IP configuration is done. 

 
Figure 2-15:  IP configuration is done 

2.2.3  Configuring Linux clients running Ubuntu 

In Ubuntu Environment, if you want to set NetSim Emulator as the gateway, you can use 

command line tool in your client systems such as 

Á ip command ï show / manipulate routing, devices, policy routing and tunnels. 

Á route command ï show / manipulate the IP routing table. 
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Á Save routing information to a configuration file so that after reboot you get same default 

gateway. 

Any of the following methods can be used for this purpose: 

In this example we have considered the NetSim Emulator IP address as 10.244.1.55 

Á ip command to set a default router to 10.244.1.55 

Login as the root and type: 

# ip route add default via 10.244.1.55 

OR 

$ sudo ip route add default via 10.244.1.55 

Á route command to set a default router to 10.244.1.55 

Login as the root and type: 

# route add default gw 10.244.1.55 

OR 

$ sudo route add default gw 10.244.1.55 

Á Save routing information to a configuration file /etc/network/interfaces 

Open /etc/network/interfaces file 

# vi /etc/network/interfaces 

OR 

$ sudo vi /etc/network/interfaces 

Find eth0 or desired network interface and add following option 

gateway 10.244.1.55 

Save and close the file. Restart networking: 

# /etc/init.d/networking restart 

OR 

$ sudo /etc/init.d/networking restart 

After setting static routes through NetSim Emulator, you can use 'traceroute <destination 

ip>' command in the client systems to check if the packets are sent via the NetSim emulator. 

2.2.4  Configuring Raspberry Pi clients 

Open Raspberry PI terminal and apply ñsudo suò 

Á Apply ñnano /etc/sysctl.confò command and edit the file by adding the following 

comment 

net.ipv4.ip_forward=1 
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Á To save and Exit  

[Ctrl] + X, then chose yes or no 

Á Apply ñnano /etc/sysctlò command 

Á Then add the following comments 

a. IP_DYNIP=ònoò 

b. IP_TCP_SYNCOOKIES=òyesò 

c. IP_FORWARD=òyesò 

Á Follow step 3 

 
Figure 2-16: Print interface ID 

Á Apply ñnano /etc/dhcpcd.confò 

a. change the òstatic routersò to NetSim Server IP as shown in the below image 

Á Apply ñrouteò command 

 
Figure 2-17: Route Print 

Á Apply ñip r del <network ip>/24ò 

 
Figure 2-18: ip r del 192.168.0.0/24 

Example: ip r del 192.168.0.0/24 

Á Apply ñping <any ip within the network>ò.  Example: ping 192.168.0.202 
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Figure 2-19: Pinging to 192.168.0.202 

2.3 Setting up the network for client systems 

communicating across the network 

Devices communicating across networks can be connected to NetSim Emulator. This is 

achieved by connecting the system running NetSim to the routers which connect to the client 

machines taking part in communication. 

2.3.1  System Configuration 

Connecting devices across network to NetSim emulator involves configurations at the router 

and in the NetSim Emulator system. There is no configuration required in the client systems 

communicating across the network, unlike the case of emulation within the same network. 

Á The System running NetSim Emulator will require two or more Network Interface Cards 

(NICs) to connect to different networks.  

Á Static routes should be set to route packets to specific Network Interfaces as they come 

in. 

Á Static routes should be set for routing any external network traffic to the interface that 

connects to NetSim emulator. 

Consider the network shown in the figure below Figure 2-20. 
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Figure 2-20: LAB Setup 

PC 1 and PC 2 are connected to Router 1 and Router 2 respectively. NetSim Emulation PC 

connects to Router 1 in one of its interface and Router 2 in the other. 

To send packets exchanged between PC1 and PC2 via NetSim Emulator, following settings 

are to be done: 

Router 1  

Route is added to send any packet to PC 2(192.168.4.2), to NetSim Emulator interface that is 

connected to it. (Interface with IP 192.168.1.2) 

Router 2  

Route is added to send any packet to PC 1(192.168.2.2), to NetSim Emulator interface that is 

connected to it. (Interface with IP 192.168.3.2) 

NetSim Emulator  

Route is added to send any packet to PC1(192.168.2.2), to its first interface (192.168.1.2) 

Route is added to send any packet to PC2(192.168.4.2), to its second interface (192.168.3.2)  

After performing the above settings, packets from PC 1 to PC 2 will take the following route: 

PC 1 -> NetSim Emulator Interface 1 -> NetSim Emulator Interface 2 -> PC 2  

And vice versa for packets from PC 2 to PC 1. 
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2.4 Performing Multicast Emulation  

IP multicast is a method of sending Internet Protocol (IP) datagrams to a group of interested 

receivers in a single transmission. It is the IP-specific form of multicast and is used for 

streaming media and other network applications. 

NetSim emulator allows sending real traffic via the virtual network modelled in its environment. 

The real packets will experience the effect of the network conditions modelled in NetSim's 

virtual network in addition to the real network. This is usually achieved by setting the system 

hosting NetSim emulator as the gateway in the systems that are the sources of traffic. 

Consider the following network setup where there are two systems running JPERF client and 

server applications and one system running NetSim emulator. 

 
Figure 2-21: JPERF client - server and NetSim Emulator connected to Switch 

In the above network the gateway/nexthop of System 1 (and system 2 if traffic is bi-directional) 

needs to be set as System 3 for packets to reach NetSim Emulator prior to reaching the 

destination. NetSim can then take care of sending the real packets over the virtual network 

modelled in its design environment.  

However, this works only in case of simple application models such as Unicast. In case of 

application models such as Multicast NetSim offers different techniques to ensure that the 

packets go through the emulated network prior to reaching the destination devices. 

NetSim provides a Multicast Emulation Client application specifically to perform multicast 

emulation. This application can be found in the install directory of NetSim within as shown 

below: 
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Figure 2-22: NetSim Installation Directory 

Following is an example related to performing multicast emulation in NetSim. This example 

involves 4 real PC's 

System Setup: 

Á SYSTEM 1 - NetSim Emulator (IP:192.168.0.34) 

Á SYSTEM 2 - Source (iperf Client) (IP:192.168.0.11) 

Á SYSTEM 3 - Destination 1 (iperf server 1) (IP:192.168.0.36) 

Á SYSTEM 4 - Destination 2 (iperf server 2) (IP: 192.168.0.19) 

Á All 4 systems must be in a single network. 

System 1: 

 Install NetSim Standard version including Emulator License 

 Run NetSim in Administrative Mode, open Internetworks create a scenario as shown below 

Figure 2-23. 

 
Figure 2-23: Network Topology 
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  Create Multicast Emulation with following properties: 

Á Application Method: Multicast 

Á Application Type: Emulation 

Á Device Count: Count of devices which act as multicast server and client. 3 in this case 

(excludes the system hosting NetSim emulator, includes the Iperf client and two Iperf 

servers) 

Á Device ID: The ID's of the virtual devices representing the multicast clients and servers. 

Á Multicast Dest Address: The multicast IP address to which nodes are listening. 

Á Device Real IP: The IP Address of all the systems involved in Multicast (Excluding the 

system running NetSim emulator) 

Á Destination Real IP: The multicast IP Address 

Á Source Port: Can be set to 0. 

Á Destination Port: The port to which the server is listening. 

 
Figure 2-24: Application Configuration Window 

  Configure all other systems in the Network and the perform simulation. 
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  Set IGMP status as true under Network Layer of all nodes. 

  Run the simulation. 

 

 

System 2: 

 Copy Multicast Emulation Client folder from NetSim installation directory to the current 

system. 

E.g.: C:\Program Files\NetSim Standard\MulticastEmulationClient 

 Run iperf with the following command in Admin Mode: 

iperf -c 224.0.1.2 -u -i 1 -t 1000 

 Run multicastEmulationclient in client system in command prompt in admin mode: 

Command:  

MulticastEmulationClient.exe <Client system Ip> <Emulation server Ip> <Multicast Ip> <port> 

 
Figure 2-25: Iperf- Multicast command for system 2 

System 3 and System 4: 

 Copy Multicast Emulation Client folder from NetSim installation directory to the current 

system. 

E.g.: C:\Program Files\NetSim Standard\MulticastEmulationClient 

 Run jperf with the following command in Administrative Mode: 

iperf -s -B 224.0.1.2 -u -i 1 

 Run multicastEmulationclient in client system command prompt in admin mode: 

Command: 

MulticastEmulationClient.exe <Client system Ip> <Emulation server Ip> <Multicast Ip> <port> 
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Figure 2-26: Iperf- Multicast command for system 3 and 4 

Now perform Step 5 of System 1 i.e. Run the simulation in System 1. User will be asked to 

Enter an option to choose local IP while simulation. Please enter the option that displays the 

server-IP given as <multicast ip> for MulticastEmulationClient.exe. In this example its 

192.168.0.34. 

 
Figure 2-27: Choose Multicast IP during Emulation 

On successful completion of Simulation, NetSim provides performance metrics in the 

Simulation Results dashboard.  


















































































































