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1 NetSim - Introduction

1.1 Introduction to modeling and simulation of networks

A network simulator’ enables users to virtually create a network comprising of devices, links,

applications etc., and study the behavior and performance of the Network.
Some example applications of network simulators are:

= Protocol performance analysis

= Application modeling and analysis

= Network design and planning

= Research and development of new networking technologies
= Test and Verification

The typical steps followed when simulating any network are:

» Building the model: Create a network with devices, links, applications etc.

* Running the simulation: Run the discrete event simulation (DES) and log different
performance metrics.

» Visualizing the simulation: Use the packet animator to view the flow of packets.

» Analyzing the results: Examine output performance metrics such as throughput, delay,
loss etc. at multiple levels - network, link, queue, application etc.

= Developing your own protocol / algorithm: Extend existing algorithms by modifying the

simulator’s source C code.

1.2 Versions of NetSim — Academic, Standard & Pro

NetSim is used by people from different areas such as industry, defense, and academics to

design, simulate, analyze and verify the performance of different networks.

NetSim comes in three versions: Academic, Standard and Pro. The academic version is used
for lab experimentation and teaching. The standard version is used for R & D at educations
institutions while NetSim Pro version addresses the needs of defense and industry. The standard
and pro versions are available as components in NetSim v13.1 from which users can choose and

assemble. A comparison of the features in the three versions are tabulated below Table 1-1.

" To be technically precise, NetSim is an end-to-end, full-stack, packet level, continuous time, discrete event network
simulator.
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Features Academic Standard

Technology Coverage

Internetworks Y Y Y
Legacy & Cellular Networks Y Y Y
Mobile Adhoc networks Y Y Y
Software Defined Networks Y Y Y
Wireless Sensor Networks Y Y Y
Internet of Things Y Y Y
Cognitive Radio Networks Y Y Y
LTE Networks Y Y Y
5G NR N Y Y
VANET N Y Y
Satellite Communication Networks N Y Y
Performance Reporting
Performance metrics available for Network and Y Y Y
Sub-networks
Packet Animator Y Y v
Used to animate the packet flow in network
Packet Trace
Available in tab ordered .csv format for easy post Y Y Y
processing
Event Trace
Available in tab ordered .csv format for easy post N Y Y
processing
Protocol Library Source Codes with
Documentation N Y v
Protocol C source codes and appropriate header
files with extensive documentation
External Interfacing N
Interfacing with SUMO v v
MATLAB N
Wireshark Y
Integrated debugging
Users can write their own code, link their code to N Y Y
NetSim and debug using Visual Studio
Plots
Allows users to plot the value of a parameter over Y Y Y
simulation time
Simulation Scale 100 Nodes 500 Nodes 10,0000
Nodes

Custom Coding and Modeling Support N Y Y
Emulator (Add on)

N — N Y Y
Connect to real hardware running live application
TDMA Radio Networks (Add On) N N Y
TDMA and DTDMA

Educational Educational Commercial
Target Users and Segment (Lab (Industrial
(Research)

Experimentation) and Defense)
Table 1-1: A comparison of the features of NetSim Academic, Standard and Pro versions
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1.3 Components (Technology Libraries) in Pro and Standard

versions

Users can choose and assemble components (technology libraries) in NetSim Standard and Pro

versions as shown Table 1-2.

Component No

Networks / Protocols Supported

Reference
International
Standards

Component 1
(Base. Required
for all
components)

Component 2

Component 3

Component 4

Component 5

Component 6
(Component 4
required)

Component 7

Ver 13.1

Internetworks

Ethernet - Fast & Gigabit, ARP, Routing - RIP, OSPF,
WLAN -802.11a/b/g/p/n/ac &e,

Propagation models - HATA Urban / Suburban,
COST 231 HATA urban / Suburban, Indoor Home /
Office / Factory, Friis Free Space, Log Distance.
Shadowing - Constant, Lognormal. Fading - Rayleigh,
Nakagami

IPv4, Firewalls, Queuing - Round Robin, FIFO,
Priority, WFQ,

TCP, - Old Tahoe, Tahoe, Reno, New Reno, BIC,
CUBIC, Window Scaling, SACK

UDP

Common Modules

Traffic Generator: Voice, Video, FTP, Database,
HTTP, Email, P2P, Custom, CBR.

Virtual Network Stack,

Simulation Kernel,

Command Line Interface

Command Line Interpreter

Metrics Engine with packet and event trace

Plot Generator

Packet Animator,

Packet Encryption

External Interfaces: MATLAB, Wireshark

Legacy & Cellular Networks
Aloha — (Pure & Slotted)
GSM

CDMA

Advanced Routing

Multicast Routing - IGMP, PIM, Access Control Lists,
Detailed Layer 3 switch mode, Virtual LAN (VLAN),
Public IP, Network Address Translation (NAT)
Mobile Adhoc Networks

MANET - DSR, AODV, OLSR, ZRP

Software Defined Network (SDN)

Internet of things (I0OT) with RPL protocol
Wireless Sensor Networks (WSN)

Cognitive Radio Networks
WRAN

Page 12 of 300

IEEE 802.3

IEEE 802.11
a/b/g/n/ac/ple

RFCs 2453, 2328,
826, 793, 2001 and
768

3GPP, ETSI, IMT-MC,
IS-95 A/B, IXRTT, 1x-
EV-Do, 3xRTT

IETF RFC’s 1771 &
3121

IETF RFC 4728, 3561,
3626

Based on Open Flow
v1.3

IEEE 802.15.4 MAC,
MANET in L3
RFC 6550

IEEE 802.22



Component 8

Component 9
(Component 4
required)

Component 10
(Components 8
required)

Component 11
(Component 3
required)

TDMA Radio
Networks Add
on (Pro version
only)

Network
Emulator
Add On

© TETCOS LLP. All rights reserved

Long-Term Evolution Networks: LTE 3GPP
VANETSs: IEEE 1609 WAVE, Basic Safety Message
(BSM) protocol per J2735 DSRC, Interface with IEEE 1609
SUMO for road traffic simulation
5G NR :3GPP 38 Series. Full Stack covering SDAP,
PDCP, RLC — UM, TM, MAC, PHY — FR1 and FR2,

3GPP 38.xxx

mmWave propagation.

Satellite Communication Networks: Geo Stationary

Satellite. Forward link TDMA in Ku Band and Return

link MF-TDMA in Ka band per DVB S2. Markov Loo DVB S2
Fading model. Device models for Satellite, Satellite

Gateway, and Satellite User Terminals

TDMA Radio Networks

TDMA Link 16, Dynamic TDMA, Frequencies — HF,

VHF, UHF Bands,
Frequency Hopping

Network Emulator

Connect real hardware running live applications to

NetSim Simulator. IP based, data plane, flow through | ----
emulator.

Table 1-2: Different Components (Technology Libraries) in Pro and Standard versions of NetSim

Ver 13.1
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2 Installation and License Server Set-up

2.1 System Requirements

2.1.1 NetSim Client (installs locally)

= Hardware: i3 equivalent or above, RAM: 4 GB (Min). 8GB Recommended.
= Monitor resolution: Min - 1024*768, Max - 1920*1080. Optional Scale and layout setting:
100%
= Operating system: 64 bit. Win 8 or Win 10, Language English
= Software: MS Office, Adobe Reader
= Development Tools: Visual Studio
o NetSim v8/v8.1/v8.3/v9/v9.1: Microsoft Visual Studio 2010 (or higher)
o NetSim v10/v11/v11.1: Microsoft Visual Studio 2015 (or higher)
o NetSimv12/v12.1/v12.2/v13.0/v13.1: Microsoft Visual Studio 2019 (or higher)

Visual Studio Community edition (or higher) is required for writing and debugging custom code.
2.1.2 License Server

This is applicable when running Host-ID/ Dongle locked floating licenses, and not applicable for

node locked licenses.

Any one system will have to be made as the license server, and it is to this PC that the license is
locked, either via its MAC ID or via a dongle. The dongle is a USB device which controls the
licensing. The system (hardware / OS) requirements are same as that applicable for NetSim
clients. USB Port is required for connecting and running the dongle. Client systems should be

able to communicate with license server through the network.

2.2 Installing NetSim

Install 64-bit build of NetSim. The starting window will show (i) Version type (Pro, Standard,
Academic), (ii) Version Number and build number (Eg: 13.1.15) followed by (iii) Currently supports
64bit in v13.1.

For example, you will see NetSim_Standard_13_1_15_HW_64bit.exe for a Standard version

install. Double click on the setup file. Click on Yes button to install the software.
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User Account Control >

Do you want to allow this app from an
unknown publisher to make changes to your
device?

NetSim_Standard 13 1 15 HW 6&64bit.exe

Publisher: Unknown
File origin: Downloaded from the Internet

Show maore details

Yas No

Figure 2-1: User Account Control message window appears and select Yes button.
Setup prepares the installation wizard and software installation begins with a Welcome Screen.

Click on Next button to continue with the installation.

2 NetSim Standard v13.1 Setup - ®

Welcome to the NetSim Standard
v13.1 Setup Wizard

This wizard will guide you through the installation of NetSim
Standard v13.1

ﬁ It is recommended that you close all other applications
before starting this Setup

NetSim"

Click Next to continue.

Figure 2-2: Select Next button to continue with the installation
License agreement will be displayed. Read the agreement carefully, scroll down to read the

complete license agreement. Click on | Agree button else quit the setup by clicking Cancel button.
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Ed

¢ MNetSim Standard v13.1 Setup —

License Agreement

Please review the license terms before installing MetSim Standard w13, 1.

7
| NETEM |

Scroll down to see the rest of the agreement.

= .
=nd User License Agreement -~

METSIM SOFTWARE AMD ASSOCIATED DATA IDEMTIFIED BELOW ARE LICENSED BY
TETCOS LLP SUBJECT TO THE TERMS AMD CONDITIONS OF THIS END USER. LICENSE
AGREEMENT. BEFORE USING THE SOFTWARE, CAREFULLY READ THESE TERMS AND
COMDITIONS, BY OPEMING THE PACKAGE, CLICKING THE "ACCEPT™ BUTTON, OR USING
THE SOFTWARE, AS APPLICABLE, YOU INDICATE THAT YOU ACCEPT AND AGREE TO BE
BOUND TO THIS AGREEMENT HEREBY. IF YOU DO NOT AGREE TO THE TERMS AND
COMDITIONS OF THIS AGREEMENT, DO NOT INSTALL AMD USE METSIM (PRODUCT).

If you accept the terms of the agreement, dick on 'I Agree’
‘You must accept the agreement to install MetSim Standard w13.1

< Back Cancel

Figure 2-3: Select | Agree button
If you agree with the license agreement, you will be prompted to select either one of the installation

options, Express (Single-click installation) or Custom (Step-by-Step installation).

Express Installation will install the third-party tools silently along with NetSim without displaying

any prompts for the user.

Custom Installation is a step-by-step approach in which a user will be prompted to carry out the
installation process and the same applies to the installation of the third-party tools which happens

alongside with NetSim.

Both the installation methods are explained below:

2.2.1 Express Installation

o MetSim Standard v13.1 Setup - o
Third party tool installation ‘,'
Choose the type of installation .."LE

The third party tools that will be installed are Wireshark, SUMO, Python, pywin and
Microsoft.Met runtime. The installation of third-party tools proceeds as follows:

The installer will first look for the third-party tools at the same folder where NetSim setup exe
is present. If found, the installation proceeds. Else,

If the PC/WM (on which MetSim is being installed) is connected to the internet, then the
third-party tools are downloaded from our servers and installed. This may take time
depending on your internet speed.

Installation options
(®) Express (Single dids). All third-party tools will also be installed.
Custom (Step-by-step). Use this option to avoid installation of

() third-party tools: {i) Wireshark (for packet capture) and (i) Python,
Pywin and SUMO (for VANETs in Standard/Pro versions)

Mote that if these tools are already installed you will be prompted with an
option to reinstall fupdate

< Back Install Close

Figure 2-4: Select Express (Single click) radio button and click on install
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NetSim installation starts, and users can see that the third-party tools download information

window click on OK to proceed with the installation.

i NetSim Standard v13.1 Setup

Wireshark: Download size 56.5 MEB. Used for packet capture, Optional.
Pythan, pywin, and 5UMO: Download size: 114 Mb, Used in the VAMETs
library. Optional. Win Merge: Download 5ize: 7.7 Mb, Useful for quick
comparison of source codes when developing custom code in MetSim.

Optional.

Figure 2-5: Click on the OK button to proceed installation process of NetSim

The third-party tools like Wireshark, SUMO, python, Winmerge, pywin, and Microsoft.Net will

begin to install. Before that, the installer will look for the third-party tools at the same folder where

NetSim.exe is present if found, the next step of installation proceeds.

Else, the third-party tools will get downloaded from our NetSim servers and installed if the PC/VM

is connected to the Internet.

.:{ Downloading sume - Downloading 68% *

URL https:/ /tetcozzetup.£3. ap-south-1. amazonaws. comy/ThirdPartyT ools/sum
File nane C:\Program FilesiMetSimhStandard_v13_1\Third_Farty_Saftwareshsumo
53MB [E310kE/sec)
File size 73 MB

Transfered Femaininig time 0:00:04

Tatal time 0:00:08

Figure 2-6: Sumo is being downloaded

n_‘_E Dewnloading pywin - Downloading 78% *
URL kittps: AMtetcosselup.s3.ap-south-1. amazonaves. com/ ThirdParlyT oolsBE/p
File narne C:\Progiam Files (=88)\MetSim'Standard v13 1\Third_Party_Scllwanest
Transfered 5384 kB Remaining time 0:00:00
File size 8164 kB Total time 0:00:01

Figure 2-8: pywin is being downloaded

.:E Downloading python - Downleading 243 *
URL https:/ tetcossetup. s3.ap-south-1. amazonaws. com/ T hirdParty T ools pytk
File name C:4Program FilesWMetSimhStandand_v13_14Third_Party_Softwarestppthc

Transfered 12ME [ 6528 kB/sec )

File size 25 MB

Remaining time 0:00:02
Total time 0:00:02

Figure 2-7: python is being downloaded

Wi Downloading Winmerge - Dewnloading 86% >
URL hittps: / Metcossetup.$3. ap-south-1. amazonaves. com,/ ThirdParlyT ocls 56
File namne C:\Program Files («86)\MetSim\Standard_v13_1\Third_Paty_Soltwares'
Transiered 6368 kB Fiemaining time 0000
Fil= size 7378 kB Tatal time 0:00:01

Figure 2-9: Winmerge is being downloaded

.:E Downloading Wireshark - Downloading 81% X
URL https:/ tetcossetup. 23, ap-2outh-1. amazonaws. comd ThirdParty T aolz. A ire
File name C:\Program Files\MetSimyStandard_v13_15Third_Party_S oftwares\Wires
Tranzfered ME [ 7100 kB/zec) Remaining time 0:00.03
File size 56 MB Tatal time 0:00:0%

NetSim installation starts, and users can see that the third-party tools get installed one by one.

Ver 13.1

Figure 2-10: Wireshark is being downloaded

Page 17 of 300




© TETCOS LLP. All rights reserved

W MetSim Standard v13.1 Setup -

o N

Please wait while NetSim Standard v13. 1 is being installed.
Please wait while Wireshark is being installed sienty

Show details

< Back Next > Cancel

Figure 2-11: Wireshark gets installed silently

[ MetSim Standard v13.1 Setup —

Installing
Flease wait while MetSim Standard v13. 1is being installed. g E

Flease wait while Python is being installed silently
Show details

MetSim For Windows

< Back MNext > Cancel

Figure 2-12: Python gets installed silently
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|7 MetSim Standard v13.1 Setup -

Installing ‘!
Flease wait while MetSim Standard v13. 1 is being installed. l i_nlﬁ
Please wait while sumo is being installed silenty

Show details
< Back Mext = Cancel

Figure 2-13: Sumo gets installed silently
After the third-party installations, NetSim installation proceeds. Once it is completed, NetSim-

complete setup wizard appears as shown below. Click on Finish button to complete the
installation process of NetSim.
| 2% MetSim Standard v13.1 Setup -

Completing the NetSim Standard
v13.1 Setup Wizard

MetSim Standard v13.1 has been installed an your computer.,

Click Finish to dose this wizard.

NetSim”

< Back Cancel

Figure 2-14: Select Finish button to complete the installation process of NetSim.
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2.2.2 Custom (Step-by-step) installation

W NetSim Standard v13.1 Setup

Third party tool installation
Choose the type of installation

The third party tools that will be installed are Wireshark, SUMO, Python, pywin and
Microsoft.Met runtime. The installation of third-party tools proceeds as follows:

The installer will first look for the third-party tools at the same folder where NetSim setup exe
is present. If found, the installation proceeds. Else,

If the PC/VM {on which MNetSim is being installed) is connected to the internet, then the

third-party tools are downloaded from our servers and installed. This may take time
depending on your internet speed.

Installation options

(") Express (Single dick). Al third-party tools will also be installed,

Custom (Step-by-step). Use this option to avoid installation of
(@) third-party tools: (i) Wireshark (for packet capture) and (i) Python,
Pywin and SUMO (for VAMETs in Standard/Pro versions)

Mote that if these tools are already installed you will be prompted with an

option to reinstallfupdate

|
et

-

Figure 2-15:

Select Custom Radio button

Now the user will be prompted to select the components to be installed. The list of components
is available for selection and assembly only in the Standard and Pro versions of NetSim. NetSim

Academic version is available as a single package.

Note: In Standard and Pro Versions of NetSim, the Choose Components screen will display only those

components for which the licenses are obtained by the user. Also, Network Emulator and Real Time
Protocol are available as Add-On along with NetSim.

¥ MetSim Standard v13.1 Setup — b4
Choose Components ‘!'
Choose which features of MetSim Standard v13. 1 you want to install. '&lﬁ
Check the components you want to install and uncheck the components you don't want to
install, Click Next to continue.
Select components to install: A
Component 1 - Internetworks
Component 2 - Legacy & Cellular Metworks
Compaonent 3 - Advanced Routing and Switct
Component 4 - Mobile Adhoc Networks
+| Component 5 - Software Defined Networks
Companent & - Internet of things
Component 7 - Cognitive Radio Networks o
— A — . .
>
< Back Cancel

Figure 2-16: list of components is available for selection and assembly only in the Standard and Pro

versions

Note: Select all the supporting applications for complete installation of the software as shown below:

Click on the Next button.

Ver 13.1
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o MetSim Standard v13.1 Setup

— >
Choose Components ‘!-
Choose which features of NetSim Standard w13. 1 you want to install. hﬁ

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:

Component 9 - Vehicular Adhoc Metworks A
Component 10 - 56 MR mmWawve Netwarks
Component 11 - Satellite Communication MNet

Metwork Emulator
-[¥] Wireshark

- winmerge

Sumo

“[w] Python

Cancel

Figure 2-17: list of third-party tools

Note: Sumo, Python and Winmerge comes only as a part of Standard and Pro Version Install.

In the next screen, you will be requested to enter the installation path. Select the path in which
the software needs to be installed and click on Next button.

;!E MNetSim Standard v13.1 Setup: Installation Folder

Directory Choose

Choose the components (libraries) of NetSim you want to install,

Setup will install NetSim Standard v13.1in the following folder. To install in a different folder,

dick Browse and select another folder. Click Next to continue.

Destination Folder

| C:\Program Files\MetSim\Standard w13 Browse,

*

% |

Cancel

Figure 2-18: NetSim installation directory path

In the next screen, you will be requested to enter the Start Menu folder name. By default, it shows

NetSim Standard for Standard version install of NetSim. Click on the Install button to start the

installation.

Ver 13.1
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! MetSim Standard v13.1 Setup —

et

Directory Choose
Choose the components (ibraries) of MetSim you want to install,

fr

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

[istsim Standard13. 1.x64

Accessibility ~
Accessories

Administrative Tools

AnyDesk

IF Messenger for Win

Java

Lightshot

Maintenance

Max Secure Anti Virus Plus

Microsoft Office Toaols

Met Monitor for Employees Fro

Python 2.7 W

Figure 2-19: Start Menu folder name

The installation process begins.

|| MetSim Standard v13.1 Setup —

Installing
| Flease wait while MetSim Standard v13. 1is being installed.

v d

Extract: windowsdesktop-runtime-3. 1, 17-win-x64.exe.., 59%

|
|

< Back Next > Cancel

" Figure 2-20: NetSim Standard v13.1 being installed.
After the installation of required NetSim files, the installation of third-party tools begins.

For NetSim Academic Version, Npcap and Wireshark will be installed.

For NetSim Standard and Pro Versions, along with WinPcap and Wireshark installation, Dot net,
Sumo, Python installation will start automatically. (/f not deselected during 3rd party software

selection)
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If the PC/VM is connected to the Internet third party tools will get downloaded from our NetSim
servers (If the third-party tools are not found in folder where NetSim.exe is present) and proceeds

with installation.

Click on Install button to start Dot NET (.NET) installation

ﬁ Microsoft Windows Desktop Runtime - 3.1.17 (x64] Installer - *

Microsoft Windows Desktop Runtime - 3.1.17 (x64)

Learn more about .NET Core

Documentatien
Privacy Staterment
NET Library EULA

NET

Install Close

Figure 2-21: Select install button to install Dot NET (.NET)

Installation process begins

4 Microsoft Windows Desktop Runtime - 3.1.17 (x64) Installer - X ) Microsoft Windows Desktop Runtime - 3.1.17 (x64) Installer - X

Microsoft Windows Desktop Runtime - 3.1.17 (x64) Microsoft Windows Desktop Runtime - 3.1.17 (x64)

Setup Progress Installation was successful

Processing:  Microso #t NET Core Runtime - 3.1,17 (x64) X . §
The following was installed at C:\Program Files\dotnet
|
- Microsoft Windows Desktop Runtime - 3.1.17 (x64)
Resources

Documentation

Release Motes

Tutorials
NET Core Telemetry

NET NET

Figure 2-22: Dot NET (.NET) installation begins Figure 2-23: Dot NET (.NET) installation
successfully completed
After the successful installation of Dot NET (.NET) and click on close button then Wireshark

installation window appears. Click on Next button to begin
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M Wireshark 3.0.3 64-bit Setup - *

Welcome to Wireshark 3.0.3 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue,

Figure 2-24: Select Next button to start Wireshark installation

Wireshark License Agreement appears. Click on | Agree button.

M Wireshark 3.0.3 64-bit Setup — =
License Agreement
Please review the license terms before installing Wireshark 3.0.3 64-bit. ‘

Press Page Down to see the rest of the agreement.

iThis text consists of three parts: -

Part I: Some remarks regarding the license given in
Part I1: The actual license that covers Wireshark.
Part II1: Other applicable licenses,

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLw2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 3.0.3 64-bit.

< Back Cancel

Figure 2-25: Wireshark License Agreement window

Make sure that all the components are selected and click on Next button.

M Wireshark 3.0.3 64-bit Setup — *
Choose Components
Choose which features of Wireshark 3.0.3 64-hit you want to install. ‘

The following components are available for installation.

Select components to install:

Tshark

Plugins & Extensions
Tools

User's Guide

Description
Space required: 194.4 MB

< Back Cancel

Figure 2-26: Choose Wireshark features
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‘ Wireshark 3.0.3 64-bit Setup —

Additional Tasks
Create shortcuts and assodiate file extensions,

Create Shortcuts
Wireshark Start Menu Item
[] wireshark Desktop Icon
‘Wireshark Quick Launch Icon
Associate Fle Extensions
Assodate trace file extensions with Wireshark

Extensions indude Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, lcap,
mplog, out, pcap, pcapng, pklg, pkt, rf5, snoop, syc, tpe, tri, trace, tr,
wwr, wpc, and wpz.

< Back Cancel

x

Figure 2-27: Select Next button

Select the path in which Wireshark needs to be installed and click on Next button.

M Wireshark 3.0.3 64-bit Setup — x
Choose Install Location
Choose the folder in which to install wireshark 3.0.3 64-bit.

Choose a directory in which to install Wireshark,

Destination Folder

Browse...

Space required: 194.4 MB
Space available: 36.1 GB

< Back

Cancel

“

Figure 2-28: Wireshark installation directory path

Select Install Npcap 0.995 and click on Next button.

M Wireshark 3.0.3 64-bit Setup —

Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data.

Currently installed Mpcap or WinPcap version

Install
Install Npcap 0.935
{Use Add/Remove Programs first to uninstall any undetected old Npcap or WinPcap

Get WinPcap

Learn more about Mpcap and WinPcap

< Back Cancel

»~

X

Figure 2-29: Select Install Npcap 0.995 in Wireshark window
Select Install USBPcap 1.3.0.0 and click on Install button.

Ver 13.1
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M Wireshark 3.0.3 64-bit Setup —

USB Capture
USBPcap is required to capture USB traffic. Should USEPcap be installed
{(experimental)?

Currently installed USBPcap version

Install
Install USBPcap 1.3.0.0

Important notice

https:/github. com/desowin/usbpcap/fissues/3

< Back Install

(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

In case of issue after installation, please use the system restore point created or read

x

“

Cancel

Figure 2-30: Select Install USBPcap 1.3.0.0 in Wireshark window

The installation process begins.

M Wireshark 3.0.3 64-bit Setup -

Installing
Please wait while Wireshark 3.0.3 64-bit is being installed.

Execute: "C:\Program Files\Wireshark\npcap-0.995.exe” fwinpcap_mode=no

“

Registered file type:
Registered file type:
Registered file type:
Registered file type:
Registered file type:
Registered file type:
Registered file type:

Ape
Ari
frace
e
Jvwr
JwpC
Wwpz

Qutput folder: C:\Program Files\Wireshark
Extract: npcap-0.995.exe
Execute: "C:\Program Files\Wireshark\npcap-0.995.exe” fwinpcap_mode=no >

< Back Mext = Cancel

Figure 2-31: Wireshark installation process begins
Npcap License Agreement window appears. Click on | Agree button and proceed with the

installation.

(31 MNpcap 0.995 Setup — x

License Agreement

Please review the license terms before installing Mpcap 0.995.

Press Page Down to see the rest of the agreement.

|
NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Mpcap is a Windows packet sniffing driver and library and is copyright

{c) 2013-2019 by Insecure.Com LLC {"The Nmap Praoject”). All rights

reserved,

Even though Npcap source code is publicly available for review, itis

not open source software and may not be redistributed without special

permission from the Nmap Praoject. The standard version is also

limited to installation on five systems. We fund the Npcap project by W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 0.995.

Conce

Figure 2-32: Npcap License Agreement window
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USBPcap Driver License Agreement window appears. Click on | accept the terms of the License

Agreement check box and click on Next button.

fﬁ USBPcap 1.3.0,0 Setup: License Agreement - X

USBPcap Driver license

GMU GEMERAL PUBLIC LICENSE A
Wersion 2, June 15991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble
The licenses for most software are designed to take away your "
| sSSP RN N PRI ) [ T | P DS | S el ) ] I | P I

v | accept the terms of the License Agreement

Cancel

Figure 2-33: USBPcap Driver License Agreement window

USBPcap CMD License Agreement window appears. Click on | accept the terms of the License

Agreement check box and click on Next button.

‘ﬁ! USBPcap 1.3.0.0 Setup: License Agreement - X ﬁ USBPcap 1.3.0.0 Setup: Completed -

Completed

Copyright (c) 2013-2017, Tomasz Mon A ;
Al rights reserved. Show details

Redistribution and use in source and binary forms, with or without modffication,
are pemitted provided that the following conditions are met:

USBPcapCMD license

Redistributions of source code must retain the above copyright notice, this list of
condtions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list

of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution. v

TIIE CAMTIMART I8 ARALARTR M T SOmumies T s RERe AR

[ |accept the terms of the License Agreement

Cancel < Back |

Figure 2-34: USBPcap %MD License Agreement Figure 2-35: USBPcap installation is completed
window

The Installation Complete dialog box appears once the installation process is completed

successfully. Click on the Next button.

Ver 13.1 Page 27 of 300



© TETCOS LLP. All rights reserved

M Wireshark 3.0.3 64-bit Setup —

Setup was completed successfully.

Installation Complete !

Completed
Output folder: C:\Program Files\Wireshark ~

Extract: rawshark.exe

Extract: rawshark, html

Output folder: C:\Program Files\Wireshark

Extract: mmdbresolve,html

Qutput folder: C:\Program Files\Wireshark

Extract: mmdbresolve,exe

Output folder: C:\Program Files\Wireshark

Extract: user-guide.chm... 100%¢

Completed w

Figure 2-36: Installation Complete dialog box and select next button

You will get the Wireshark Completing Setup window. Select the option | want to manually

reboot later.

M Wireshark 3.0.3 64-bit Setup —

Completing Wireshark 3.0.3 64-bit
Setup

‘Your computer must be restarted in order to complete the
installation of Wireshark 3.0.3 64-bit. Do you want to reboot
now?

(C)Reboot now

(@) I want to manually reboot later

Figure 2-37: Select the option | want to manually reboot later and Click on Finish button
This completes the Installation of Wireshark software. NetSim complete Setup wizard appears as

shown above. After click on Finish button to begin with WinMerge installation.

Next the WinMerge License Agreement appears. Click on Next button
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ﬁ! Setup - WinMerge — >
License Agreement . o
GMU General Public License d

When you are ready to continue with Setup, dick Mext.

[GNU GENERAL PUBLIC LICENSE 8
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place - Suite 330, Boston, MA 02111-1307, USA Everyone is
permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GMU General b4

Figure 2-38: WinMerge License agreement window

Select the path in which WinMerge needs to be installed and click on Next button

i3 Setup - WinMerge — x
Select Destination Location %
Where should WinMarge be installad? q’

Setup will install WinMerge into the following folder.

To continue, dick Next, If you would like to select a different folder, dick Browse,

Browse...

Atleast 7.5 MB of free disk space is required.

Figure 2-39: Select the location where should WinMerge be installed

Once WinMerge installation completes, click on Finish button

ﬁE‘ Setup - WinMerge

Completing the WinMerge Setup
Wizard

Setup has finished installing WinMerge on your computer.

Click Finish to exit Setup.

[ view the WinMerge Start Menu Folder
Launch WinMerge

=

Figure 2-40: Click on Finish button to completes WinMerge installation
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Click on Next button to start SUMO installation.

15 SUMO Setup

Welcome to the SUMO Setup Wizard

The Setup Wizard will install SUMO on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

= ==

Figure 2-41: Sumo Installation starts

SUMO License Agreement appears. Accept the terms in license agreement and click on Next

to proceed installation

1 SUMO Setup - *
. d

End-User License Agreement \
Flease read the following license agreement carefully />

Eclipse Public License - v 2.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDEE. THE
TERMS OF THIS ECLIPSE PUBLIC LICENSE (“AGREEMENT ™).
ANY USE, REPRODUCTION OR DISTRIEUTION OF THE
PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF
THIS AGEEEMENT.

1. DEFINITIONS

“Contribution” means:

[#11 accept the terms in the License Agreement

Print Back Cancel
Figure 2-42: SUMO License Agreement window

Once SUMO installation completes, click on Finish button
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15 SUMO Setup — x
Completed the SUMO Setup Wizard
Click the Finish button to exit the Setup Wizard.
Badk Cancel
Figure 2-43: Complete SUMO Installation
Click on Next button to start with Python 3.7.4 installation.
s Python 3.7.4 (64-bit) Setup - X
) Install Python 3.7.4 (64-bit)
Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.
—> Install Now
C\Program Files\Pythen37
Includes IDLE, pip and documentation
Creates shortcuts and file associations
—> Customize installation
Choose location and features
python
for Install launcher for all users (recommended)
W|nd OwSs Add Python 3.7 to PATH Cancel

Figure 2-44: Select “install Now” option to install Python

The installation begins once you click on Install option.

5 Python 3.74 (64-bit) Setup

A

python

for

windows

Setup Progress

Installing:

Python 3.7.4 Executables (64-bit)

- b %5 Python 3.7.4 (64-bit] Setup

See what's new in this release.

@ Disable path length limit

python

for

Cancel windows

} Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Pythan for Windows would

still be Python for DOS,
New to Python? Start with the online tutorial and
documentation

Changes your machine configuratien to allow programs, including Python, to
bypass the 260 character "MAX_PATH" limitation.

Close

Figure 2-45: Python installation begins

Once the installation is finished, click on Close button to start the installation pywin 32

Ver 13.1

completed

Page 31 of 300

Figure 2-46: Python installation successfully




© TETCOS LLP. All rights reserved

Setup

This Wizard will install pywin32 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard

Python extensions for Microsoft \Windows
Provides access to much of the Win32 API, the
ability to create and use COM objects, and the
Pythonwin environment.

Author: Matk Hammond (et al]

PYTHON Author_email mhammond@skippinet.com. au
powered Desciiption: Python for Window Extensions
Name: pywin32
Utl: hitps: //github.com/mhammond/pywin32
Version: 224

Buikt Fri Sep 28 16:24:37 2018 with distutils-3.7.0+

[ Net> | cance |

Figure 2-47: pywin 32-224 installation wizard window
Click on Next button to select the directory to be used.

Setup

Python 3.7 is required for this package. Select installation to use:

Python Version 3.7 (found in registry)

PYTHON

pouered

[ L= \Program Files\Python37\

Installation Directory: | C:\Program Files\Python37\Libsite-pack ages\

< Back I Next > | Cancel
Figure 2-48: Python directory path
Click on Next button to start the installation.

Ver 13.1 Page 32 of 300



© TETCOS LLP. All rights reserved

Setup X

Click Nest to begin the installation of pywin32. If you want to review or change
any of your installation seltings, click Back. Click Cancel to exit the wizard.

PYTHON

powered

Ready to install

Figure 2-49: Select Next button to install of pywin32
Once the installation is finished, click on Finish button.

Postinstall script finished.
Click the Finish button to exit the Setup wizard

PVTHOgld

POWer

[ ] et |

Figure 2-50: Select Finish button to complete pywin installation

This completes the Installation of pywin software. NetSim complete Setup wizard appears as

shown below. Click on Finish button to complete the installation process of NetSim.
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¢ NetSim Standard v13.1 Setup —

Completing the NetSim Standard
v13.1 Setup Wizard

MetSim Standard v13. 1 has been installed on your computer.

Click Finish to dose this wizard.

< Back Cancel

Figure 2-51: NetSim complete Setup wizard

After this, to run NetSim, double click on the NetSim icon present in the desktop or right click and
choose Run as administrator option. A NetSim License Server Information screen appears to
start with NetSim.

EEI MNetSim License Server Information *

NetSim Standard
Network Simulation/ Emulation Platform
Version 13.1.19 (64 Bif)

Floating Licenses

MetSim License Server IP Address | . . . |

or
Host Mame | |

Port Mumber 5053

Remember Me

Cloud/Mode-locked/Evaluation Licenses

MetSim License File | Select lic License File | =

Reset OK

Email - support@tetcos.com FAQ

Figure 2-52: Enter NetSim License Server IP Address/Host name/Select NetSim License file
Enter the NetSim License Server IP Address, i.e. the system in which the License files are
present and the rim.exe file is running (Refer Section 2.3.1 to set up NetSim License Server). In
case of Cloud/Node-locked/Evaluation license browse the provided LIC file and click on OK

button. Once this is done, NetSim Home screen will appear.
2.2.3 Silent installation

Steps for silent installation in NetSim are as follows.
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1. For example, let us take the NetSim_Standard_13_1_19_HW_64bit.exe setup. Right click on

NetSim Standard 64-bit setup = Go to properties and copy the Location as shown below.

N

General Compatibilty Securty Details Previous Versions

JE NetSim_Standard_13_1_19_HW_64bit exe
IS W]

Type of file:  Application (.exe)

Description:  Network Simulator

Location:  C-\Users\Navya'\Downloads

Size 470 MB (493,624,128 bytes

Size on disk: 470 MB (493,625,344 bytes

Created Saturday, November 20, 2021, 11:00:28 AM

Modified Friday, November 5, 2021, 3:39:30 PM

Accessed: Today, November 20, 2021, 1 minute ago

Attributes [JReadonly [JHidden Advanced
OK Cancel

Figure 2-53: NetSim Standard 64-bit setup location
2. Open command prompt and paste the copied location as shown below.

Microsoft Windows [Version 10.8.19843.1348]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Navya>cd |C:\Users\Navya\Downloads

Figure 2-54: Enter setup location in command prompt

3. Run/Execute Command with the following parameters:

NetSim_Standard_13_1_19_HW _64bit.exe/S /silent=1
><setup location/S<space>/silent=1

i.  silent=1: It will install NetSim and third-party tools silently.
ii. -~ /S: It will Install NetSim itself silently.
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Command Prompt - O *

Figure 2-55: Silent installation command in command prompt
4. Press the Enter key. The following User Account Control message window appears. Click on

Yes button to begin silent installation of NetSim.

User Account Control X

Do you want to allow this app from an
unknown publisher to make changes to your
device?

MNetSim_Standard_13_1_19_HW _6&4bit.exe

Publisher: Uinknown
File arigin: Hard drive on this computer

Show more details

Yes Mo

Figure 2-56: User Account Control message window appears and select Yes

Note: Complete installation of NetSim may take up to 2 or 3 minutes.

2.3 Setting up License Server

2.3.1 Installing NetSim RLM Dongle Driver Software (Dongle Based Licenses)

This section guides you to install the RLMDongle Driver software from the CD-ROM.

1. Insert the CD-ROM disc in the CD drive.

2. Double click on My Computer and access the CD Drive.
3. Double click on Driver_Software folder.

4. Double click on HASPUserSetup.exe

Each prompt displayed during the process tells you what it is about to do and prompts to either

continue or exit.

Setup prepares the installation wizard and the driver software installation begins with a Welcome

Screen. Click on Next button.
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Welcome to the Sentinel Runtime
Installation Wizard

I i Firorghy eecomaTended) Tk o el ol Windows progama
Sdre rurrwrey the tetup progran

Dk Cowrocel b sl B posfas pogram, e o arw [9ogy v
s buren ey Dok West b conbirus the natalasfon

WARNMNG Tha pogeam i peotected by copyngh law and
mheutnal beabe:

regeoducion o datibston of e (rogram, o sy

Ursmathanged
gt o . g gl i v CPel el Comerl poeuales. B
el b prosncauted | the e pderd posslie uredes e

Fack Hetr | Camcel

Figure 2-57: Sentinel Runtime Setup window and select Next button
Note: Any other program running during the installation of the Dongle will affect the proper installation of

the software.

Sentinel Runtime Setup License Agreement appears. Read the license agreement carefully, scroll
down to read the complete license agreement. If the requirement of the license agreement is
accepted, Click on | accept the license agreement and click on Next button else quit the setup by
clicking Cancel button.

SAFENET SENTIMEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
WEING THE CONTENTS OF THE PACKAGE ANDYOR BEFORE DOWNLOADING OR

INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR AND USE OF THE

SEMTINEL* LDK PRODUCTS (including withcat limitation, the Developer's Kit, libraries,
utilities, diskettes, CD_ROM, DVD, Sentanel keys, the software component of Safelet
Sertinel LDK and the Sentingl LDE Software Protection and Licensing Guide)

(hreinafter “Product”) SURPLIED BY SAFENET. INC., (or amy of its affiliates - either of
thern referved to as “SAFEMET™) ARE AND SHALL BE, SUBIECT TO THE TERMS AND
COMDITIONS SET FORTH IM THIS AGREEMENT. R
() acoept thee boaren agrasment

(211 do ook secapl the besrss sorsrment

Instatshield
Fsal < Back Nest> Cancel

Figure 2-58: Sentinel Runtime Setup License Agreement window appears and select Next button

The installation process begins.
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[ Corcal |

Figure 2-59: Installation process begins

Once the Sentinel Runtime is installed successfully, click on Finish button.

Sentinel Runtime has been
successfully installed.

The Sentinel HASP Bun-time Environment uses.
port 1947 o commnicate with local and remote
components. I you use & firewall, enswre that it
does nof ock this poit.

Chick: the Frish bidion ba el This inslalation

stk Shisid

Figure 2-60: Sentinel Runtime is installed successfully and selec Finish button
Now the RLM driver software is installed successfully. If the driver has been successfully installed,
then upon connecting the Dongle in the USB port, a red light will glow (Refer picture below Figure
2-61). If the driver is not properly installed, this light will not glow when the dongle is connected
to the USB Port.

Figure 2-61: Connecting the Dongle in the USB Port
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2.3.2 Running NetSim License Server

= Copy the NetSim License Server folder and paste it on Desktop. Check that it has the
license file. If not copy the paste the license file into the License server folder

= Double click on NetSim License Server folder from Desktop.

= Double click on rim.exe

= For hardware dongle-based users: After the Driver Software installation, connect the RLM
dongle to the system USB port. Double click on My Computer and access the CD Drive.

This CD contents will have the NetSim License server folder.

Note: For running NetSim, rim.exe must be running in the server (license server) system and the server

system IP address must be entered correctly. Without running rim.exe, NetSim won’t run.

While running rim.exe, the screen will appear as shown below Figure 2-62.

# | C\Users\Tetcos\Desktop'NetSim_License_Serveririm.exe _
02/18 12:18 (rlm> RLM License Server Uersion 11.2BL2
Copyright <G> 2806-2814. Reprise Software, Inc. A1l rights reserved.

{rln> License server rtalted on Tetcos—PC
< 3 w3

Crln> Heb server starting on port 5854
(l ln) Using ICP/IP port 5853
In} ... adding UDP/IP port 5B53
(l 1m> Starting ISU server tetcos on port 49623
(rln> New thread created to watch ISU tetcos
0218 12:18 (tetcos} BLM License Server Uersion 11.2BL2 for ISU “tetcos"
02/18 12:18 (tetcos) Server architecture: xB6_w3

Copyright (C> 2086-2@14. Reprise Software. Inc. All rights reserved.
——

Figure 2-62: When NetSim license server system running, window appears
2.3.3 Running NetSim Software

After running rim.exe, double click the NetSim icon in the Desktop. The screen given below will

be obtained. Enter the Server IP address where the rim.exe is running and click OK.

m MNetSim License Server Information *

NetSim Standard
Network Simulation/ Emulation Platform
Version 13.1.1% (B4 Bif)

Floating Licenses

MetSim License Server IP Address | . . . |

or
Host Mame | |

Port Number |5053

Remember Me

Cloud/Mode-locked/Evaluation Licenses

MetSim License File | Select Jic License File | =

Reset oK

Email - support@tstcos.com FAQ

Figure 2-63: Enter NetSim License Server IP Address
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3 NetSim GUI

The graphical user interface (GUI) allows users to interact with the simulator for creating,
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modifying and saving, simulation experiments and workspaces. This is much easier to use when

compared to command line or text-based simulator interfaces. NetSim GUI comprises of the

Home Screen, Design Window, Results Window, Animation Window and Plots Window.

3.1 Menus in the NetSim Home Screen

You see the NetSim Home Screen when you run NetSim software for the first time, after checking

out a license from the NetSim License Server.

See the following image for an example of the NetSim Home screen as shown below Figure 3-1.

[ NetSim Home

NetSim Standard

Network Simulation/Emulation Platform

Version 13.1.23 (64 Bit)

New Simulation @ CirleN

Your Work

@
b (3
®

Experiments

Ctri+0

License Settings @
Exit @ Alt=F4

Support

Choose a Network

G| Internetworks (Base)

Features TCP, IP, Routing, Wi-Fi, Ethemet, RF
Propagation, Application Models, Network Stack,
Simulation Kernel, Animator and Plot Engine

Licensed

@1 Internet of Things
Features WSN, RPL and 6LOWPAN with MANET
routing. loT interfaces with Internetworks and
MANETs libraries

4 Licensed

6] 56 NR

Based on 3GPP 38 series standards. 56 NR
interfaces with Intemetworks library

€3 Advanced Routing

Features VLAN, Multicast Routing: IGMP and PIM,
L3 Switch, ACL and NAT. Access these features
within the properties of Switches and Routers
available in C1

Current workspace: Workspace.2

Leam

€ Legacy Networks
Features Pure Aloha, Slotted Aloha, GSM and
COMA. Legacy Networks run standalone and do
not interface with Internetworks library

8 Licensec

@) Cognitive Radio Networks
Based on B0222 standard and interfaces with
Internetworks library

8 Licensed

@i Satellite Comm. Networks

Features Geo stationary satellite, TOMA in Ku
Band and MF-TOMA in Ka Band per DVB 52
Interfaces with Internetwarks library

1 Software Defined Networks
Based on Openflow protocol. Access this feature
within the properties of all L3 devices. SDN
interfaces with all components except C2 and
o

4 Mobile Adhoc Network

Features DSR, AODV, OLSR and ZRP routing
protocals, and muliiple MANETs with bridge
nodes. MANETs interface with Intemetworks
library

@ Licensed

€8 LTE/LTE-A
Based on 3GPP 36 series standards. LTE/LTE-A
interfaces with Internetworks library

@ Licensed

Agd-on  Metwork Emulator

(Connect real systems running live applications to.
MNetSim. Interfaces with all components except
€2 Access this feature inside Application
properties.

Documentation

Figure 3-1: NetSim Home screen

You see the following items on the NetSim Home screen:

| Wireless Sensor Networks

Based on 802154 MAC/PHY interfaces with
MANETS library

d Licensed

@ Vehicular Adhoc Netwarks
Based on IEEE1609 Wave and IEEEB02.11p with
MANET routing. VANETs interface  with
Internetworks library and SUMO

d Licensed

Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website :

a x

1. New Simulation: Use this menu to simulate different types of networks in NetSim. You can

simulate the following the types of networks: Internetworks, Legacy Networks, Mobile Adhoc

networks, Cellular Networks, Wireless Sensor Networks, Internet of Things, Cognitive Radio
Networks, LTE/LTE-A Networks, 5G NR (newly added component in v12), VANETs, and

Satellite Communication. Only the networks (components) for which licenses are available will

be shown. The networks (components) shown at the bottom with grey background cannot be

directly clicked and entered. These features can be accessed through other components given

the dependencies.
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2. Your work: Use this menu to load saved configuration files from the current workspace. You
can view, modify or re-run existing simulations. Along with this, users can also export the saved
files from the current workspace to their preferred location on their PC’s.

3. Examples: Use this menu to perform simulations of different kinds categorized technology-
wise. Users can choose any network which they want to work. Expand and click on file name
to display simulation examples. Then click on a tile in middle panel to load simulation, users
can run and analyze the results. Users can click on the book icon present in the right-hand
side of each network which opens the corresponding pdf files. This helps the users with all

information about the current simulation as well as the entire network technology.

[ Newsim Home - [a] *

NetSim Standard
Netwark Simulation/Emulation Platform ﬁ

wersion 13.1.23 (64 Bit)

New Simulation Cui+N  Example Simulations 802.11n-MIMO Results
Your Work Cmi+0 Internetworks This example provides an understanding of MIMO. We vary the transmit antennas and receive antennas,
Cellular Networks and observe the changes in the PHY rate and in the application throughput
Examples ©
Advanced Routing
Experiments MIMO 1*1 MiMo 22
Software Defined Networks
10T-WsN Interface OWireless] in PHY layer | | Interface (Wireless) in PHY layer
Cognitive Radio Networks Transmit Antennas: 1 Transmit Antennas: 2
LTE and LTE-A & Receive Antennas: 1 Receive Anlennas: 2
VANETs
Satellite Communication
56 NR
MIMO 343 MIMO 444

Interface (Wireless) in PHY layer | | Interface (Wireless) in PHY layer

Transmit Al 3 Transmit A -4 Number of Tx and Rx
R Anternen 3 Reteme Amernon 4 Antenna Throughput
1x1 23.97 Mbps
License Settings 2x2 +1.05 Mops
Exit Alt+F4
3x3 33.38 Mbps
4x4 35.96 Mbps

Ready to simulate scenarios to understand the working of the different technology libraries in NetSim. Expand and click on the file name to display simulation examples. Then click on a tike in the middle panel to load the simulation. Click on the
baok icon on the left [Example Simulations) panel to view documentation (pdf).

Support Learn Documentation Contact Us
Email - sales@tetcos.com
Phene - +1 767 605 4321
Website :

Figure 3-2: Featured Examples List Window
4. Experiment: Users can use this menu to find experiments section which has various
experiments covering all the technologies in NetSim. Users can choose their experiment by
Expand and click on file name to display the experiment. Then click on a tile in middle panel
to load simulation. All the settings to carry out the experiment are already done. Users can
click on the book icon present in the right-hand side of each experiment. This will open the
corresponding pdf file for the experiment which consists of detailed description of that

experiment.
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] NetSim Home

NetSim Professional
Netwerk Simulation/Emulation Platform
Version 13.1.24 {64 Bit)

New Simulation CtrlsN  Experiments Throughput Analysis Results

Your Werk Crl-0 Internetworks Network throughput is the rate of successful message delivery over a communication channel. It measures the

Advanced Routing number of useful bits delivered at the receiver and s different from but related to the individual link data rates.

I0T-WSN -

b
b
b
‘
‘
‘

Examples

Cognitive Radio Networks
Generate FTP application with | | Generate FTP application with

Cellular Networks File size: 125000 Bytes File size: 125000 Bytes
Legacy Networks Inter arrival time: Tsec Inter arrival time: Tsec
Transport layer protocol: UDP | | Transport layer protocal: TCP

Wired_Node 2

Considering the 125 KB file that needs to be sent through a

network path. To explore the case where there is no packet

acknowledgements we use the UDP transport protocol The

bottleneck bandwidth of the path is 1 Mbps. The one-way delay

between sender and receiver is 20 ps. Suppose the sender

it o continucusly sends data at the bottleneck rate, and no packets
are lost and there are no retransmissions.

License Settings

TransmissionTime = 125KB _ 125:1000-8 1s.
T iMbps 10001000 bps

Learn networking concepts through simulation experiments. Documentation comes with objective, theary, set-up, results, and discussion, Expand and click on the file name to display experiments and associated content. Then dlick on a tile in the middle panel to
load the simulation. Click on the book icon on the left (Experiments) panel to view documentation (pdf).

Learn Documentation Contact Us
Email - sales@tetcos.com

Phone - +91 767 605 4321
Website ; tetcos.com

Figure 3-3: Experiments List Window
5. License Settings: Use this menu to perform the following. Click on License Settings provides

users with three sub-menus related to License information.

License Server Information: Use this menu to view details about the NetSim License Server

from where the client is checking out licenses.

]
NetSim Standard
Version 13.1.23 (64 Bit)

License Information

New Simulation CtrleN  License Server Information RLM Diagnostics at 12/08/2021 1723
Your Work 0 End User License Agreement RUM version: 140812
. RLM platform: x64_w4
Eramples Configure Installed Component/Libraries. oy
Experiments 1SV name: tetcos.
Hostname: DESKTOP-100726
User: michael

Working directory: C:\Program Files\NetSim\Standard v13_1\bin
Environment:

RLM_CONNECT_TIMEOUT= <not set>
RLM_EXTENDED_ERROR_MESSAGES = <not set>
RLM_LICENSE= <not set>

RLM_NO_UNLIMIT= <not set>
RLM_PATH_RANDOMIZE= <not set>
RLM_PROJECT=<not set>

RLM_QUEUE=<not set>

RLM_ROAW= <not set>

RLMSTAT= <not set>

HTTP_PROXY=<not set>
HTTP_PROXY_CREDENTIALS=<not set>

tetcos LICENSE= <not set>

RLM hostid lst:

=RSEXCPXT 02004c474750 309c23e0646 p=169.254.28.102 ip=192.168.0.55

License files:

License Settings netsim-cloud-license-tetcos-interalic

Exit Alt+F4 im_init) parameters
1

2: <empty>
3: <empty>

Local licenses which can be checked out:
Client Cached Licenses (only the highest version # shown):

Documentation Contact Us
User Manua Email - sales@tetcos.com
Te are Phone - +01 767 605 4321

Website os.co

Support Leam

Figure 3-4: NetSim License Server Information window
You will see the following details on the NetSim Home screen, if you click the License Server Info

menu item: the type of platform on which NetSim is running, the version of RLM, the Dongle RLM
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ID, the IP address of the NetSim License Server, and the path to the license files in the server

hosting NetSim License Server.

End User License Agreement: Use this menu to view the end user license agreement. You will
see the following details on NetSim Home screen, if you click the End User License Agreement
menu item: Grant of License and Use of the Services, License Restrictions, License Duration,

Upgrade and Support Service etc.

Configure Installed Components/Libraries: Use this menu to allow NetSim users to simulate
only specific types of networks (by the licenses and libraries associated with the types of
networks). You control access to types of networks by selecting libraries for specific types of

networks that NetSim License Server checks out when NetSim users start NetSim.
NetSim Home screen displays libraries for components for which you have purchased licenses.

Note: You can select or clear libraries and control access to NetSim users, only if you are using floating
licenses.

See the following image for an example of what the NetSim Home screen displays, if you click

the Configure Installed Components/Libraries menu item.

NetSim Home - X

NetSim Standard

Network Simulation/Emulation Platform

Version 13.123 (64 Bit)

License Information

New Simulation Ctrl+N  License Server Information NetSim Configuration

Your Work i+ End User License Agreement The installed components (ibraries) of NetSim are displayed below. Users have the option of running any combination of these components, by checking/unchecking in the box next to each
component. Depending on what s checked, only those libraries will be displayed in NetSim GUI, and in turn only those licenses will be checked out from the license server. The checking /

Examples Configure Installed Component/Libraries unchecking is only possible when using floating licenses.

Experiments

/| Internetworks (Base) Legacy Networks Mobile Adhoc Network Wireless Sensor Networks Internet of Things
Cogritive Radio Networks LTE / LTE-A Vehicular Adhoc Networks 56 NR Satellite Comm. Networks
Advanced Routing Software Defined Networks Network Emulator

License Settings

Exit Alt+F4
Apply the component section changes, and restart NetSim.
Fetch New/Updated license from license server and restart NetSim
Tip:- In the event licenses are not applied/updated as expected, Please restart your system
Support Leam Documentation Contact Us

Email - sales@tetcos.com
Phone - +91767 605 4321
Website :

Figure 3-5: The Installed Component (Libraries) of NetSim
Use the License Settings menu as follows:

= Select the checkboxes for the component libraries (types of networks) that NetSim users
must be allowed to simulate.
= Clear the checkboxes for the component libraries (types of networks) that NetSim users

must not be allowed to simulate.
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The Internetwork component is greyed out. You cannot clear the Internetworks component

because Internetworks is a base component that is required for all the other components to work.

6. Exit: Use this option to close opened Netsim tabs.

7. Documentation: Use this section to open the following NetSim help documents: These
include the User Manual which consists of complete description about all the features in
NetSim and how it can be used by the end users, the Technology Libraries which provides
users with an access to a detailed description of various Network Technologies present in
NetSim through individual pdf files, and Source code help which comes along with Standard
and Pro Versions of NetSim, allows users to gain a better understanding of the underlying code
structure for in-depth analysis.

8. Learn: Use this section to learn more about the software which includes the following: Videos
section can be used to view videos related to NetSim in TETCOS LLP YouTube channel. This
channel helps users by providing frequent updates on what’s new in NetSim, topics related to
various network technologies covering different versions of NetSim, and monthly webinars.
The Experiments Manual section grants you access to a well-designed experiments manual
covering various networking concepts which helps users to easily understand different
networks and also gain ideas to carry out their own experimentations in NetSim.

9. Support: Use this section to reach TETCOS LLP helpdesk. Contact Technical Support link
can be used to raise a trouble ticket, you can also write to us via Email to

support@tetcos.com, and Answers/FAQ link grants you access to our Knowledge Base

which contains answers to all your questions most of the time. Users can utilize the wealth of
information present in it, which are further classified into the following: FAQs,
Technologies/Protocols, Modelling/Ul/Results, and Writing your own code in NetSim.

10. Contact Us: Use this section to contact us and know more information about our product. You
can write to us via Email to sales@tetcos.com or contact us via Phone to our official number
+91 76760 54321.

Website: Use this link www.tetcos.com to visit our website which consists of vast information

that will assist you through all walks of NetSim.
3.1.1 Creating “New” Simulations

The Simulation window loads up once user selects the desired network technology from the New

Menu. Click on New Simulation and select the desired kind of network to simulate.
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NetSim Home
NetSim Standard

Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)

Choose a Network

New Simulation Ctri+N il Internetworks (Base)
Features TCP, IP, Routing, Wi-Fi, Ethernet, RF
Vour Work P, , WisFi, 3
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€6 Wireless Sensor Networks

Based on 802154 MAC/PHY interfaces with
MANETs library

d Licensed

@) Vehicular Adhoc Networks

Based on IEEE1609 Wave and IEEEB02.11p with
MANET  routing. VANETs interface  with
Internetworks library and SUMO

d Licensed

Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website : cos.com

/' Wired/Wireless

Figure 3-7: To save experiment, Select File >Save. Save As etc

To save experiment, select File - Save, then specify the Experiment Name, Description

(Optional) and click Save. The short cut for the same is Ctrl + S.

Save as

To save an already existing/saved experiment by a different name after performing required

modifications/changes to it (without overwriting the existing copy), Save As option can be used.

Select File > Save As, then specify the Experiment Name, Description (Optional) and click Save.
The short cut for the same is Shift + Ctrl + S and F12.

3.1.2 Environment Settings

The settings menu provides user’s access to the simulation environment settings.

File  Options

Change Gri

; Cpen MATLAE Interface

Mode

Ver 13.1

Switch

Help

diMap Settings

1od
x|
Router Access_Point

Figure 3-8: Environment settings
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The Environment Settings window is used to switch between Grid View and Map View
backgrounds in supported network technologies. For Grid view, users can configure the Grid

environment length in meters as shown Figure 3-9.

[ Grid/Map Settings X

MNetSim provides options to create a network on a grid or on a map.
Choose an option prior to placing the first device. The option cannot be changed once

a device has been placed.

Choose a background

@® Grid

Grid length (10m to 1000000m) 500

O Map

Latitude (-90° to 907)
Longitude (-180° to 130°)

Zoom Level (2 to 15)

0K Reset Cancel

Figure 3-9: Grid View Setting
3.1.21 The Gird

The Grid coordinate system has its origin at the upper left of the drawing area, and positive Y is

down while positive X is to the right.
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Figure 3-10: NetSim Design window

For Map view users can configure the latitude and longitude respectively.

[ Grid/Map Settings X

NetSim provides options to create a network on a grid or on a map.
Choose an option prior to placing the first device. The option cannot be changed once
a device has been placed.

Choose a background

O Grid

Grid length (10m to 1000000m)
@ map

Latitude (-80° to 907} 13.0

Longitude (-180° to 180%) | 77.5

Zoom Level (2 to 15) I:l

0K Reset Cancel

Figure 3-11: Map View Setting
Users can zoom in and out of the map to add devices in specific geographical locations.
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[ Intemetworks. Workspace Name: NetSim_12.2.25 64 std_default.
File Settings Help

w2
/" Wired/Wireless (mld]

Access Point Links

O ® ®
Node

Switch  Router

Application

R plots

8 Packet Trace

Dy EventTrace

I} view Animation

@ A View Results
Run

B, Display Settings

‘'a
g

IPMSG LogViewer

Learn

Figure 3-12: Map Design window

This menu contains link to NetSim Videos on TETCOS LLP YouTube Channel and NetSim

Experiments manual.

Documentation

This menu contains link to NetSim User Manual, Technology Libraries and NetSim Source Code

Help.

3.2 Modeling and Simulating a simple network

This section will demonstrate how to create a basic network scenario and analyze the results. Let

us consider Internetworks. To create a new scenario, Go to New Simulation = Internetworks

as shown below Figure 3-13.
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Features Geo stationary satellite, TDMA in Ku
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within the properties of all L3 devices. SDN
interfaces with all components except C2 and
cn

& Mobile Adhoc Network
Features DSR, AODV, OLSR and ZRP routing
protocols, and multiple MANETs with bridge
nodes. MANETs interface with Internetworks
library

8 Licensed i

@) LTE/LTE-A
Based on 3GPP 36 series standards. LTE/LTE-A
interfaces with Internetworks library

d Licensed i

adéon Network Emulator
Connect real systems running live applications to
NetSim. Interfaces with all components except
C2. Access this feature inside Application
properties.

Documentation

Figure 3-13: NetSim Home Screen
3.2.1 Creating a Network scenario
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@&l Wireless Sensor Networks

Based on 802154 MAC/PHY interfaces with
MANETs library

8 Licensed i

@1 Vehicular Adhoc Networks

Based on IEEE1609 Wave and IEEES02.11p with
MANET  routing. VANETs interface  with
Internetwarks library and SUMO

d Licensed i

Contact Us

Email - sales@tetcos.com
Phone - +91767 605 4321
Website : m

In this example, a network with two subnets is designed. Let us say the subnet 1 consists of two
wired nodes connected via a Switch and the other subnet consists of one wired node. Both the
subnets are connected using a Router. Traffic in the Network flows from a wired node in subnet

1 to the wired node in subnet 2.

Router 4

)
4

2_Switch_ Wired_Node 3

Wired_Mode 2 Wired_Node_3

Figure 3-14: Network Topology in this experiment

Perform the following steps to create this network design.

Step 1: Drop the devices. Click on Node icon and select > Wired Node.
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File  Settings Help

— S i
g | ‘--’ | Ilf e \I [ I-
-~ T AT
=) R 000K / Wired/Wireless
—

Mode Switch Router Access_Point Limks

=0

Wired_Mode  Wireless_Mode

Figure 3-15: Internetworks Device Palette in GUI
Click on the environment (the grid) where you want the Wired Node to be placed. In this way,
place two more wired nodes. Similarly, to place a Switch and a Router, click on the respective

device and click on the environment at the desired location.

Figure 3-16: Dropped Devices on GUI
Note that NetSim takes the (x, y) position of any device on the grid is the position of top left corner

of the icon and not the center of the icon.

Step 2: Connecting devices: Select the link and then left click on one device, free the mouse
button, then click on the second device and free the mouse button. The wired links may disappear
if you right click anywhere in the environment. Clicking and dragging without freeing the mouse

pointer would displace the device in the environment.

File  Settings Help

I;] |x:_r~,| o i |
=) R/ EJ / Wired/Wireless
Mode Switch Router Access_Point Links
Figure 3-17: To Connect devices select wired/wireless links
For example, select link and the click on Switch followed by router to connect them. In this manner,

continue to link all devices.
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rumy
L,
Router
3
| (e 1] | 5
-,
L2 Switchy] Wired_Node_5
g
2 | 3
Wired_Mode 2 Wired_Naode_ 3

Figure 3-18: Network Topology
3.2.2 Configuring devices and links in the scenario

Step 1: To configure any device, right click on the device and select properties as shown Figure
3-19.

Ko

R,
Router £
T ]
it
L2 Switch 1 Wired Node 5

Properties
> X

Remove

Wired_Maode 2
Graphics

Figure 3-19: Right click on the device and select properties

The default properties of any device can be modified per requirement. Then click on OK.
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|:,|’ Wirednode 0 %
Wirednode w NETWORK_LAYER
Network Protocol 1IPV4
GENERAL IP_Address ‘ 1112 ‘
APPLICATION_LAYER Subnet_Mask ‘ 255.255.0.0 ‘
TRANSPORT_LAYER Default Gateway ‘ 11.1.1.1 ‘
Protocol ARP

NETWORK_LAYER
ARP_Retry_Interval(s) ‘ 10 ‘

INTERFACE_1 (ETHERNET)
ARP_Retry_Limit ‘ 3 ‘

» DATALINK_LAYER

» PHYSICAL_LAYER

Figure 3-20: Network layer Properties window for wired node

Step 2: To configure the links, right click on any Link and select Properties as shown Figure 3-21.

i Link Properties Window = [@=]
rand Link_Type POINT_TO_POINT
om
Link_Medium WIRED

Rauter._:
Link_Mode

4 Max_Uplink_Speed(Mbgs) 10
=1 :
N Iax_Downlink_Speed(Mbps)

L2_Switch 1 Wired_Node_3
MEDIUM PROPERTY

5 Uplink _BER 00000001
Properties

2 Downlink_BER 00000001
Remaove B
Wited_Node 2 Uplink_PropagationDelay(Microsec)
Graphics

o= - z
5 g

B||8| F

S

2

S

2

Downlink_PropagationDelay(Microsed)

oK Reset

Figure 3-21: Wired Link.properties window for links
3.2.3 Display Settings

In NetSim, users can Turn-On or Turn-Off display information such as IP Address of the devices,
link speed etc. For doing this click on Display settings as shown below Figure 3-22.
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File Settings Help

A Plots

g =] (33 S} i =
SR, p— 7 Wired/Wireless o B Packet Trace
Node Switch Router Access Point Links Application ':_D Event Trace Run a Display Settings
Device Name
0 50 100 150 200 250 300 350 Application Flow 500 Meters
& 7
o
Device IP
Link Speed
50 I | Ay | | [ vianio
k. i
Router_T
i
121
10 p )
(] 2
Uplink Speed : 100 Uplink Speed : 100
Downlink Speed : 100 Downlhivk Speed : 100
150 2 ) 3
50 e
Q “Appl_CER '!;]
Wired_Node_2 ‘Wired_Node_3
1112 H2%2

Figure 3-22: Turn-On or Turn-Off display information such as IP Address of the devices, link speed etc
In NetSim the device ID serves as a “device identifier” while the IP Address is an “Interface
identifier”

3.2.4 Copy/Paste

In NetSim simple copy paste can be used. Using this feature users can copy all the properties of
a device and create a new device with similar properties.

Right click on the device, click on copy and then right click and click paste. The sequence is
shown below Figure 3-23/Figure 3-24/Figure 3-25/Figure 3-26/Figure 3-27.

2
E\ Properties
User_Device Caiy Wired_Node,
Remove

MNet5im Console

Change Icon

f ;; \ 3
Router_3 | \ff/’l
Router_3
Figure 3-23: Devices present on GUI Figure 3-24: Right click on the user device and
Select copy
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[ j 1
User_Device User_Device
Router_3
Figure 3-25: Right click on the GUI and Select Figure 3-26: Devices Pasted in GUI

Paste
Remove in the device options, is used to delete the device from the grid environment. Given below

is an example of removing the device User_Device 4 which was previously pasted.

1

Properties i
User_Device Copy ired_MNode 2

Remove
MetSim Console

Change lcon

Figure 3-27: Right click on User_Device 4 and Select Remove
3.2.5 Modeling Application Traffic

After the network is configured, user needs to model traffic from Wired Node 2 to Wired Node 3.
This is done using the application icon. Click on the Application icon present on the ribbon as

shown below Figure 3-28.
File Settings Help

<) AR a
g I\;_gjl ﬂ}] / " Wired/Wireless g&j

Mode Switch Router Access_Point Links Application

Figure 3-28: Select Application icon present on ribbon
In screen shot shown below the Application type is set to CBR, Source_ID is 2 and Destination_ID
is 3. Click on OK.
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[ Configure Application O X
Application D ¥ APPLICATION
Application_Method | UNICAST - | f
Application_Type | CBR - |
Application ID
Application_Name | App1_CBR |
Source_Count
Source_ID | 2 v
Destination_Count
Destination_ID | 3 v
Start_Time(s) | 0 |
End_Time(s) | 100000 |
Src to Dest | Show line -
Encryption | NOMNE - |
Random_Startup | FALSE - |
Session_Protocol NONE
Transport_Protocol | TCPR h
Qos | 8 - |
oK Reset

Figure 3-29: Application Configuration window
3.2.6 Logging Packet/ Event Trace

Packet and Event Trace files are useful for detailed simulation analysis. By default, these are not
enabled since it slows down the simulation. To enable logging of Packet Trace / Event Trace click
on the icon in the tool bar as shown below. Set the file name and select the required attributes to

be logged. For more information, please refer sections 8.4 and 8.5 respectively.

~ Plots

J
gf" [@ Packet Trace @

Application ?é Event Trace Run

Figure 3-30: Packet Trace and Event Trace options present on ribbon
3.2.7 Run Simulation

For simulating the network scenario created, click on Run Simulation present in the Ribbon.

® Plots
%
:l&‘ @ Packet Trace
lication g Event Trace Run
App )

Figure 3-31: Run Simulation icon in the Ribbon

Set the Simulation Time to 10 seconds. Click on OK.
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g{ Run Simulation e

Simulation Configuration Run time Interaction Static ARP Configuration  Packet Capture

Simulation Time:

Simulation Time (0.001 to 100000s): l ‘Id

Packet Animation:

@ Record Animation (Simulation will slow down marginally)
O Play & Record Animation (Simulation will slow down significantly)

O Don't Play / Record Animation (Simulation will run fast)

Seed Values:

(Used to generate random numbers in simulation, Enter a value between 1 to 99999939)

Seed 1 12345678 Seed 2 23456789

OK Reset

Figure 3-32: Run Simulation window

3.3 Saving & Opening experiments and Printing results

3.3.1 Opening Saved Experiments:

Click on Your work (Ctrl+O).

Mew Simulation Ctrl+M
I Your Work Ctrl+0
Examples

Experiments

Figure 3-33: Select Your work
Click on the saved experiment file you wish to open.

3.3.2 Saving an Experiment
During Simulation: Users can save by using the short cut CTRL + S.

After Simulation: From Network Window: Click on File > Save button on the top left. Next,

specify the Experiment Name, Description (Optional) and click on Save.

Ver 13.1 Page 56 of 300



© TETCOS LLP. All rights reserved

| EE Save Experiment

Select the experiment files you wish to save

available in NetSim Home > Your Work,

Current Workspace: C\Users\Hanuman|Documents\NetSim\Workspaces\Default

Select files to save Experiment Name

The experiment files will be saved in the current warkspace. If you wish to save the experiment into a
different location in your system, first save the experiment and then use the export experiment option

Configuration files | Experimenﬂ

Description

[Special characters and whitespace are not allowsd. Max. 75 characters)

1 files selected 66.05 KB

Save Camcel

Figure 3-34: Save popup window

Upon saving several files would get saved inside the folder, including:

= Configuration file (xml) & metrics file (xml)
= Trace Files (csv), if enabled, and
= Plot data (txt)

3.4 NetSim Keyboard Shortcuts

NetSim keyboard shortcuts can be used for frequently performed tasks. The keyboard shortcuts

that are currently supported are listed in the table below Table 3-1.

Keys Function

Home Screen

Ctrl + N Open a New Network
Ctrl+ O Open a Saved Network
Design Window (Any Network)
Ctrl +C Copy
Ctrl +V Paste
Ctrl+ R Open Run Simulation Window
Ctrl+ S Save the Experiment
Shift + Ctrl + S Save As (To Save under different name)
Ctrl + P Open Image/Screenshot of the network scenario
that is designed in the GUI
Alt+ F4 Close Window
F1 User Manual Help
Ctrl + '+/-' Zoom In/Zoom Out
Mouse Click (Left) Select a device
Ctrl + A Select All devices in the design environment
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Ctrl + Mouse Click
(Left) and Drag

Delete

Select devices within a selected area

Deletes the selected devices in the Environment
along with any links it may have
Simulation Console

Terminates Simulation in Mid way. Results will be
Ctrl+C calculated till the time at which the simulation is
terminated
Packet Animation Window
Space bar To Play/Pause animation
Table 3-1: NetSim keyboard shortcuts

3.5 NetSim Interactive Simulation

NetSim allows users to interact with the simulation at runtime via a socket or through a file. User
Interactions make simulation more realistic by allowing command execution to view/modify certain

device parameters during runtime.

This section will demonstrate how to perform Interactive simulation for a simple network scenario.
Let us consider Internetworks. To create a new scenario, go to New - Internetworks. Click &
drop Wired Nodes and Router onto the Simulation Environment and link them as shown below
Figure 3-35 or otherwise Open the scenario for Interactive Simulation which is available in

“<NetSim Install Dir>\Docs\ Sample_Configuration\Internetworks\Interactive Simulation”.

Router_4
11.21.2
11.3]1.1

Appl CBR
Wired_Node_1 Wired_MNode 2
11.1.1.2 11412

Figure 3-35: Network Topology
= Click on Application icon present in the top ribbon and set the Application type as CBR. The
Source _Id is 1 and Destination_Id is 2.
= Set Start Time as 30 Sec
= Enable Plots and Packet trace options
= Click on run simulation option and In the Run time Interaction tab set Interactive Simulation

as True and click on Accept as shown below Figure 3-36.
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.: Run Simulation x
Run time Interaction Static ARP Configuration  Packet Capture

Interactive Simulation:

Interactive Simulation: True -

True{Using File)

False

Accept

Figure 3-36: Run time Interaction tab set Interactive Simulation as True
= Click on run simulation and set Simulation Time as 500 sec. (It is recommended to specify
a longer simulation time to ensure that there is sufficient time for the user to execute the
various commands and see the effect of that before Simulation ends) and click OK.
= Simulation (NetSimCore.exe) will start running and will display a message “waiting for first

client to connect” as shown below Figure 3-37.

B C:\Program Files\MetSim Pro\bin\NetSimCore.exe - [m] X

tSim Pro\bin/Net

Figure 3-37: Waiting for first client to connect
= After Simulation window opens, goto Network scenario and right click on Router_3 or any

other node and select NetSim Console option as shown Figure 3-38.
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Router_4
11.21.2
z 11311 3
Properties 5
Copy
Remave
NetSim Consale 2
Change lcon AppL.CER
Wired_Nade_1 Wired_Node_2
a2 ] 412

Figure 3-38: Select NetSim Console option
= Now client (NetSimCLIl.exe) will start running and it will try to establish connection with
NetSimCore.exe. After connection is established, the window will look similar like this shown

below Figure 3-39.

B Ch\Program Files\NetSim Pro\bin\MetSimCLLexe

NetSim:

Figure 3-39: Connection is established

= After this the command line interface can be used to execute the supported commands

Note: Commands are not a case sensitive

3.5.1 Simulation specific (Not applicable for file based interactive simulation)

= Pause

= PauseAt
= Continue
= Stop

= Exit

= Reconnect
Pause: To pause the currently running simulation

PauseAt: To pause the currently running simulation with respect to particular time (Ex: To Pause

simulation at 70.2 sec use command as PauseAt 70.2)
Continue: To start the currently paused simulation
Stop: To stop the currently running simulation (NetSimCore.exe)

Exit: To exit from the client (NetSimCLl.exe)
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Reconnect: To reconnect client (NetSimCLI.exe) to simulation (NetSimCore.exe) when we rerun

simulation again
3.5.2 Ping Command

= The ping command is one of the most often used networking utilities for troubleshooting
network problems.

= You can use the ping command to test the availability of a networking device (usually a
computer) on a network.

= When you ping a device, you send that device a short message, which it then sends back
(the echo)

= |f you receive a reply then the device is in Network, if you don’t then the device is faulty,
disconnected, switched off, incorrectly configured.

= You can use the ping cmd with an IP address or Device name.

= |CMP_Status should be set as True in all nodes(Wired_Node and Router)

W Wirednode [m] X

v NETWORK_LAYER
Protocol 1PV

GENERAL | ICMP_Status TRUE -

Wirednode

APPLICATION_LAYER ICMP_Cont_Polling(s) E

TRANSPORT_LAYER Static IP_Route GUI

Static_IP_Route_File
NETWORK_LAYER

IGMP_Status FALSE -

NTERFACE_1 (ETHERNET)

Figure 3-40: Set ICMP_Status to True in Network layer window.
= Right click on Wired Node 1 and go to properties. Under General properties enable

Wireshark Capture option as “Online”

Ping <IP address> e.g. ping 11.4.1.2
Ping <NodeName> e.g. ping Wired_Node_2

3.5.2.1 Ping Command Results

B C\Program Files\NetSim Pro\bin\NetSimCLI.exe - [m] x

Figure 3-41: Pinging to Wired_Node_2
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= After simulation open packet trace and filter ICMP_EchoRequest and ICMP_EchoReply

from CONTROL_PACKET_TYPE/APP_NAME column

H - s Packet Trace.csv - Excel TABLE TOOLS T EH -
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS TEAM DESIGN
- e | = - - - -
D % Calibri A & ==8 ’?/- % General - %Cond\tmnal Formatting & Insert z %Y H
p Em - GFnrmatasTahle' & Delete - ' Sort & Find &
aste . . .l = . 0 .00 e ort n
- ~ BI U & L - % o GCEH Styles - [l Format~ & - Filter = Select *
Clipboard Font ] Alignment [F1 Mumber ] Styles Cells Editing
D315 - Jr | 1cmp_EchoRequest
A B C D E F G H
1 |PACKET_ID|~ |SEGMENT_ID|~ |PACKET_TYPE|~ CONTROL PACKET TYPE/APP_NAME|-T SOURCE_ID|~ | DESTINATION_ID| ~ [TRANSMITTER_ID| ~ | RECEIVER_II
915 0 N/A Control_Packet |ICMP_EchoReguest INODE-I ROUTER-3 NODE-1 ROUTER-3
916 0/N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-3 NODE-2 ROUTER-5
a7 0 N/A Control_Packet ICMP_EchoReply ROUTER-3 NODE-1 ROUTER-3 NODE-1
o918 0/N/A Control_Packet |ICMP_EchoReply ROUTER-5 NODE-2 ROUTER-5 NODE-2
1822 0 N/A Control_Packet ICMP_EchoRequest NODE-1 ROUTER-3 NODE-1 ROUTER-3
1823 0/N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-5 NODE-2 ROUTER-5
1824 0 N/A Control_Packet ICMP_EchoReply ROUTER-3 NODE-1 ROUTER-3 NODE-1
1825 0/N/A Control_Packet |ICMP_EchoReply ROUTER-5 NODE-2 ROUTER-5 NODE-2
2726 0 N/A Control_Packet ICMP_EchoRequest NODE-1 ROUTER-3 NODE-1 ROUTER-3
2727 0/N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-5 NODE-2 ROUTER-5
2728 0 N/A Control_Packet ICMP_EchoReply ROUTER-3 NODE-1 ROUTER-3 NODE-1

Figure 3-42: ICMP Control Packets in Packet Trace

a

= Open Wireshark and apply filter ICMP. We can see the ping request and reply packets in

Wireshark.

M WIRED_NODE_1_1.pcap —
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
[ Tiemp [X] -] Expression... | +
No. Time Source Destination Frotocol  Length Info A
- 385 3.000000 11.1.1.2 11.1.1.1 ICHMP 28 Echo (ping) request id=0x@@0@8, seq=0/6, ttl=2 (reply in 3..
- 387 3.000018 TWL-L-31-3L 11.1.1.2 P 28 Echo (ping) reply id=ex@eeee, seq=8/8, ttl=255 (request ..

608 6.600000 11.1.1.2 11.1.1.1 ICHMP 28 Echo (ping) request id=0x@@8@, seq=6/@, ttl=2 (reply in 6..

610 6.000018 WL-3-3l-3l 11.1.1.2 IcHp 28 Echo (ping) reply id=ex@e0e, seq=8/8, ttl=255 (request ..

910 9.060000 11.1.1.2 L 3l-3L-30 ICMP 28 Echo (ping) request id-exeeee, seq=6/@, ttl=2 (reply in 9..

912 9.600018 11.1.1.1 11.1.1.2 ICHP 28 Echo (ping) reply  id=0x888@, seq=8/8, ttl=255 (request ..

1834 18.281252 11.1.1.2 TL-31-3L-3L iyl 28 Echo (ping) request id-8x@@e@, seq=8/8, ttl=255 (no respo..

1835 16.261319 11.3.1.2 11.1.1.2 ICHMP 28 Echo (ping) reply  id=0x0@08, seq=6/@, ttl=253

1136 11.201252 11.1.1.2 11.1.1.1 ICHP 28 Echo (ping) request id=8x0888, seq=8/8, ttl=255 (no respo..

1137 11.201319 11.3.1.2 11.1.1.2 CMP 28 Echo (ping) reply id-0xeee8, seq=0/@, ttl=253

1216 12.600060 11.1.1.2 11.1.1.1 ICHMP 28 Echo (ping) request id=8x888@, seq=6/6, ttl=2 (reply in L.

1218 12.808018 TWL-L-31-3L 11.1.1.2 iyl 28 Echo (ping) reply id=ex@eee, seq=8/8, ttl=255 (request ..

1246 12.201252 IA-A-3l-7 l-31-31-31 ICMP 28 Echo (ping) request id=exeeee, seq=8/@, ttl=255 (no respo.. o

Frame 3@85: 28 bytes on wire (224 bits), 28 bytes captured (224 bits)
Raw packet data

Internet Protocol Version 4, Src: 11.1.1.2, Dst: 11.1.1.1

Internet Control Message Protocol

45 @0 @@ 1c @0 60 68 68 @2 ®1l ad dd 8b 81 61 82 [
@b @1 @1 ©1 @3 @0 f7 ff @@ @@ @@ @  coeoeen .

Figure 3-43: ICMP Control Packets in Wireshark
3.5.3 Route Commands

= route print
= route delete

= route add

In order to view the entire contents of the IP routing table, use following commands route print.

route print
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Figure 3-44: Network Route Print

= You will see the routing table entries with network destinations and the gateways to which
packets are forwarded when they are headed to that destination. Unless you've already
added static routes to the table, everything you see here will be dynamically generated.

= |n order to delete route in the IP routing table you will type a command using the following

syntax

Route delete destination_network

= So, to delete the route with destination network 11.5.1.2, all we’d have to do is type this

command.

route delete 11.5.1.2

= To check whether route has been deleted or not check again using route print command.

= To add a static route to the table, you will type a command using the following syntax.

route ADD destination_network MASK subnet_mask gateway_ip METRIC metric_cost IF
interface_id

= So, for example, if you wanted to add a route specifying that all traffic bound for the 11.5.1.2

subnet went to a gateway at 11.5.1.1

route ADD 11.5.1.2 MASK 255.255.0.0 11.5.1.1 METRIC 100 IF 2

= |f you were to use the route print command to look at the table now, you would see your

new static route.

Ver 13.1 Page 63 of 300



© TETCOS LLP. All rights reserved

Figure 3-45: Route added into Network
Note: Entry added in IP table by routing protocol continuously gets updated. If a user tries to remove a
route via route delete command, there is always a chance that routing protocol will re-enter this entry again.

Users can use ACL / Static route to override the routing protocol entry if required.
3.5.4 ACL Configuration

Routers provide basic traffic filtering capabilities, such as blocking Internet traffic, with access
control lists (ACLs). An ACL is a sequential list of permit or deny statements that apply to
addresses or upper-layer protocols. These lists tell the router what types of packets to: permit or
deny. When using an access-list to filter traffic, a permit statement is used to “allow” traffic, while

a deny statement is used to “block” traffic.
ACL Commands

= To view ACL syntax use: acl print.

= Before using ACL’s, we must first verify that acl option enabled. A common way to enable
ACL use command: acl enable.

= Enters configuration mode of ACL using: aclconfig

= To view ACL Table: Print

= To exit from ACL configuration use command: exit

= To disable ACL use command: acl disable (use this command after exit from acl

configuration)

To view ACL usage syntax use: acl print

[PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT DPORT
IFID
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3.5.4.1 Step to Configure ACL

= Create Network scenario as shown in below figure.

Wired_Node_1 Wired_Node_2
11112 11412

Figure 3-46: Network Scenario
= To create a new rule in the ACL use command as shown below to block UDP packet in
Interface_3 of the Router_3.
= Click on the Application icon present in the top ribbon/toolbar.
o CBR Application from Wired Node 1 to Wired Node 2 with 10 Mbps Generation Rate
(Packet Size: 1460, Inter Arrival Time: 1168us).
o Set Transport Protocol to UDP.
o Set Start Time as 30 Sec
= Click on run simulation option and In the Run time Interaction tab set Interactive Simulation
as True and click on Accept.
= Set the Simulation Time as 200sec or more. Click Ok.

= Right click on Router_3 and select NetSim Console. Use the command as follows:

NetSim>acl enable

ACL is enable

NetSim>aclconfig
ROUTER_3/ACLCONFIG>acl print

Usage: [PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT
DPORT IFID

ROUTER_3/ACLCONFIG>DENY BOTH UDP ANY ANY 00 3
OK!

ROUTER_3/ACLCONFIG>print

DENY BOTH UDP ANY/0 ANY/0 0 0 3
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ROUTER_3/ACLCONFIG>exit
NetSim>acl disable

ACL is disable

NetSim>

B C\Program Files\MetSim'Pro_v13_1\bin\MetSimCLlLexe

config

CLCONFIG>DENY BOTH UDP ANY ANY @ B 3

Figure 3-47: ACL Configuration command
3.5.4.2 Results

The impact of ACL rule applied over the simulation traffic can be observed in the
IP_Metrics_Table in the simulation results window, In Router_3 number of packets blocked by

firewall has been shown below.

Note: Results will vary based on time of ACL command are executed

IP_Metrics_Table O X

IP_Metrics B Detailed View

Deviceld  Packetsent  Packet forwarded  Packetreceived — Packet discarded  TTLexpired  Firewall blocked

0
U

[]
[]

JaCEd A ,-
43614 ]

2 ] 0 89170 0 0 0

I3 89310 45381 52 0 ] 55992
4 54 0 54 0 0 0
5 89397 89280 I 0 a 0

Figure 3-48: IP Metrics Table in result window
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Check Packet animation window whether packets has been blocked in Router 3 for period

when the ACL rule is applied. In the Below figure you can observe that packets are getting
discarded at Router_3.

[ MetSim Packet Animation

- x
1] [ ] —o 35055230.1200... —————————@® viewMore ¥ ﬁ
Pause Stop Simulation Time Micro Sec Animation Speed Display Settings  Table Filters
5 5 25 3 350 4 45 5
I’G\ A[Router_4]
A
50
(A MET IR — | CEE\ 5[Router_5]
(s Noge 1 2[Wired_Nods_2)
- Appl_CBR ;] e fodecl
PACKET_ID SEGMENT_ID PACKET_TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER ARRIVAL T... T
4320 0 8R Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 25055104.000
4329 0 B8R Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 35055104.000
4328 0 X3 Appl_CBR NODE-1 NODE-2 ROUTER-5 NODE-2 25052936.000
4328 0 c8r Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 25052936.000
Figure 3-49: NetSim Animation Window when ACL rules are applied
Then packet transmission is allowed through same Interface_3 once after ACL is disabled.
[ NetSim Packet Animaticn - X
> [ ] - 30006090.1600.. ——————@ View More ¥ %?
Play Stop  Simulation Time Micro Sec Animation Speed Display Settings ~ Table Filters
5 5 5 3 25 40 45 5

(a7 4Router 4]
CLY

gy
30
— .
(\::’\J | 3lRouter 3] | A CERLG (:; S[Router_5]

Q 1[Wired Node 1] 2[Wired_Node_2]

Appl_CBR

PACKET_ID SEGMENT_ID PACKET_TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER ARRIVAL T... T
L] 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-5 NODE-2 20003840.000
CBR App1_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-3 20003840.000
L] 0 CBR App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 20003840.000
5 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-5 NODE-2 30004672000

Figure 3-50: NetSim Animation Window After ACL Disabled
The impact of ACL rule applied over the simulation traffic can be observed in the Application
throughput plot. Throughput graph will show a drop after ACL is set. If ACL is disabled after a

while, application packets will start flowing across the router. The Application throughput plot will
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show a drop and increase(Moving througput graph) in throughput after setting ACL and disabling
ACL respectively.

Example: ACL rule applied at around 120sec user can see the drop in throughput in the graph,
since router blocks UDP packets in the plot. Once ACL has been disabled at around 185sec router
permits packets and hence increase in throughput can be observed in the plot shown below
Figure 3-51.

[ NetSim - Plots - x

® ® B

App1_CBR_Throughput

Plot Settings

Chart Title App1_CBR_Througnput

ut (Mbps)

hroughp

Th

Figure 3-51: CBR Application throughput plot
3.5.5 Interactive Simulation using file

Interactive simulation using file allows users to pass commands as input through a text file. In the
text file users can provide the commands along with the device in which it has to be executed by
specifying the time stamps. This provides the user to have control over the scenario to execute

commands at a specified time.

In the Interactive simulation text file, user should specify the exact time in seconds, along with the

name of the device.
Format of the input text file for one device.

TIME=<SIMULATION TIME IN SECONDS>
DEVICE=<DEVICE_NAME>
<COMMAND TO BE EXECUTED>

The below Network scenario explains how to perform the Interactive simulation using file as input.
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é;
App1_CBR

Wired_Node_1 Wired_Node_2
12 nstz

Figure 3-52: Network Topology
= The scenario comprises of 4 Routers, 2 Wired Node
= In Router Application layer, the routing protocol is set as RIP, since it is global property,
routing protocol will be set as RIP in all Routers.
= Right click on the Application Flow App1 CBR and select Properties or click on the
Application icon present in the top ribbon/toolbar.
= A CBR Application is generated from Wired Node 1 i.e., Source to Wired Node 2 i.e.,
Destination with Packet Size remaining 1460Bytes and Inter Arrival Time remaining
20000us. Transport Protocol is set to UDP.
o Additionally, Set start time as 1 sec.
= In order to set static routes to forward packets from Router 3 to the destination Wired Node
via Router 5 instead of Router_4, such that the packets flow from Router 3=> Router
5=>Router 6=>Router4 =>Wired node 2 from a specified time say 25 seconds, the following
input can be provided:
TIME= 25
DEVICE=Router_ 3
route ADD 11.5.1.2 MASK 255.255.255.0 11.2.1.2 metric 1 if 2
= Create a text file with the above input and save it as input.txt file.
= Enable packet trace and Open the Run tab and switch to run time simulation tab select the

Interactive simulation using file.
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l:i Run Simulation =
‘ Run time Interaction | Static ARP Configuration  Packet Capture

Interactive Simulation:

Interactive Simulation: | True{Using File) A |

File Path ‘ |

Accept

Figure 3-53: Run time Interaction tab with Interactive Simulation option set as True (Using File)
= Browse the Saved input.txt file in file path and select Accept button.
g; Run Simulation *

Run time Interaction Static ARP Configuration  Packet Capture

Interactive Simulation:

Interactive Simulation: | True(Using File) v |

File Path X
‘ Ci\Users\Navya\Desktoplinput.txt ‘ |

Accept

Figure 3-54: Run time Interaction tab with Interactive Simulation File Path set
= Open the packet trace, you can observe that till 25 seconds the data packets are transmitted
from Wired Node 1=>Router 3=> Router 4=> Wired Node 2.
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1196 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24900000
1197 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24920000
1197 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24920000
1197 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24920000
1198 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24940000
1198 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24940000
1198 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24940000
1199 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24960000
1199 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24960000
1199 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24960000
1200 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24980000
1200 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24980000
1200 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24980000
1201 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 25000000
1202 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 25020000
1202 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 25020000
1202 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 25020000
1202 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 25020000
1202 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 25020000
1203 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 25040000
1203 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 25040000
1203 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 25040000

Figure 3-55: Data packets are transmitting from Wired Node 1=>Router 3=> Router 4=> Wired Node 2 in
packet trace before 25" seconds

= After 25" second you can observe that, the routing happens according to the command
specified in the input file.

= The data (APP 1 CBR) packets are transmitted from Wired Node 1=>Router 3=>Router
5=>Router 6=>Router 4=>Wired Node 2

PACKET_ID |-| SEGMENT_ID | - | PACKET_TYPE |~ | CONTROL_PACKET_TYPE/APP_NAME |-| SOURCE_ID |-| DESTINATION_ID|-| TRANSMITTER_ID -| RECEIVER_ID |- | APP_LAYER ARRIVAL TIME(US) |-| TRX_LAYER_ARRIVAL_TIME(US) |-

1198 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24940000 24940000
1199 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24960000 24960000
1199 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24960000 24960000
1199 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24960000 24960000
1200 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 24980000 24980000
1200 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-3 ROUTER-4 24980000 24980000
1200 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 24980000 24980000
1201 0 CBR App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 500000 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 2500000 25000000
1201 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 2500000( 25000000
1201 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 2500000 25000000
1201 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 2500000 25000000
1202 0 CBR App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 2502000 25020000
1202 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 2502000( 25020000
1202 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 2502000( 25020000
1202 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 2502000 25020000
1202 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 2502000 25020000
1203 0 CBR App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 2504000 25040000
1203 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 2504000 25040000
1203 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 2504000 25040000
1203 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 2504000 25040000
1203 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 2504000 25040000
1204 0 CBR App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 2506000 25060000
1204 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 2506000( 25060000
1204 0 CBR App1_CBR NODE-1 NODE-2 ROUTER-5 ROUTER-6 2506000 25060000
1204 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-6 ROUTER-4 2506000( 25060000
1204 0 CBR Appl_CBR NODE-1 NODE-2 ROUTER-4 NODE-2 2506000 25060000
1205 0 CBR Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 2508000( 25080000
1205 0 CBR Appl CBR NODE-1 NODE-2 ROUTER-3 ROUTER-5 2508000 25080000

Figure 3-56: After 25th sec routing is initiating according to the command mentioned in input file

= The same can be observed in Animation window.
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Figure 3-57: NetSim Animation window

= From the above example we can see that until the specified time mentioned in the input text

file, the network considers the path formed by the routing protocol i.e RIP. From 25" Second

onwards packets are routed according to the modified path specified in interactive

simulation input text file.
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4 Workspaces and Experiments

4.1 What is an Experiment and workspace in NetSim?

After users design and simulate a network in NetSim it can be saved as an experiment. This
experiment is saved in a Workspace. A workspace also contains the source codes, executable
files, icons, data files, etc. A workspace can contain one or more experiments. While NetSim
supports multiple workspaces, users generally work in the default workspace. The default
workspace of NetSim will have the master source code and the master binaries (compiled library,
executable and DLL files).

New workspaces need to be created when:

» The user wants to modify the underlying source code of NetSim.

= A user chooses to organize a large number of saved experiments. The experiments can be
saved in a different workspace.

= NetSim running on one PC/VM is time-shared between multiple users. Each user has

his/her own workspace.

As mentioned earlier, NetSim stores your experiments (projects) in a folder termed as a
Workspace. Default workspace is created in a user selected directory when NetSim is run for the
first time after installation. Choose the path and enter the workspace name where you want the

default workspace to be created.

] pefault Workspace x

MNetSim stores your projects in a falder called Workspace.

A default workspace will be created when NetSim is run for the first time after
installation. This workspace would contain all the scurce code files, executable files,
icons, data files, etc.

Workspace Name Woaorkspace]

Lacation C\Users\Navya\Documents\NetSim\Workspaces',

CK

Figure 4-1: Default workspace created in Documents folder

This default workspace contains the following folders:

1. \src - contains protocol source codes.
2. \bin_x64 contains NetSim binaries for 64-bit.
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Name

bin_x64

5rc

| | Experimentinfo.xml

Date modified

12/8/2021 1:50 PM
12/8/2021 1:50 PM
12/8/2021 3:40 PM
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Type

File folder
File folder

AML Document

Figure 4-2: Default workspace containing the different folders

Size

4.2 How does a user create and save an experiment in a

workspace?

1 KB

To create an experiment, select New Simulation - <Any Network> in the NetSim Home Screen as

shown Figure 4-3.

NetSim Home

NetSim Standard

Network Simulation/Emulation Platform

Version 13.1.23 (64 Bit)

New Simulation Ctri+N
Your Work Ctrl+0
Examples

Experiments

License Settings

Bxit Alt+F4

Choose a Network

€ Internetworks (Base)

Features TCP, IP, Routing, Wi-Fi, Ethemet, RF
Propagation, Application Models, Network Stack,
Simulation Kernel, Animatar and Plot Engine

8 Licensed

1 Internet of Things

Features WSN, RPL and 6LOWPAN with MANET
routing. loT interfaces with Intemetworks and
MANETS libraries

d Licensed

@] 5G NR

Based on 3GPP 38 series standards. 5G NR
interfaces with Internetworks library

d Licensed

@ Advanced Routing

Features VLAN, Multicast Routing: IGMP and PIM,
L3 Switch, ACL and NAT. Access these features
within the properties of Switches and Routers
available in C1

Current workspace: Workspace1

Learn

Videos
Experiment Manual

@ Legacy Networks

Features Pure Aloha, Slotted Aloha, GSM and
CDMA. Legacy Networks run standalone and do
not interface with Intemetworks library

8 Licensed

il Cognitive Radio Networks

Based on 80222 standard and interfaces with
Internetworks library

d Licensed

ciil Satellite Comm. Networks

Features Geo stationary satellite, TDMA in Ku
Band and MF-TDMA in Ka Band per DVB S2.
Interfaces with Internetworks library

d Licensed

[l Software Defined Networks

Based on Openflow protocol. Access this feature
within the properties of all L3 devices. SDN
interfaces with all components except C2 and
cn

s Mobile Adhoc Network

Features DSR, AODV, OLSR and ZRP routing
protocols, and multiple MANETs with bridge
nodes. MANETs interface with Intemetworks
library

8 Licensed

@) LTE/LTE-A

Based on 3GPP 36 series standards. LTE/LTE-A
interfaces with Internetworks library

4 Licensed

Adé-on Network Emulator

Connect real systems running live applications to
NetSim. Interfaces with all components except
C2. Access this feature inside Application
properties.

Documentation

ual

Figure 4-3: NetSim Home Screen

@&l Wireless Sensor Networks
Based on 802154 MAC/PHY interfaces with
MANETs library

8 Licensed

@) Vehicular Adhoc Networks

Based on IEEE1609 Wave and IEEEB02.11p with
MANET  routing. VANETs interface  with
Internetworks library and SUMO

d Licensed

Contact Us
Email - sales@tetcos.com
Phone - +91 767 605 4321

Website : www.tetcos.com

The created experiment can be saved by clicking on File > Save button on the top left corner of

the design window.

Ver 13.1

File  Settings

Save
Save bs

Close

Shift+Ctrl+5

Alt+F4

Help

Ctrl+5

N
g/

outer

pativiy

Access_Point

/I Wired/\Wireless
Links

Figure 4-4: Save/Save As an experiment by clicking on File
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A save pop-up window appears which asks the user to input an Experiment Name and Description

for the experiment. The workspace path is also shown in the window.

qi Save Experiment x

Select the experiment files you wish to save

The experiment files will be saved in the current workspace. If you wish to save the experiment into a
different location in your system, first save the experiment and then use the export experiment option
available in NetSim Home > Your Work.

Current Workspace: C\Users\Navya\Documents\NetSim\ Werkspaces\Workspace 1

Select files to save Experiment Name
Configuration files MANET
Metrics files [=pecial characters and whitespace are not allowsd. Max. 75 characters)
V| Animation files Description

14 files selected 20.80 MB

Save Cancel

Figure 4-5: Save popup window
User needs to input the Experiment Name (Description is optional) and then click on Save. The
workspace path is non-editable. The experiment will be saved in the current workspace directory.

Users can also select the files which are to be saved into the experiment folder.

= The Configuration file will be mandatorily saved into the experiment folder.

= Optional: Simulation output files such as Metrics.xml, Animation files, Event Trace file,
Packet Trace file and Plot data (if enabled).

= Optional: Protocol logs (if written) or Custom Log files (if codes have been modified for

logging)

In our example, we saved the experiment with the name MANET and this experiment can be

found in the default workspace path as shown below Figure 4-6.

> ThisPC *» Documents * MNetSim * Workspaces * Workspace1l

-~

Name Date modified Type Size

5G 12
bin_xb4 1

021 418 PM File folder

021 1:50 PM File folder

Internetworks 12/8/2021 3:28 PM File folder
10T 2021 3:30 PM File folder
MANET File folder
src File folder
|| Experimentinfo.xmi XML Document 1KB

Figure 4-6: Manet Example Saved in Workspace
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Users can also see the saved experiments in Your Work menu as shown below Figure 4-7.

NetSim Home - X
NetSim Standard
Network Simulation/Emulation Platform ﬁ
Version 13.1.23 (64 Bit)
> CAU Doc el T o
New Simulation Ctrl+N Name Date Modified Network Type Size Current workspace: Workspace
Size: 1349 MB
Your Work Cuiso [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks 10578 KB
2 10T Dec 08 2021, 15:30:16 PM Internet_of_Things 115318
Examples =
& Intemetworks Dec 08 2021, 15:28:57 PM Intemetworks 105.69 KB
Experiments €56 Dec 08 2021, 15:31:49 PM 5G_NR_mmWave 189.62 KB
Name: MANET 4
Network type: Mobile_Adhoc_Networks
Size: 10578 KB

Dec 08 2021, 14:35:44 PM

License Settings Description 4

Bxit Alt+F4

Source code  Workspaces  Import

Support Leam Documentation Contact Us
Email - sales@tetcos.com
Phone - +91767 605 4321
Website : os.com

Figure 4-7: Saved experiments in Your work menu
If a Description was provided while saving the experiment, it will be displayed on Description panel

on the right. Users can also edit the description for an experiment in the description panel.

[ Netsim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
U \ \Doct I el 1 C)
New Simulation culN Name Date Modified Network Type Size Current workspace: Workspace!
Size: 1349 M8
Your Work Cts0 [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks  105.78 KB ;
2 107 Dec 08 2021, 15:30:16 PM Internet_ of_Things 11531 KB
Examples =
& Internetworks Dec 08 2021, 15:2857 PM Internetworks 105.69 KB
Experiments 2 56 Dec 08 2021, 15:31:49 PM 5G_NR_mmWave 189.62 KB
Name: MANET .
Network type: Mobile_Adhoc_Networks
s 10578 K8
Date Modifed: Dec 08 2021, 14:35:44 PM
License Settings Desaription MANET Network with 5 Nodeq 4
Exit Alt+Fa
Source code  Workspaces  Import
Support Learn Documentation Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website : v

Figure 4-8: Description will be displayed on the right side of the description panel

The “Save As” option is also available to save the current experiment with a different name.

Users can Open file location where the experiment is saved, delete the experiment, Export the

experiment or Cut (and paste inside a different folder), Free up Space is used to delete the files
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that may not be important there by reducing the folder size, an experiment by right-clicking on

the experiment in the Your Work window as shown below in Figure 4-9.

NetSim Home - X
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
> C\U Doc el )
New Simulation Ctri+N Name Date Modified Network Type Size Current workspace: Workspacel
Size: 1349 MB
Your Work Ctls0 & MANET ~ )21, 1435:44 PM Mobile_Adhoc_Networks 105.78 KB
Open file location l
£ 10T )21, 15:30:16 PM Internet_of_Things 11531KB
Examples = Free up Space
[£ Internetworks c )21, 15:28:57 PM Internetworks 105.69 KB
ut
Experiments €56 21, 15:31:49 PM 5G_NR_mmWave 189.62 KB
Export
Delete

Name: MANET ’
Network type: Mobile_Adhoc_Networks
Size: 10578 K8
Date Modified: Dec 08 2021, 14:35:44 PM
License Settings Description: Description s
Exit Alt+F4
Source code  Workspaces  Import

Support Learn Documentation Contact Us

- ‘ Email - sales@tetcos.com
Phone - +91 767 605 4321
Website : cos.co

Figure 4-9: Right click on experiment name to view different options like “Open file location, Cut, Delete,
Export” and Free up Space etc.

If the user wants to move the experiment into a New folder, create a New folder by right clicking
on the experiment panel (either in the white space below the experiment list or on the header) as

shown and cut the experiment and paste it inside a new folder.

[ NetSim Home o X
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
- C:\Users\Navyz\Dioc \ =1 +t O
New Simulation CrrieN Name Date Modified Network Type Size Current workspsce: Workspace
Size: 1349 M8

Your Work Cts0 [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks  105.78 KB

£ X 08 2021, 0:16 PM f. 11531 .
Examples & 107 Dec08 2021, 153096 M nternet.of Things >31KE Selected Folaers, Experiments, and Files

& Intemetworks Dec 08 2021, 15:28:57 PM ntemetworks 105,69 K8

o d (13449 MB

Experiments : 56 Dec 08 2021, 15:3149 PM SG_NR_mmWave 18962 K8 Erported Experiment and felders (13449 M5

& MANET (105.78 KB)

New Folder

Paste
Import

Open Workspace folder

[¥] Include Source cade and Binaries
License Settings

Exit Alt+Fa Export As Warkspace

Location:  CAUsers\Navya\Documents\Nenw older )

Sourcecode  Workspaces  Import

Support Learn Documentation Contact Us
Email - sales@tetcos.com
Phone - +§1 767 605 4321
‘Website :

Figure 4-10: Create a “New Folder”
Users can also free up space by deleting files which may not be important. Select the files and

click on run. The deleted files can be regenerated by running the simulation again.
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;E Free up space w
This utility deletes files that may not be important, thereby reducing the folder size.
Delete
Animation Files { )
Plot Files ( )
Wireshark Files [ )

Trace Files [ )
Logs files{ )

The folder size will be reduced by: 1 KB

These deleted files can be regenerated by running the simulation again.
Configuration and Metrics files will continue to be present in the folder after running this utility.

Run Cancel

Figure 4-11: Free up space window
In this example, we have saved all the files related to the experiment. You can see the various

files stored in the experiment folder in Figure 4-12.

&« v » ThisPC » Documents » MetSim > Workspaces » Workspacel » MANET

MName Date modified Type Size
7 Quick access

log 29-11-2021 10:24 File folder
@ OneDrive - Personal [&] A_Scenario.png 29-11-2021 10:24 PMG File 68 KB
imati 29-11-2021 10:24 XML Fi 2K
- E This PC g Animation.xml 29-11 110:24 XML File KB
3D Obi u Animation_ROUTER_1.txt 259-11-2021 10:24 Text Document 3KB
ects —
nimation_Transmit_packet.txt 29-11-2021 10:24 ext Document 283
- g Animation_Tr it_pack 29-11-2021 10:2 Text D 1,285 KB
I Desktop =] Animation_WIRED_NODE_2.tct 29-11-2021 10:24 Tesct Document 2KE
> |5 Documents |:] Anirnation_WIRED_NODE_3.txt 29-11-2021 10:24 Text Document 2KB
& Downloads [] Configuration.netsim 29-11-2021 10:24 METSIM File 14 KB
J’g Music |:] Description.tct 29-11-2027 10:24 Text Document OKB
= Pictures I@ Event Trace.csv 29-11-2021 10:24 Microsoft Bxcel C... 12,272 KB
i 29-11-2021 10:24 XML Fi 2K
B Videos E Metrics.xml 29-11 110:24 XML File 12 KB
. @ Packet Trace.csv 29-11-2021 10:24 Microsoft Excel C... 5,732 KB
. Local Disk (C2) - - o
E| plot_App1_CBR_Throughput.txt 29-11-2021 10:24 Text Document 146 KB
= Local Disk (E) B plot_Link_1_Throughput (Bi-directional A... 29-11-2021 10:24 Text Document 283 KB
#m Mew Volume (F) [E plot_Link_2_Throughput (Bi-directional A...  29-11-2021 10:24 Text Document 283 KB
& Network |:] SpanningTreetxt 29-11-2021 10:24 Text Document 0 KB

Figure 4-12: Simulation output files in experiment folder

4.3 Should each user have a workspace?

There is no strict association between users and workspaces. A single user can have multiple
workspaces (and in turn experiments in each workspace), or multiple users can operate in one

workspace.
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4.4 How does a user export an experiment?

To save experiments in a different location, you have to first save the experiment in the current
workspace and then use the export option present under Your work in the NetSim Home Screen

as shown in Figure 4-13.

¥ NetSim Home - o P
NetSim Standard
Network Simulation/Emulation Platform
Version 12.1.23 (64 Bit)
CAUS S\NetSimWorkspaces\Workspace Tt U
New Simulation CtrisN Name Date Modified Network Type Size Current workspace: Workspace
Size: 13449 M8
Your Work Ctrl+0 ) MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks 105.78 KB i}

Examples

Experiments

Figure 4-13: Export option present in Your work in NetSim Home Screen
If you click on the Export option, an Export Experiment panel appears where you can select the
files to be exported. You can also select the source code and binaries if required. While the

Configuration file is mandatory, other files are optional.

Selected Folders, Experiments, and Files

4 Exported Experiment and folders ( 134.49 MB )
[£) MANET (105.78 KB )

Choose associated files Include Source code and Binaries|

Include following associated
files for experimentis)

+ Configuration file

| Metrics file locuments\New folder @
[] Animation file

[] Plot file

[] Packet and Event trace

[ Log file Bxport

[ Wireshark file

Figure 4-14: Export Experiment pop-up window
You need to give the destination path and name of the experiment while exporting. The exported

experiments will be saved with a .netsim_exp extension.
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Export As: Enter export file name

Location:  Select Path B

Figure 4-15: Select Export file and Path in export window

4.5 How does a user delete an Experiment in a workspace?

Users can delete experiments by clicking on the delete icon as shown below in Figure 4-16.

= C\Users\Navya\Documents\NetSim\Workspaces\Workspace1
Name Date Modified Network Type Size

[£) MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks 105.78 KB A

Figure 4-16: Delete an Experiment in a workspace

It displays a popup window as shown in Figure 4-17. Click on YES.

NetSim

I Are you sure you want to delete?

Yes No |

Figure 4-17: Delete experiment confirmation window popup

4.6 How does a user create a new workspace?

To create a new workspace, click on Workspaces present in Your work Menu shown as below
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[ Netsim Home o x

NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)

- C\Users\Navyz\Doa Tt o
New Simulation Culen Name Date Modified Network Type Size Current workspace: Workspace'
Size: 13449 MB
Your Work e B MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks 10578 KB
Examples
Experiments

Name: MANET 4
Netnor type: Mobile_Adhoc_Networks
Size 10578 KB
Date Modiied: Dec 08 2021, 14:35:44 PM
scrpti cription
License Settings Description: Description 4
Eit Alt+Fa
Source code Import
Support Learn Documentation Contact Us

wer Email - sales@tetcos.com
ontact Technical Suppo periment Manua echnology Libraries Phone - +91 767 605 4321
‘Website : w.tet m

Figure 4-18: Workspace options present in Your work Menu window

Then select List of Workspaces Options

[ NetSim Home a X

NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)

> CAU: \ Doc 1 T O
New Simulation culsN Name Date Modified Network Type Size Current workspace: Workspacel
Size: 134.49 MB
Your Work Ctri+0 £ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks 105.78 KB
Examples
Experiments

MANET ’
pork type Mobile_Adhoc_Metworks
Size: 10578 KB
Date Modifed: Dec 08 2021, 14:35:44 PM
License Settings Description: Description P
Exit Alt+F4
Sourcecode  Workspaces  Import
Support Senas curent ' Documentation Contact Us

Export Current Workspace
Email - sales@tetcos com

braries Phone - +91 767 605 4321
Website etcos.com

Open workspace Location

Figure 4-19: Select List of Workspaces option in Your work window

And select New Workspace
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[ Netsim Home o x

NetSim Standard

Network Simulation/Emulation Platform

Version 13.1.23 (64 Bit)

Current Workspace: Workspace1

New Simulation Crri+N Name Date Modified Size

Your Work Cur+0 @ workspacel Dec 08 2021, 01:52:10 PM 13439 MB Workspace Name Workspace #
Location CAUsers\Navya\Documents\NetSim\Worksp...

Examples
size 13439 MB

Experiments Date Created Dec 01:50:52 PM

Date Madified Dec 01:52:10 PM

Description

License Settings

Exit AlreFa

Support Learn Documentation Contact Us
Email - sales@tetcos.com
o S Phone - +91 767 605 4321
Help ‘Website : t m

Figure 4-20: Select New Workspace option
A New Workspace pop-up window appears where you can input the Workspace Name,

Description and Workspace Path as shown below
| E New Workspace %

Your simulations are stored in a folder called Workspace. Workspace contains all source code files,
executables files, icons, data files, etc.

New Workspace

Location

C:\Users\Navya\Documents\NetSim\Workspaces\ B

Name

Workspatejl

Workspace name+path should be less that 200 characters

Description

Short description of workspace (Optional)

S concel

Figure 4-21: New Workspace pop-up window

4.7 How does a user switch between workspaces?

Users can switch from one workspace to another. Select Your work >> Workspaces >> List of

Workspaces and click on the workspace you want to switch to
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NetSim Home - X
NetSim Standard
Network Simulation/Emulation Platform ﬁ
Version 13.1.23 (64 Bit)

Current Workspace: Workspacel

New Simulation ctri+N Name Date Modified Size
Your Work cis0 (@ Workspacet Dec 08 2021, 01:52:10 PM 13449 MB Workspace Name  Workspace e
: ! Workspace 2 Dec 08 2021, 03:15:24 PM 13439 MB Location Ci\Users\Navya\Documents\NetSim\Worksp...
xamples
Size 13449 M8
Experiments Date Created Dec 08 2021, 01:50:52 PM
Date Modified Dec 08 2021, 01:52:10 PM
Description Description s
License Settings
Exit Alt+F4
New Workspace Back
Support Leam Documentation Contact Us
Videos Email - sales@tetcos.com

Phone - +91 767 605 4321
Website : www.tetcos.com

Experiment Manual

Figure 4-22: Switch between workspaces

And then select Set as Current symbol (the green tick mark) as shown below

[ NetSim Home - o x
NetSim Standard
Network Simulation/Emulation Platform ﬁ
Version 13.1.23 (64 Bit)

Current Workspace: Workspacel

New Simulation Crl+N Name Date Modified Size
Your Work cts0 | & Workspacel Dec 08 2021, 01:52:10 PM 13849 M Workspace Name  Workspacel 4
: . Workspace_2 Dec 08 2021, 03:15:24 PM 13439 MB. ) Izl Location C:AUsers\Navya\Documents\NetSim\Worksp...
xamples
Size
Expeniments Date Created

Date Modified

Description Description .
License Settings
Exit Alt+Fa
New
Support Learn Documentation Contact Us
) Email - sales@tetcos.com
anual echnology Librarie Phone - +91 767 605 4321
Website : tcos.com

Figure 4-23: Select Green button to “Set as Current” workspace

4.8 How does a user export a workspace?

Users can export only the workspace by selecting Your Work >> Workspaces >> Export Current

Workspace as shown below in Figure 4-24.
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[ Netsim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (54 Bit)
- CAUsers) Documents)| el T U
New Simulation Culen Name Date Modified Network Type size Current workspace: Workspacel
Size: 1349 MB

Your Work Ct1s0 [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_ Networks  105.78 KB 7

g 101 Dec 08 2021, 15:30:16 PM Internet_of_Things 11531KB
Examples =

£ Internetworks Dec 08 2021, 15:28:57 PM Internetworks 105.69 KB
Experiments g 56 Dec 08 2021, 15:31:49 PM 5G_NR_mmWave 189.62 KB

56 4

5G_NR_mmWave

189,62 KB
Dec 08 2021, 15:31:49 PM

License Settings Description 4

Exit AlteFa

Source code  Workspaces  Impert

List of Workspaces

Set as current »

Support Documentation Contact Us
Expont Current Workspace

Email - sales@tetcos.com
Open workspace Location Phone - +81767 605 4321
Website :

Figure 4-24: Select Export option in Your work window
This will show the export workspace window panel in the right with all the existing experiments in
that particular workspace. This option is similar to exporting an experiment. You can select the
files which are to be exported as part of the workspace and then can select the source code and

binaries if required. The Configuration file is mandatory and other files are optional.

[ Netsim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
CAUsers\ C \ el T o
New Simulation crieN Name Date Modified Network Type Size Current workspace: Workspacel
Size: 1349 MB
Vour Work Ctis0 & MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc Networks ~ 105.78 KB i
Examples g or Dec 08 2021, 15:30:16 PM Internet_of_Things 115.31KB Selected Folders, Experiments, and Files
£ Internetworks Dec 08 2021, 15:28:57 PM Internetworks 10569 KB
. . 4 Exported Experiment and folders ( 134.9 MB }
Experiments : 56 Dec 08 2021, 15:31:49 PM 5G.NR_mmWave 18962 KB pored Bpe
B 5G (18962 KB )
&/ 10T (11531KB)
& Internetworks ( 105.69 KB )
£ MANET ( 105.78 KB )
[¥] Include Source code and Binaries
License Settings
Eit Alt+Fa Export As:  Enter export file name
Location: Select Path =)
Source code  Workspaces  Impert sort
Support Learn Documentation Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website

Figure 4-25: Adding default binaries, source code and icons to Selected Experiments list
Users can enter the name and path in which the workspace is to be exported and then click on
Export.
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Export As: Workspace

Location: C:\Users\Navya\Documents\New folder T}

Back Export

Figure 4-26: Enter the workspace name and select the export location
The workspace will be exported to the path selected. It will have the extension .netsimexp as

shown in Figure 4-27.

> This PC » Documents > New folder

o~

Name Date modified Type Size

=l

w

22 KB

[*8)

|| Workspace.netsimexp 12/8/2021 3:52 PM NETSIMEXP File

Figure 4-27: Workspace exported to Location.
If you want to remove an experiment from the workspace being exported, right click on that

experiment and click on remove as shown in Figure 4-28.

T U

Current workspace: Workspacel
Size: 155.15 MB
Selected Folders, Experiments, and Files

4 Exported Experiment and folders ( 9445 KB )
= M

Remaove del I

Figure 4-28: In Export list window Right click on experiment and select Remove

4.9 How does a user import experiment and workspace?

You can import only an exported workspace, import experiments and workspaces by first

selecting Your work and then selecting the Import option as shown in Figure 4-29.
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[ Netsim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (54 Bit)
- CAUsers) Documents)| el T U
New Simulation Culen Name Date Modified Network Type size Current workspace: Workspacel
Size: 1349 MB

Your Work Ct1s0 [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_ Networks  105.78 KB 7

g 101 Dec 08 2021, 15:30:16 PM Internet_of_Things 11531KB
Examples =

£ Internetworks Dec 08 2021, 15:28:57 PM Internetworks 105.69 KB
Experiments g 56 Dec 08 2021, 15:31:49 PM 5G_NR_mmWave 189.62 KB

56 4

work type: 5G_NR_mmWave

189,62 KB
Dec 08 2021, 15:31:49 PM

License Settings Description 4

Exit AlteFa

Source code  Workspaces | Impert

Support Learn Documentation Contact Us
Email - sales@tatcos.com
Phone - +91 767 605 4321
Website :

Figure 4-29: Select Import option in Your work window
4.9.1 Importing Configuration.netsim file from experiment folder

Once you click the import option from Your work the following window will open. Click on
Experiment/Workspace file option and import the Configuration file. Enter the path from where

the configuration file has to be imported as shown in Figure 4-30.
Note that

¢ Only files with “.netsim” extension can be imported.
e By Selecting “Copy all files available in the folder” option user can import all files

present along with Configuration.netsim.
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r;g Import »

This utility allows you to import Experiment(s)/Workspaces.

Import

® Experiments/Workspace file (U Experiments/Workspace folder
Import single Experiment (Configuration/scenaric) file with .netsim Generally used to import older version Experiments/Workspaces.
extension Import the Workspace/ multiple Experiments folder. This folder would
(or} have the configuration files and all other associated files e.g, metrics,
Import Workspace or multiple Experiments with .netsimexp extension plots and traces etc.

Source

Source Location: C\Users\Navya\Desktop\Configuration.netsim b

Select the import source path.

NetSim Version: MNetSim STANDARD 13.1.23

Date Modified: Dec 04 2021, 10:14:16 AM

Network Type: Internetworks

I Copy all files available in the folder

Destination

Current workspace:

Experiment Name: Experiment

Description: Enter description here (Optianal)

Import Cancel

Figure 4-30: Importing configuration files
The imported experiment file will be available in the current workspace. It can be seen by clicking

on Your Work as shown below

[ NetSim Home o X

NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)

- CaUsersy Docur to
New Simulation CrrlaN Name Date Modified Network Type Size Current workspsce: Workspacel
Size: 1349 MB
Your Work oo [E Dperment Tec 04 2021, 101416 A Tntermetworks TESKE
256 Dec 08 2021, 15:31:43 PM 56_NR_mmWave 16962 K8
Examples
2 o1 Dec 08 2021, 15:30:16 PM Internet_of_Things 11531 K8
Experiments & Internetworks Dec 08 2021, 15:28:57 PM Internetworks 105,60 ke
& MANET Dec 08 2021, 14:35:44 PM Mobile Adhoc Networks 10578 K8
Name: Experiment L4
Network type: Intemnetworks
s 1565 k8
Date Modified Dec 04 2021, 16:14:16 AM
Description: Description ’

License Settings

Exit AlteFa

Source code  Workspaces  Impert

Support Learn Documentation Contact Us
Email - sales@tetcos.com
anual echnology Librarie Phone - +91 767 605 432
Website : teos.com

Figure 4-31: Imported experiment file in the current workspace
4.9.2 Import workspace or multiple experiments file

This section explains how (i) You can import multiple experiments into your current workspace,
and (ii) Import a complete workspace. Click Your work and then select Import option as shown
below
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[ NetSim Home o X
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.19 (64 Bit)
- CAUsers\Navya\D ! ace 1 Tto
New Simulation N Name Date Modified Network Type Size Current workspace: Workspace_1
Size: 156.24 M8

Your Wark CueD B MANET Nov 06 2021, 17:19:43 PM Mobile_Adhoc Networks  21.82 MB

£ Internetworks Nov 08 2021, 16:20:35 PM Internetworks 55.J8 KB
Examples
Experiments

MANET ”,

Mobile_Adhoc_Networks

2182 M8

MNov 06 2021, 17:19:43 PM

Description 4

License Settings

Exit AlteFa

Source code  Workspaces | Import

Support Learn Documentation Contact Us
Email - sales@tetcos.com
Phone - +91 767 605 4321
Website

Figure 4-32: Import workspace/multiple experiments option in Your work window
You need to input the path from where (i) the experiments (a single folder) or (ii) the workspace
will be imported. To import multiple experiments into the current workspace, click on the option
as shown in Figure 4-33.

Note that
e Only previously exported experiment/workspaces with “. netsim_exp” extension can be
imported.

e By Selecting “Import source and binaries also” user can import source code and

binaries present along with the exported experiments or workspace.

“. Import X

This utility allows you to import Experiment(s)/Workspaces.

Import

@ Experiments/Workspace file O Experiments/Workspace folder
Import single Experiment (Configuration/scenaric) file with .netsim Generally used to import older version Experiments/Workspaces.
extension Import the Workspace/ multiple Experiments folder. This folder would
(or) have the configuration files and all other associated files e.g, metrics,
Impart Workspace or multiple Experiments with .netsimexp extension plots and traces etc.

Source

Source Location: C:\Users\Navya\Documents\New folder\Workspace.netsimexp B’

Select the import source path.

Exported Workspace: Workspace1

NetSim Version: NetSim std 13.1.23 (b4 Bit)
Exported Date: Dec 08 2021, 03:52:10 PM

I Import source and binaries also.
Destination

Current workspace is Workspace1

® Import experiment(s) into current workspace

O Create new ‘Workspace and import experiments into the new Workspace

Import Cancel

Figure 4-33: Window for importing multiple experiments or workspace into current workspace
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If the user wants to import the experiments into the new workspace, select the option as shown
in Figure 4-34, and proceed accordingly.

.‘ Import Y

This utility allows you to import Experimentis)/Workspaces.

Import

@ Experiments/Waorkspace file O Experiments/Workspace folder
Import single Experiment (Configuration/scenario) file with .netsim Generally used to import older version Experiments/Workspaces.
extension Import the Workspace/ multiple Experiments folder, This folder would
(or) have the configuration files and zll other associated files e.g, metrics,
Import Workspace or multiple Experiments with .netsimexp extension plots and traces etc.

Source

Source Location: C:\Users\Navya\Documents\New folder\Workspace.netsimexp B

Select the import source path.

Exported Workspace: Workspace

NetSim Version: NetSim std 13.1.23 (64 Bit)
Exported Date: Dec 08 2021, 03:52:10 PM

Import source and binaries also.
Destination

Current workspace is Workspace1l
O Import experiment(s) into current workspace

® Create new Workspace and import experiments inta the new Workspace

New Workspace name: Newﬁworkspa(d |

New Workspace location: C:\Users\Navya\Documents\New folder P

Import Cancel

Figure 4-34: Create a new workspace, and import experiments and source code/binaries, into the new
workspace

If you import the experiments into the current workspace then experiments will be displayed in

the Your Work menu of the current workspace as shown below.

[ Netsim Home - sl *
NetSim Standard
Network Simulaticn/Emulation Platform
Version 13.1.23 (64 Bit)
L Documents\Net 1 T o
New Simulation Ctrl=N Name Date Modified Network Type Size Current workspace: Workspacel
Size: 1349 MB

Your Work o E56 Dec 08 2021, 15:31:49 PM 5G_NR_mmWave 189,62 KB

& 10T Dec 08 2021, 15:30:16 PM Internet_of_Things 11531 KB
Examples =

2 Internetworks Dec 08 2021, 15:28:57 PM Internetworks 105.69 KB
Experiments (& MANET Dec 08 2021, 14:35:44 PM Moabile_Adhoc_Networks 10578 KB

Figure 4-35: Two Imported experiments shown in Your Work of current workspace
If you create a new workspace and import experiments and binaries/source code then, these

experiments will be shown in the Your Work Menu of the new workspace

[ NetSim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.123 (64 Bit)
| - C:\Users\Navya\Documents\New folder{New_workspace T 0
New Simulation CuleN Name Date Modified Network Type Size Current workspace: New_workspace
Size: 1349 MB

Your Work Cils0 [ MANET Dec 08 2021, 14:35:44 PM Mobile_Adhoc_Networks ~ 105.78 KB

2 107 Dec 08 2021, 15:30:16 PM Internet_of_Things 115.31K8
Examples =

2 Internetwarks Dec 06 2021, 15:28:57 M Internetworks 105,68 KB
Experiments 2 56 Dec 08 2021, 15:31:49 PM 56_NR_mm\Wave 189.62 KB

Figure 4-36: Two Imported experiments in Your Work menu of a newly created workspace
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4.10 Import Experiments or Workspace folder

User can import an experiment folder or a workspace folder by choosing the following option in
the experiment import window as shown below

|—‘f Import

This utility allows you to import Experiment(s)/Workspaces.
Import

) Experiments/Workspace file ® Experiments/Workspace folder
Import single Experiment (Configuration/scenaric) file with .netsim Generally used to import older version Experiments/Workspaces.
extension Import the Workspace/ multiple Experiments folder. This folder would
(or) have the configuration files and all other associated files e.g, metrics,

Impaort Workspace or multiple Experiments with .netsimexp extension plots and traces etc.

Source
Source Location: Select Netsim Experiment file

=
Select the import source path.
Figure 4-37: Option to import Experiment/Workspace folder

You should give the path from where the workspace/experiment folder must be imported. Then
click on import as shown below

HE Import

This utility allows you to import Experiment(s)/Workspaces.
Import
() Experiments/Workspace file

® Experiments/Workspace folder
Import single Experiment (Configuration/scenario) file with .netsim

Generally used to import older version Experiments/Workspaces.
extension Import the Werkspace/ multiple Experiments folder, This folder would
(on) have the configuration files and all other associated files e.g, metrics,
Import Workspace or multiple Experiments with .netsimexp extension plots and traces etc.
Source
Source Location: C\Users\Navya\Desktop\5GNR_mmWAVE\Workspace D
Select the import scurce path.

Exported Workspace: Unknown

NetSim Version: Unknown
Exported Date: Unknown
Destination

Current workspace i1s Workspace1

® Import experiment(s) into current workspace

(O Create new Workspace and import experiments into the new Workspace

Import Cancel

Figure 4-38: Window for navigation of experiments/workspace into current workspace

If you want to import the folder into new workspace, choose the option as shown below
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|—§' Import X

This utility allows you to import Experiment(s)/Workspaces.

Import

() Experiments/Workspace file ® Experiments/Workspace folder
Impeort single Experiment (Configuration/scenaric) file with .netsim Generally used to impert older version Experiments/Workspaces.
extension Import the Workspace/ multiple Experiments folder. This folder would
fon) have the configuration files and all other associated files e.g, metrics,
Import Workspace or multiple Experiments with .netsimexp extension plots and traces etc.

Source

Source Location: C\Users\Navya\Desktop\5GNR_mmWAVE\Workspace b

Select the import source path.

Exported Workspace: Unknown

NetSim Version: Unknown
Exported Date: Unknown
Destination

Current workspace is Workspace1
() Import experiment(s) into current workspace

® Create new Workspace and import experiments into the new Workspace
New Workspace name: New workgpa(el ‘

New Workspace location: C:\Users\Navya\Documents B’

Import Cancel

Figure 4-39: Importing the Experiment folder into new workspace
4.11 Import into current workspace vs. creating a new
workspace

A new workspace generally needs to be created when the underlying source code is likely to be
modified. If you are importing only experiments, then they can be imported into your existing
workspace. However, if you wish to import experiments plus the binaries/source codes then we
recommend you create a new workspace for the same.

4.12 How does a user delete a workspace?

You can delete a workspace by clicking on the delete icon shown below

[T NetSim Home o %
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
Current Workspace: Workspace

New Simulation Ctrl+N Name Date Modified Size
Your Work cuiso | @ Workspacel Dec 08 2021, 01:52:10 PM 134.49 MB Workspace Name  Workspace? e

Workspace 2 Dec 08 2021, 03:15:24 PM 13439 MB L2 Location CUsers\Navya\Documents\NetSim\Worksp...
Eamples New_workspace Dec 08 2021, 03:58:54 PM 1249 MB Size

Experiments Date Created

Figure 4-40: Delete a workspace by clicking on the delete icon in Your work window
Deleting the current workspace is not allowed. To delete the current workspace, you need to set

another workspace as the current workspace (click on that workspace and then on the green tick
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mark icon) and then delete the workspace. Deleting a workspace will delete all the saved
experiments and code modifications done in that workspace.

The following window appears if the current workspace is deleted or removed after re-installation
of NetSim.

.‘: Relocate Workspace X

Workspace Workspace_2 is not available in this location. It may have been
maoved or deleted.

O Relocate the Workspace

New Location |C:\Users\Navya\Documents\NetSim\Workspaces\Wc Dj‘

Remove the Workspace
® Ignore

0K Cancel

Figure 4-41: Relocation workspace window
The “Relocate the workspace” option will allow the user to select a new location for the workspace
which was removed/ deleted. User can also ignore the message by selecting “Ignore” option and

clicking on OK button.

4.13 How does a user open and modify source codes?

You can modify the source codes within a workspace. For doing this, select Your work ->Source

code ->Open Code as shown below
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¥ Netsim Home o x
NetSim Standard
Network Simulation/Emulation Platform
Version 13.1.23 (64 Bit)
- C\Users\Navyz\Doa T o
New Simulation Culen Name Date Modified Network Type Size Current workspace: Workspace'
Size: 1349 M8
Your Work a0 E56 Dec 08 2021, 15:31:49 PM 5G_NR_mmwave 189.62 KB
& 101 Dec 08 2021, 15:30:16 PM Internet_of_Things 11531KB
Examples =
£ Internetworks Dec 08 2021, 15:28:57 PM Internetworks 105.69 KB
Experiments & MANET Dec 08 2021, 14:35:44 PM Mobile Adhoc Metworks 105,78 KE
Name: 5G 4
Network typs: 5G_NR_mmWave
18962 KB

Dec 08 2021, 15:3149 PM

Description 4

License Settings

Exit Alt+F4

Source code  Workspaces  Import

Reset Code
Support Learn Documentation Contact Us
Compare Cade
Email - sales@tetcos.com
nual achnolo braries Phone - +91 767 605 4321
3 Website : — v

Reset Binaries

Figure 4-42: Open code option is available in Your work window
This opens the C source codes in MS Visual Studio. You can then modify the protocol codes and
compile the codes. Then create a network in NetSim or open the saved experiment which
simulates the protocol that has been modified. Run the simulation. This simulation will run per the

modified code. Note that the changes in the source codes applies to the current workspace only.

4.14 How do | reset my code changes?

Each workspace has two Reset options. They are reset:

1. Binaries (compiled files) to default

2. Code (source C codes) to default
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5 Simulating different networks in NetSim

The following table lists the networking technologies available in the different versions of NetSim.

Internetwork All versions
Legacy Network All versions
Cellular Network All versions
MANET All versions
Wireless Sensor Network All versions
Software Defined Network All versions
Internet of Things All versions
Cognitive Radio All versions
LTE All versions
5G NR Available only with NetSim Standard and NetSim Pro versions
VANET Available only with NetSim Standard and NetSim Pro versions
Satellite Communication Available only with NetSim Standard and NetSim Pro versions
Network Emulator (Add On) Available only with NetSim Standard and NetSim Pro versions

TDMA Radio Networks (Add on) | Available only with NetSim Pro version
Figure 5-1: Networking technologies available in the different versions of NetSim

NetSim comes with inbuilt examples to help you understand how the different types of networks

work.

The devices models in NetSim represent common networking devices in a generic way and do
not model any specific vendor’s implementation of the device. In real-world networks, each device

has specific vendor implementation of networking protocols.

5.1 Internetworks

An Internetwork is a collection of two or more computer networks (typically Local Area Networks

or LANs) which are interconnected to form a bigger network.

Internetwork’s library in NetSim covers Ethernet, Address Resolution Protocol (ARP), Wireless
LAN —802.11a/b/g/n/acand e, Internet Protocol (IP), Transmission Control Protocol (TCP),
Virtual LAN (VLAN), User Datagram Protocol (UDP), and routing protocols such as Routing
Information Protocol (RIP), Open Shortest Path First (OSPF), Internet Group Management
Protocol (IGMP), and Protocol Independent Multicast (PIM).

To simulate Internetworks, click on New Simulation and then click on Internetworks.
5.1.1 Internetworks Examples
To simulate the Examples for different types of Internetworks

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the Internetwork example you wish to simulate. NetSim Ul loads the example.
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5.1.2 Internetwork Documentation

To view help documentation users can either click on “Technology Libraries” under
documentation in the home screen or click the ‘Book’ link located next to Internetworks in

examples. The help documentation explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= |nternetworks Experiments in NetSim
= Reference Documents

= [atest FAQ available online

5.2 Legacy Networks

Legacy networks cover older generation protocols which are rarely used today and not part of the
TCP/IP protocol suite. With the advent of TCP/IP as a common networking platform in the mid-

1970s, most legacy networks are no longer used.
NetSim Legacy Network library cover Pure Aloha and Slotted Aloha.

ALOHA is a protocol that was developed at the University of Hawaii and used for satellite
communication systems in the Pacific. ALOHA protocol was designed to send and receive
messages between multiple stations, on a shared medium. Slotted ALOHA is improvised version
of pure ALOHA designed to reduce the chances of collisions when sending data between the

sender and the receiver.

To simulate Legacy Networks, click on New Simulation and then under Legacy networks click on
either Pure Aloha or Slotted Aloha

5.2.1 Legacy Networks Examples
To simulate Pure ALOHA and Slotted ALOHA Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the Legacy Network example you want to simulate. NetSim Ul loads the example.
5.2.2 Legacy Network Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next Legacy Networks in examples. The help

documentation explains the following:

Ver 13.1 Page 95 of 300



© TETCOS LLP. All rights reserved

Introduction

Simulation GUI

Legacy Networks Experiments in NetSim
Note: Release on Unsupported Basis

Latest FAQ available online

5.3 Cellular Networks

A cellular network (also known as a mobile network) is a communication network where the last

link is wireless. The network is distributed over land areas called cells. Every cell is served by at

least one fixed-location transceiver known as a base station. These cells together provide radio

coverage over larger geographical areas. User equipment's such as mobile phones can

communicate even if the user is moving across different cells.

NetSim cellular networks library covers Global System for Mobile communication (GSM) and
Code-Division Multiple Access (CDMA).

To simulate Cellular Networks, click on New Simulation and then under Cellular networks click on
either GSM or CDMA.

5.3.1 Cellular Networks Examples

To simulate GSM and CDMA Examples:

1.

Go to the NetSim Ul and click Examples.

The Example Simulation pane appears at the right.

2. Click the Cellular Network example you want to simulate. NetSim Ul loads the example.

5.3.2 Cellular Networks Documentation

To view help documentation either click on “Technology Libraries” under documentation in the

home screen or click the ‘Book’ link located next Cellular Networks in examples. The help

documentation explains the following:

Introduction

Simulation GUI

Featured Examples

Cellular Networks Experiments in NetSim
Note: Release on Unsupported Basis

Latest FAQ available online
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5.4 Advanced Routing

NetSim supports the following advanced routing protocols.

= Multicast Routing
o Internet Group Management Protocol (IGMP)
o Protocol Independent Multicast (PIM)

= Access Control Lists (ACLs)

= Virtual LAN (VLAN)

= Public IP and Network Address Translation (NAT)

To simulate the above-mentioned routing protocols, click on New Simulation and then

Internetworks.
5.4.1 Advanced Routing Examples
To simulate the Examples for different types of Advanced Routing protocols

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the Advanced-Routing example you wish to simulate. NetSim Ul loads the example.
5.4.2 Advanced Routing Documentation

To view help documentation users can either click on “Technology Libraries” under
documentation in the home screen or they can click the ‘Book’ link located next to Advanced

Routing in examples. The help documentation explains the following:

= Simulation GUI

= Model Features

= Featured Examples

= Advanced Routing Experiments in NetSim
= Reference Documents

= | atest FAQ available online

5.5 MANETSs

Mobile Ad-hoc Network (MANET) is an ad hoc network that can change locations and configure
itself on the fly. Because MANETS are mobile, they use wireless connections to connect to

various networks.
NetSim MANET library covers:

= L3 Routing Protocols — DSR, AODV, OLSR and ZRP
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= MAC Layer — IEEE 802.11
= MANET using Bridge_Node (Wired) and Bridge_Node (Wireless)

To simulate MANET, click on New Simulation and then select Mobile Adhoc networks.
5.5.1 MANET Examples
To simulate MANET Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.
2. Click the Mobile-Adhoc-Networks example you want to simulate. NetSim Ul loads the

example.
5.5.2 MANET Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next MANET Networks in examples. The help

documentation explains the following:

= Introduction

= Simulation GUI

= Model Features

= Featured Examples

= Reference Documents

= | atest FAQ available online

5.6 Wireless Sensor Networks (WSN)

Wireless Sensor Network (WSN) is a group of spatially dispersed sensors that monitor and collect
the physical conditions of the environment and transmit the data they collect to a central location.
WSNs measure environmental conditions such as temperature, sound, pollution levels, humidity,

wind, and so on.

WSN in NetSim is part of NetSim’s IOT library and covers 802.15.4 MAC, PHY with MANET

routing protocols.

To simulate WSN, click on New Simulation and then Wireless Sensor Networks.
5.6.1 Wireless Sensor Networks (WSN) Examples

To simulate Wireless Sensor Networks Examples:

1. Go to the NetSim Ul and click Examples.

The Example Simulation pane appears at the right.
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2. Click the IOT-WSN > Wireless-Sensor-Networks example you want to simulate. NetSim

Ul loads the example.
5.6.2 WSN Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to IOT-WSN examples. The help documentation

explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= |OT-WSN Experiments in NetSim
= Reference Documents

= Latest FAQ available online

5.7 Internet of Things

Internet of things (loT) is a network of object such as vehicles, people, home appliances that
contain electronics, software, actuators that are accessible from the public Internet. The objects
are embedded with suitable technology and use IP addresses to interact and exchange data
without manual assistance or intervention. The objects can also be remotely monitored and

controlled.

In NetSim, 10T is modeled as a WSN that connects to the internet via a 6LowPAN Gateway. WSN
for loT uses the following protocols: AODV and RPL with IPv6 addressing at the L3 layer and
802.15.4 at the MAC & PHY layers. WSN sends data to the LowPAN Gateway which uses a
Zigbee (802.15.4) interface and a WAN Interface. The Zigbee interface connects wirelessly to the
WSN and the WAN interface connects to the Internet. Additionally, users can also simulate and

analyze energy model for loT.

To simulate 10T, click on New Simulation and then Internet of Things.
5.7.1 Internet of Things (I0OT) Examples

To simulate IOT Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.
2. Click the IOT-WSN > Internet-of-Things example you want to simulate. NetSim Ul loads

the example.
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5.7.2 10T Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to IOT-WSN examples. The help documentation

explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= |OT-WSN Experiments in NetSim
= Reference Documents

= [atest FAQ available online

5.8 Software Defined Networks (SDN)

Software-defined networking (SDN) is an architecture that makes networks agile and flexible.
SDN decouples the network control and forwarding functions. SDN allows you to program your
network control and abstracts the physical infrastructure for applications and network services.
This approach enables enterprises and service providers to respond quickly to the changing

business requirements.

Unlike other technologies, and due to the way SDN works it is not available as a menu item under
New Simulation. SDN can be configured when running Internetworks, MANET, IOT, WSN,
Cognitive Radio, LTE or VANETSs

5.8.1 Software Defined Networks (SDN) Examples
To simulate Software Defined Networks Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.
2. Click the Software-Defined-Networks example you want to simulate. NetSim Ul loads the

example.
5.8.2 SDN Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to Software Defined Network examples. The

help documentation explains the following:

= About SDN
= SDN in NetSim
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= Featured Examples

= Latest FAQ available online

5.9 Cognitive Radio

Cognitive Radio (CR) is an adaptive, intelligent radio and network technology that automatically
detects available channels in a wireless spectrum and changes transmission parameters to
enable higher levels of communication. Cognitive Radio can be programmed and configured
dynamically to use the best wireless channels in its vicinity to avoid user interference and

congestion.

NetSim Cognitive Radio module is based on the IEEE 802.22 standard. Additionally, you can
connect a Cognitive Radio with Internetwork devices and run all the protocols supported in

Internetworks.

To simulate Cognitive Radio, click on New Simulation and then Cognitive Radio Networks
5.9.1 Cognitive Radio Examples
To simulate Cognitive Radio Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the Cognitive-Radio example you want to simulate. NetSim Ul loads the example.
5.9.2 Cognitive Radio Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to Cognitive Radio examples. The help

documentation explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= Cognitive Radio Networks Experiments in NetSim
= Reference Documents

= | atest FAQ available online
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5.10 LTE/LTE-A

Long Term Evolution (LTE) is a standard for 4G wireless broadband technology that offers
increased network capacity and speed to mobile device users. LTE offers higher peak data

transfer rates -- up to 100 Mbps downstream and 30 Mbps upstream.
NetSim LTE Library support LTE/LTE-Advanced Networks.

Additionally, you can connect an LTE Network with Internetwork devices and run all the protocols

supported in Internetworks.

To simulate LTE/LTE-A networks, click on New Simulation and then select LTE/LTE-A Networks.
5.10.1 LTE Examples

To simulate LTE Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the LTE and LTE-A example you want to simulate. NetSim Ul loads the example.
5.10.2 LTE Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to LTE and LTE-A examples. The help

documentation explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= Reference Documents

= | atest FAQ available online

5.11 5G NR

NetSim 5G library features full stack, end-to-end, packet level simulation of 5G NR networks. The
5G library is based on Rel 15/ 3GPP 38.xxx series.

NetSim 5G library models all layers of the protocol stack as well as applications running over the
network. This 5G library is architected to connect to the base component of NetSim (and in turn
to other components) which provides functionalities such as TCP/IP stack protocols, Wireless

protocols, Routing algorithms, Mobility, Output Metrics, Animation, Traces etc.

To simulate 5G NR networks, click on New Simulation and then 5G NR.
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5.11.1 5G NR Examples
To simulate 5G NR Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the 5G NR example you want to simulate. NetSim Ul loads the example.
5.11.2 5G NR Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to 5G NR examples. The help documentation

explains the following:

= Introduction

= Simulation GUI

= Model Features

= Featured Examples

= Omitted Features

= 5G NR Experiments in NetSim

= Reference Documents

5.12 VANETs

Vehicular Ad-Hoc Network (VANET) is a subset of a Mobile Ad-Hoc Network or MANET that

allows vehicle-to-vehicle and vehicle-to-roadside communications to ensure safe transportation.
To simulate VANET click on New Simulation and then click on VANET.

5.12.1 VANET Examples

To simulate VANET Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.

2. Click the VANETs example you want to simulate. NetSim Ul loads the example.
5.12.2 VANET Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to VANET examples. The help documentation

explains the following:

= |ntroduction
= Simulation GUI
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= Model Features
= Featured Examples
= Reference Documents

= Latest FAQ available online

5.13 Satellite Communication

NetSim satellite library models end-to-end, full stack, packet level communication between

terrestrial nodes and Geostationary satellites.

The satellite can be thought of as a relay station. It operates on the bent-pipe (transparent star)
principle, sending back to Earth what comes in, with only amplification and a shift from uplink to

downlink frequency.

The Satellite MAC layer protocol supported in NetSim is TDMA for forward link and MF-TDMA for
return link (based on the DVB S2 standards). The forward link is in the Ku band (12 — 18 GHz)
while the return link is in the Ka band (26 — 40 GHz)

To simulate Satellite Communication networks, click on New Simulation and then click on Satellite

Comm. Networks
5.13.1 Satellite Communication Examples
To simulate the Examples for different types of Internetworks

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.
2. Click the Satellite-Communication example you wish to simulate. NetSim Ul loads the

example.
5.13.2 Satellite Communication Documentation

To view help documentation users can either click on “Technology Libraries” under
documentation in the home screen or click the ‘Book’ link located next to Satellite-Communication

in examples. The help documentation explains the following:

= |ntroduction

= Simulation GUI

= Model Features

= Featured Examples

= Reference Documents

= | atest FAQ available online
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5.14 TDMA Radio Networks

NetSim TMDA Radio Network module uses TDMA/DTDMA in MAC/PHY along with MANET

Routing protocols in Layer 3.

To simulate TDMA Radio Networks, click on New Simulation > TDMA Radio Networks and
select TDMA/DTDMA in MAC/PHY layer of the devices.

Note: TDMA Radio Network component is available only in NetSim pro version.
5.14.1 TDMA Radio Network Examples
To simulate TDMA Radio Networks Examples:

1. Go to the NetSim Ul and click Examples.
The Example Simulation pane appears at the right.
2. Click the TDMA Radio Networks example you want to simulate. NetSim Ul loads the

example.
5.14.2 TDMA Radio Network Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen or click the ‘Book’ link located next to TDMA Radio Networks examples. The help

documentation explains the following:

= [ntroduction

= Simulation GUI

= Model Features

= Featured Examples
= Model Limitations

= [ atest FAQ available online.

5.15 Network Emulator Add On

A network simulator mimics the behavior of networks but cannot connect to real networks. NetSim
Emulator enables users to connect NetSim simulator to real hardware and interact with live
applications.

= NetSim emulator is an IP based, data plane, flow-through emulator. This means:

= |t can interact with IP based devices.

= |t can emulate data place functionality and not control plane functionality.

= The source and destination for traffic should be external. A virtual device within NetSim

cannot be a source or sink for traffic.
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5.15.1 Emulation Library Documentation

To view help documentation either click on “Technology Libraries” under documentation in the
home screen, The Emulation documentation explains the following:

= |ntroduction

= Emulation Set-up

= Model Features

= Featured Examples

= Trouble shooting

= [atest FAQ available online.
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6 Applications (Network Traffic Generator)

Applications are the sources of traffic in the network. This traffic is modeled as individual packets.
These packets flow from the source to the destination over the designed network. As it flows
through the network, depending on the devices, link bandwidths and networking protocols, the

packets would experience network effects such as delay, error, loss etc.

Applications are generally parameterized in terms of packet size, inter-packet arrival time, priority,
transport protocol running below etc. Therefore, each application has its own distinctive traffic

pattern and creates its own unique load on the network.

Different applications have differing levels of complexity. Some applications are used to quickly
model basic requirements while in other cases parameters can be accurately modeled to carefully
reproduce real world characteristics. For example, if the goal is to analyze protocol behavior, then
using a simple CBR application (that generates a certain number of packets every second of a

fixed size) would suffice.
NetSim allows users to model and simulate different types of applications.

CBR
Custom
COAP
Database
FTP

Email
HTTP
PEER_TO_PEER
Video

10. Voice

11. Sensor App
12. Erlang Call
13. BSM

14. Emulation (available only if Emulator Add-on is licensed)

© N o g bk~ 0w Db~

©

To set up the application click on the application icon from the tool bar as shown below Figure
6-1.
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Figure 6-1: Application icon from the tool bar

© TETCOS LLP. All rights reserved

[ Configure Application

Application D

¥ APPLICATION

Application_Type | CBR - | i

Application_Name ‘ Appl1_CER ‘

Source_Count

Source_ID ‘ 2 - ‘

Destination_Count

Destination_ID ‘ 3 - ‘

Start_Time(s) ‘ 0 ‘

End_Time(s) ‘ 100000 ‘

Src to Dest ‘ Show line - ‘

Encryption ‘ MNONE - ‘

Random_Startup ‘ FALSE - ‘

QoS ‘ BE - ‘

Priority Low

Session_Protocol NONE

Transport_Protocol ‘ upp e ‘
oK Reset

Figure 6-2: Application Configuration Window

This properties window allows you to model the application traffic. There may be more than one

application you may require for your simulation study. You can add (or) delete one or more

applications by clicking on the “+” or “-” symbols present on top left-hand side next to the

Application.

These application models have default values set, for the various application properties, to model

standard application behavior. Users can modify the parameters to model their own applications.

6.1 Common properties for all applications

Application Method: It specifies the type of Application method Unicast/Multicast/Broadcast.
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Application Type: It specifies the type of application such as CBR, Custom, Peer to Peer, COAP,
Email, HTTP, FTP, Voice, Video, Database, Erlang Call, Sensor App, BSM, and Emulation.

Application ID: This property represents the unique identification number of the application.
Application Name: It specifies the name of the application.

Source Count: This property represents number of sources for the application. Voice, Video,

FTP, Database and Custom applications have only one source.
Source ID: This property represents the unique identification number of the source.

Destination Count: This property represents number of destinations for the application. Voice,

Video, FTP, Database and Custom applications have only one destination.
Destination ID: This property represents the unique identification numbers of the destination.

o For Unicast Applications, users can select the ID of a device in the network as the

Destination ID.
e For Broadcast Applications, the Destination ID, is set to ‘0.

e For Multicast Applications, users can enter the number of multicast destinations in the
Destination Count filed and specify the Device IDs of the destination devices separated by

comma (“,”) in the Destination ID field. E.g., 6, 7, 8
Start time: This property represents the start time of the application in seconds.
End time: This property represents the end time of the application in seconds.

For example, if Start time is 1s and end time is 10s then application starts generating traffic at the

1t second and stops at the 10" second.

Encryption: Encrypts Application packet payload using algorithms such as AES, DES, XOR and
TEA. The effect of encryption can be analyzed by enabling Wireshark option in either the source
or the destination devices. Refer Section 8.7 on “Packet Capture and Analysis Using Wireshark”

for further details.

In NetSim the packet size remains constant when encrypting using these algorithms. Therefore,
using different encryption models will not have any impact on the network performance metrics
that NetSim outputs. NetSim does not perform decryption of the packet at the receiver end since

it does not have any impact on the performance metrics generated.

Random Startup: If random start up is set true, application will start at a random time between 0
and inter-arrival time. Having a random start-up time provides more realism to the model since all

applications need not necessarily start at time = 0 in the real world.
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QoS: NetSim provides QoS differentiation for the different types of applications through four
defined scheduling service types, also called QoS classes as shown below Table 6-1.
QoS Class Description Priority

The UGS scheduling service type is designed to support
UGS - Unsolicited = real-time data streams consisting of fixed-size data packets

Grant Service issued at periodic intervals. 15
The rtPS scheduling service type is designed to support real-
time data streams consisting of variable-sized data packets

rtPS - Real-time that are issued at periodic intervals. This would be the case, Medium

Polling Service for example, for MPEG (Moving Pictures Experts Group)
video transmission.

The ertPS is a scheduling mechanism that builds on the

efficiency of both UGS and rtPS. UGS allocations are fixed in

size, ertPS allocations are dynamic. The ertPS is suitable for | Normal
variable rate real-time applications that have data rate and

ertPS - Extended
real-time Polling

Service .
delay requirements.
The nrtPS is designed to support delay-tolerant data streams
nrtPS - Non-real- consisting of variable-size data packets for which a minimum
time Polling data rate is required. The standard considers that this would | Low
Service be the case, for example, for an FTP transmission.

The BE service is designed to support data streams for
which no minimum service guarantees are required and Low

B2 - 2esi B! therefore may be handled on a best basis.

Table 6-1: Different QoS classes with Description and Priority in NetSim
Priority: The priority is automatically set based on the QoS class set by the user. Depending on

the scheduling algorithm the router would process packets, with different priorities, differently.

Session Protocol: Session Protocol is applicable only for applications that support RTP (Real-

time Transport Protocol)

Transport Protocol: This parameter is newly added to the Applications window where by default
it selects the Transport Layer Protocol (either TCP or UDP) depending on the application that is
set by the user.

Note: Users can also change the value of this parameter according to the transport protocol they intend to

run a particular application.

6.2 Application Types

Brief explanation of application types as shown below Table 6-2.
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Description

CBR -
Constant bit
Rate

Custom

Peer to Peer

Email

HTTP — Hyper
Text Transfer
Protocol

Ver 13.1

Packet size (Constant
distribution) — It is the size of
the packet

Inter Arrival Time (Constant
distribution) — It is the gap
between two successive
packets

Packet size (Constant,
Exponential, Uniform and
Normal distribution) — It is the
size of the packet

Inter Arrival Time
(Constant, Exponential,
Uniform and Normal
distribution) — It is the time
gap between two successive
packets

File size distribution
(Constant, Exponential
distribution)

Value — Size of the file
Piece size - Each file is
divided into equal sized
pieces. This property
represents the size of each
piece

Email send/receive
Represents the rate at which
emails are sent/receive
Duration (Constant,
Exponential distribution)
Time between two
successive emails

Email size (Constant,
Exponential distribution) Size
of an email

Inter Arrival Time
(Constant, Exponential
distribution). It is the time gap
between two successive
HTTP requests

Page size (Constant,
Exponential distribution) It is
the size of each page

Page count — Represents
the number of pages

bytes

us

bytes

us

bytes

bytes

Seconds

Bytes

seconds

bytes
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Packets of constant size are generated
at constant inter arrival times.

The generation times would be as
follows:

Packet 1: Application start time.
Packet 2: Packet 1 + Interarrival Time
Packet 3: Packet 2 + Interarrival Time

Packet (n+1): Packet n + Interarrival
Time

Ends at Application end time.

It is user defined application where the
packet size and inter-arrival time can
be set per user requirements.

Peer-to-peer network does not have the
notion of clients or servers but only
equal peer nodes that simultaneously
functioning as both "clients" and
"servers" to the other nodes on the
network.

Ex — Torrent, LimeWire etc.

HTTP is a client-server configuration,
not a source-destination confirmation.
Both sides can send and receive.

Ex — Outlook, Apple mail, Gmail etc.

HTTP is a request-response
application; it uses a client-server
configuration, not a source-destination
confirmation. The client node sends a
page request to the server, and the
server responds with the pages (whose
size is in bytes).

HTTP utilizes TCP to transfer its
information between computers
(usually Web servers and clients). TCP
should mandatorily be set as the
transport layer protocol.

In the application metrics as part of an
HTTP application, users can see two



Inter Arrival Time
(Constant, Exponential
distribution) — It is the time
b//w two successive COAP
requests.

Page size (Constant,
Exponential distribution) — It
is the size of each page.

Response time — It is the
time taken by a device to
generate response
Multicast response —
Represents the server
responds to multicast

COAP — response or not

Constrained

Application NSTART - Limit the number
Protocol of simultaneous outstanding

interactions that a client
maintains to a given server

DEFAULT_LEISURE - This
setting is only relevant in
multicast scenarios, outside
the scope of the EST-coaps
draft

PROBING_RATE: A
parameter which specifies
the rate of re-sending Non-
confirmable messages.

Ack required — It represents
whether the ack for the
request/response to be sent
or not

File size (Constant,
Exponential distribution) — It

FTP — File is the size of the file

Transfer
Protocol

File Inter Arrival Time size
(Constant, Exponential
distribution) — It is the gap
between two files
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bytes

ms

bytes

seconds
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rows of metrics, one corresponding to
requests from the client to the server
and the other corresponding to the
replies from the server to the client

It is a specialized web transfer protocol
for use with constrained nodes and
constrained (e.g., low-power, lossy)
networks and designed for M2M
applications.

It is a standard network protocol used
for the transfer of files between a client
and server

Note: Devices must have TCP enabled
as the transport layer protocol.

Ex — FileZilla

The generation times would be as
follows:

File 1: Application start time.

File 2: File 1 + Interarrival Time
File 3: File 2 + Interarrival Time
File (n+1): File n + Interarrival Time

Ends at Application end time

The files are in-turn fragmented into
packets during the simulation.


https://en.wikipedia.org/wiki/Network_protocol
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Client%E2%80%93server_model
https://en.wikipedia.org/wiki/Client%E2%80%93server_model

Database

Voice

Video

Erlang Call
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Transaction size (Constant,
Exponential distribution) - It
represents the size of each
transaction

Transaction Inter Arrival
Time (Constant, Exponential
distribution) — It is the time
gap between two successful
transactions

Packet size (Constant,
Exponential) — It is the size of
the packet

Packet Inter Arrival Time
(Constant, Exponential
distribution) - It is the gap
between two successful
packets

Service type — CBR, VBR
Suppression models
available for VBR —
Deterministic, Markov chain
Success ratio - Sets the
ratio of the packets that are
not silenced during VBR calls
Model Type —
INDEPENDENT_GAUSSIAN

FIRST_ORDER_DEPENDE
NT_GAUSSIAN,

H_261, H_263,
MPEG1_Low_Res,
MPEG1_High_Res,
MPEG2_Low_Res,
MPEG2_High_Res,
BUFFERED_VIDEO_STREA
MING_1,
BUFFERED_VIDEO_STREA
MING_2,
BUFFERED_VIDEO_STREA
MING_3,
BUFFERED_VIDEO_STREA
MING_4,
BUFFERED_VIDEO_STREA
MING_5,
BUFFERED_VIDEO_STREA
MING 6,

Packet size (Constant,
Exponential distribution) — It
is the size of the packet
Packet Inter Arrival Time
(Constant, Exponential
distribution) - It is the gap
between two successful
packets
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Users can generate one file by setting
Application End Time
< (Application Start Time
+ File Interarrival Time)

A database application is a computer
program whose primary purpose is
entering and retrieving information from
a computerized database.

Ex — MS Excel, MySQL etc.

It allows users to configure voice
application between client and server.

Note — Distribution is constant only for
all codec types except custom.

Ex — Skype

It allows users to configure video
application between client and server.
Ex — Skype

The erlang is a unit of traffic density in
a telecommunications system. One
erlang is the equivalent of one call

Note — Distribution is constant only for
all codec types except custom



Sensor App

BSM — Basic
safety
message

Emulation

Call duration (Constant,
Exponential distribution) — It
is the duration of each call
Call Inter Arrival Time
(Constant, Exponential
distribution) - It is the gap
between two successful calls
Service type — VBR, CBR
Suppression model
available for VBR —
Deterministic, Markov chain
Success ratio - Sets the
ratio of the packets that are
not silenced during VBR calls
Packet size (Constant,
Uniform and Normal
distribution) — It is the size of
the packet

Packet Inter Arrival Time
(Constant, Uniform and
Normal distribution) - It is the
gap between two successful
packets

Packet size (Constant,
Uniform and Normal
distribution) — It is the size of
the packet

Packet Inter Arrival Time
(Constant, Uniform and
Normal distribution) - It is the
gap between two successful
packets

Source Real IP - Specifies
the real IP Address of source
device in Emulation

Source Port - Specifies the
Port no used for transmission
by Application running in
source device

Destination Real IP -
Specifies the real IP Address
of destination device in
Emulation

Destination Port - Specifies
the Port no used for
reception by Application
running in destination device

seconds

seconds

%

bytes

us

bytes

us
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Used to create application between two
Sensors.
Ex — Smart home, Smart water etc.

The BSM Application class sends and
receives the |IEEE 1609 WAVE
(Wireless Access in Vehicular
Environments) Basic Safety Messages
(BSMs). The BSM is a 20-byte packet
that is generally broadcast from every
vehicle at a nominal rate of 10 Hz.
Note - Available only with VANET
component.

Ex — Traffic management

NetSim Emulation application enables
users to connect NetSim simulator to
real devices and interact with live
applications.

Note - Will be present only when
Emulator Add-on is licensed

Table 6-2: Brief explanation of application types

6.2.1 Voice Models

Codec stands for Coder-decoder. Codecs are devices which encode / decode digital data

streams. Codec is the component of any voice system that translates between analog speech
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and the bits used to transmit them. Every codec transmits a burst of data in a packet that can be

reconstructed into voice.

Various voice codecs are available in NetSim to choose from. Packet size and Inter-arrival time

value will vary depending on the codec value chosen.

G.711: G.711 is a Pulse code modulation (PCM) of voice frequencies on a 64-kbps channel.
G.711 uses a sampling rate of 8,000 samples per second. Non-uniform quantization with 8

bits is used to represent each sample, resulting in a 64-kbps bit rate.

G.729: The G.729 speech codec uses audio data compression algorithm and compress the
data at bit rates that vary between 6.4 and 12.4 kbps. Coding of speech at 8 kbps using

conjugate-structure algebraic-code-excited linear prediction (CS-ACELP).

G.723: G.723 is an ITU standard for speech codecs that uses the ADPCM method and
provides good quality audio at 24 and 40 Kbps.

GSM-FR: GSM-Full Rate (GSM-FR). The codec operates on each 20ms frame of speech
signals sampled at 8 KHz and generates compressed bit-streams with an average bit-rate
of 13 kbps. The codec uses Regular Pulse Excited — Long Term Prediction — Linear

Predictive Coder (RPE-LTP) technique to compress speech.

GSM-EFR: GSM enhanced full rate speech codec is a speech coding standard that was
developed in order to improve the quite poor quality of GSM-Full Rate (FR) codec. Working
at 12.2 kbps the EFR provides wire like quality in any noise free and background noise
conditions. The EFR 12.2 kbps speech coding standard is compatible with the
highest AMR mode (both are ACELP).

CELP: Code excitation linear prediction. This model has a packet size of 18 B and inter-

packet arrival time of 30 ms.

MELP: Mixed excitation linear prediction. This model has a packet size of 8 B and an inter-

packet arrival time of 22.5 ms.

CUSTOM: It is similar to the CUSTOM application type explained in the table above.

6.2.2 Video Models

Introduction to Video Models

A digital video source (e.g., a movie stored on a computer disk, or a live video from a

teleconference) essentially comprises a sequence of images, called frames. Each frame is a

digital image comprising an array of pixels. A video source is characterized by the frame rate,

expressed in frames per second (fps), and the number of pixels per frame (ppf). Typical values of
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the frame rate are 30, 50, and 60, whereas typical values of pixels per frame are in the range of
105 to 10°.

Each pixel is encoded into a number of bits to represent the intensity and colour at that point in
the image. If the “raw” bits for all the pixels are put together, the number of bits per frame become
very large, and it becomes impractical to handle digital video on packet communication networks.
Various intraframe and interframe coding techniques are used to reduce the number of bits that

need to be sent for each frame.

6.2.2.1 Video Models in NetSim
In NetSim the following video models are available:
1. Basic bits per pixel models:
o Independent Gaussian (termed as continuous normal VBR prior to v13)

o First order dependent Gaussian (termed as Continuous State Autoregressive Markov prior
to v13)

2. Video Codec Models: H.261, H.263, MPEG1 Low Res, MPEG1 High Res, MPEG2 Low Res,
MPEG2 High Res

3. Buffered Video Streaming Model: Options BV1 through BV6

Note: Quantized State Continuous Time Markov and Simple IPB Composite Model were
discontinued from v13 onwards. If older config files with these entries are imported, then NetSim
would automatically replace them with the Independent gaussian model with default parameters

set.
Basic bits per pixel models

Since, for a given video, the number of pixels per frame remains constant from frame to frame, it
is convenient to consider the number of bits per pixel (obtained by dividing the number of bits
generated for a frame by the number of pixels). This measure is also illustrative as it permits
comparison between the number “raw” bits generated for each pixel, and the average number of
bits per pixel after data compression. This results in a sequence of bits per pixel, say b, where k
is the sequence number of the frame. For simulating a video stream in a communication network
simulation, we need a statistical model of the sequence by, k=0,1, 2, --- The bits emitted for each
frame (obtained by multiplying the generated bits per pixel by the number of pixels per frame; we
denote this sequence by B,) are then packetized, thereby yielding a sequence of packets which

are then emitted into the network for transport.

= Independent Gaussian: This simple model uses independent samples from a Gaussian (or

Normal) distribution to generate the number of bits per pixel generated for each frame. In this
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simplest model, the number of bits per pixel is not necessarily an integer (hence, the term
“continuous”), and the number of bits in successive frames are assumed to be statistically
independent. Hence, this model has just two parameters
o u (bits): the mean number of bits per pixel. NetSim range [0.01, 1.00]
o o (bits): the standard deviation of the number of bits per pixel. NetSim range [0.01, 1.00]
The data generation rate (in bits per second) for the video application can be calculated by
B = fps X ppf X u, and Var(B) = fps? x ppf? X a°.
= First order dependent Gaussian: This model incorporates the autocorrelation between the
frames. The number of bits generated for each frame is not necessarily an integer, but the
number of bits per pixel in successive frames are modeled as a first-order autoregressive
process driven by an independent Gaussian sequence (which is itself independent from frame
to frame). Thus, starting with bits per pixel by, the successive b, are generated as follows:
b, =aby_1+bwyg
where
o aand b are parameters of the autoregressive process, and wy, k = 1,is an independent
sequence of independent random variables. It is important to note that the b is positive and
la] <1
o wy is an independent Gaussian sequence with mean n and variance 1.

With the above conditions on a and b, the sequence b, (and, therefore, the sequence By,)

bZ
1-a?

has a steady state, with b = ( )TI and Var(b) = (

b
1-a

). The steady state variance and

standard deviation of the sequence B, can be obtained by recalling that B, =

s X ppf X by; i.e., B = fps X ppf X (ﬁ) n,and Var(B) = (fps X ppf)? x (:az).
Video Codec Models

The list of video codec models and their parameters is provided in table below

Packet Size (B) Inter packet Frames

Model Type (Exponentially  arrival time Per Q:i?:;?lli 2;t
distributed) (ms) second P
H.261 160 20 50 0.064
H.263 160 20 50 0.064
MPEG1 Low Res @ 2500 20 50 1
MPEG1_High Res | 7500 20 50 3
MPEG2 Low Res @ 7500 20 50 3
MPEG2_High_Res | 37500 20 50 15
Table 6-3: The input parameters used in NetSim for the various Video codecs and the resultant average
bit rate
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Buffered Video Streaming Models

The Buffered Video Streaming Models are based on IEEE 802.11-14/0571r12 standard. The
video traffic from Video Source to Video Receiver is generated as follows.

= The packet size (bytes) is generated per the Weibull distribution which has the following

formula.
k /x\k-1 3 £k
f(x;l,k):{ I(I) e ) x>0
0 x<0

= The parameters to use are specified in Table 6-4.

Model_Type Avg bit rate A k s';;in:lzs(;:;)
Buffered Video_ Streaming_1 2 Mbps 6950 0.8099 31
Buffered_Video_Streaming_2 4 Mbps 13900 0.8099 31
Buffered Video_ Streaming_3 6 Mbps 20850 0.8099 31
Buffered_Video_ Streaming_4 8 Mbps 27800 0.8099 31
Buffered Video_ Streaming 5 10 Mbps 34750 0.8099 31
Buffered_Video_ Streaming_6 15.6 Mbps 54210 0.8099 31

Table 6-4: Parameters for the Buffered video streaming models BV1 through BV6. A and k parameters
are the scale and shape parameters of the Weibull distribution for determining packet size. The average
bit rate is the generation rate for the given values of 4, k and fps.

= The steps pertaining to adding TCP latency in the AP is not required since NetSim models
Wi-Fi and TCP protocol operation.
= The standard does not provide the frame per second values. This was derived from the

average bit rate, 4 and k.

6.3 Network Traffic Generation Rate for Different
Applications

This section explains how the traffic generation rate can be calculated for different types of
applications:

CBR and Custom application

Packet size (bytes) = 8
InterArrivalTime(us)

Generation Rate (Mbps) =

Example: Packet size = 1460 Bytes and Inter arrival time = 20000 ps.

1460%8

Generation rate (Mbps) = 50000

= 0.584Mbps
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Video
The Independent Gaussian model is the simplest of all video models in NetSim. It uses the normal
distribution for the generation of bits per pixel. In this model, consecutive packet sizes are
independent of each other. The generation rate for video application can be calculated by using
the formula shown below:
Generation Rate (bits per second) = fps X ppf X bpp

where, fps = frames per second

ppf = pixel per frame

bpp (M) = bits per pixel (mean)
Users can set the above-mentioned parameters in the Application Properties.
Example: Frames per second = 20, pixels per frame = 10000, bits per pixel = 0.52 then the
generation rate would be

Generation Rate (Mps) = 20 X 10000 x 0.52 = 104000 bits per second = 0.1040 Mbps

Voice

Packet size (bytes) X 8
InterArrivalTime(us)

Generation Rate (Mbps) =

Note that the distribution type is constant (deterministic) for all codec types except custom.
Email

Email size (bytes) X 8

Generation Rate (Mbps) =

Duration(us)
Example: Email size = 20000bytes, Duration = 1s.
G ti te (Mb )—20000*8—016Mb
eneration rate pPSs —1000000 = U. pSs

HTTP

Page size (bytes) X 8 X Page count

Generation Rate (Mbps) = InterArrivalTime(us)

Example: Page size = 20000 Bytes, Page Count = 2, Inter arrival time = 3s

20000 x 8 x 2

3000000 - 0.106 Mbps

Generation rate (Mbps) =
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FTP

File size (bytes) X 8
InterArrivalTime(s)

Generation Rate (Mbps) =

Example: File size = 100000 Bytes, Inter arrival time = 5s

100000 x 8

Generation rate (Mbps) = =

= 0.16 Mbps

Database

Packet size (bytes) X 8
InterArrivalTime(us)

Generation Rate (Mbps) =

Example: Packet size = 10000 Bytes, Inter arrival time = 1000000us

(10000 x 8)

Generation rate (Mbps) = 1000000

= 0.08 Mbps

BSM

Packet size (bytes) X 8
InterArrivalTime(us)

Generation Rate (Mbps) =

Example: Packet size = 20Bytes and Inter arrival time = 1000000us.

20x 8

Generation rate (Mbps) = 1000000

= 0.00016 Mbps

Sensor

Packet size (bytes) X 8
InterArrivalTime(us)

Generation Rate (Mbps) =
Example: Packet size = 50Bytes and Inter arrival time = 1000000ps.

Generation rate (Mbps) = = 0.0004 Mbps

1000000

6.4 Priority and QoS of Applications

The various application traffic generated in NetSim have the following priority and QoS values as

shown below.

Application Type Priority Value Priority QoS Class

Voice — One way 8 High RTPS
Voice — Two way 8 High UGS
Video 6 Medium | nRTPS
FTP 2 Low BE
Database 2 Low BE
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Custom 2 Low BE
Video 6 Medium | nRTPS
FTP 2 Low BE
Database 2 Low BE

Table 6-5: Priority and QoS of Applications
Note: Priority of “Normal” has a Priority Value of 4 and “nRTPS” QoS Class. Ex: Video over TCP.

Priority will have an impact on network performance when multiple applications with different
priorities are configured in a network. These packets will be queued and dequeued from the router

buffer based on the priority.

6.5 Capture real applications and simulate in NetSim

Users can capture packets from a live network using Wireshark. This can then be used as an

input to NetSim as explained in Section 4 of the Emulator technology library user guide.

6.6 Modelling Poisson arrivals in NetSim

Any time you have events which occur individually at random moments, but which tend to occur

at an average rate when viewed as a group, you have a Poisson process.

For example, we can estimate that a certain node generates 1200 packets per minute. These
packets are randomly generated within a minute, but there are on average 1200 packets per

minute. If 1200 packets generated per minute that, on average, one packet is generated every

% = 0.05s. So, let's define a variable A = ﬁ = 20 and call it the rate parameter. The rate

parameter 4 is a measure of frequency: the average rate of events (packets) per unit of time (in

this case, seconds).

Knowing this, we can ask questions like, what is the probability that a packet will be generated
within the next second? What's the probability within the next 10 seconds? There’s a well-known
function to answer such questions. It's called the cumulative distribution function for

the exponential distribution, and it looks like this:

F(x)=1—e™*
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F(x)

X

Figure 6-3: Plot for cumulative distribution function for the exponential distribution
Basically, the more time passes, the more likely it is that a packet is generated. The word
“‘exponential”, in this context, refers to exponential decay. As time passes, the probability of
having no packets generated decays towards zero — and correspondingly, the probability of

having at least one packet generated increases towards one.
Plugging in a few values, we find that:

= The probability of generating a packet within the next 0.05 seconds is F (0.05) = 0.63
= The probability of generating a packet within 1 second is F (1) = 0.999999998

In particular, note that after 0.05 seconds — the prescribed average time between packets — the
probability is F (0.05) = 0.63.

Generating Poisson arrivals in NetSim

We simply write a function to determine the exact amount of time until the next packet. This
function should return random numbers, but not the uniform kind of random number produced by

most generators. We want to generate random numbers in a way that follows our exponential

distribution.

Given that the inverse of the exponential function is In, it's easy to write this analytically, where R

is the random value between 0 and 1:

1-R
T = —logeT

Where T is the time at which the next packet is generated.

The simple way of selecting this via the Ul is to select exponential distribution for inter-arrival time

inside application properties.

6.7 Application Configuration — Special Conditions

1. In a wired network with routers and switches OSPF, spanning tree etc. takes times to converge

and hence itis a good practice to set the application start time greater than OSPF convergence
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time. In general, the applications can start at 20s for smaller networks and should be increased
as the size of the network grows.

2. If applications are started before OSPF convergence, then.
= Packets generated before OSPF table convergence may be dropped at the gateway router.
= The application may also stop if ICMP is enabled in the router.’
= |f TCP is enabled TCP may stop after the re-try limit is reached (since the SYN packets
would not reach the destination)
3. For MANET networks the application start time should be a min of 5s, since that amount of
time is required for convergence of OLSR/ZRP.
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7 Running Simulation via Command Line

Interface

7.1 Running NetSim via CLI

Advanced users can model their simulation via a configuration file (which can be created without
the NetSim GUI) and run the simulation from command line. This is typically done in cases where
very large networks are to be simulated (it takes too long to create it in the GUI), or to run a series
of simulations automatically. The configuration file contains all required information to run the
simulation including the network topology, devices, links, traffic, statistics, traces etc. To run
Simulation in NetSim through command line interface (CLI), the following steps have to be

followed.
Step 1: Note the Application Path

Application path is the current workspace location of the NetSim that you want to run. The default

application path will be something like

“C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64" for 64-
bit for 64-bit. For more information on NetSim workspace, Refer Section 4 “Workspaces and

Experiments”.
Step 2: Note the 10 Path

10 path (Input/output Path) is the path where the input and output files of an application is written.
This is similar to the temp path of windows OS. For NetSim, the IO path can be got by Start >
Run 2> %temp%/NetSim. Once you reach this folder, the user can notice that the path would be

something like
“C:\Users\PC\AppData\Local\Temp\NetSim\std_13.1”

The 10 path is the path where the Configuration.netsim (NetSim Configuration file) of the
scenario, that will be simulated, should be present.App path and IO path can also be same, i.e.,
Configuration.netsim can be placed inside the app path (if the app path has the write permission).
Otherwise, users can create a folder for 10 path and Configuration.netsim can be placed inside
that folder.

Note: Sample configuration.netsim files are available in the <NetSim installation Directory>/Docs/

Sample_Configurations folder of the NetSim install directory inside the respective protocol folder names.
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Step 3: Running NetSim through command line for Simulation.

To run NetSim through command line, copy the app path where NetSimCore.exe is present and

paste it in the command prompt.
>cd <app path>
Note: File path should be always added in the command prompt within double quotes. For example,

>cd “C:\Users\PC\Documents\<Your default workspace>\bin_x64"

7.1.1 Running in CLI Mode when using floating licenses

For floating licenses, type the following in the command prompt.
>NetSimCore.exe<space>-apppath<space><app path><space>-iopath<space>
<io path><space>-license<space>5053@<Server IP Address>

Where,

= <app path> contains all files of NetSim including NetSimCore.exe. Specifying the app path
is optional. NetSim will take the current path as app path if not specified.

= <jopath> contains Configuration.netsim. (Configuration.xsd is available in the bin
folder of NetSim’s current workspace path
C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 for
64-bit
Refer section 7.2.4 to know about configuration.xsd file.

= 5053 is the port number through which the system communicates with the license server
i.e. the system in which the dongle is running (for floating license users)

= <Server IP Address> is the ip address of the system where NetSim license server (dongle)
is running.

Note: Please contact your network administrator / lab in-charge to know the IP address of the PC where

the NetSim license server is running.

The following screenshot is the example of running NetSim through CLI where the ip address of
the NetSim license server is 192.168.0.9.

| BN C\Windows\System32icmd.exe — O b

ion 18.8

Figure 7-1: Running NetSim through CLI mode for floating license
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7.1.2 Running in CLI Mode when using node-locked or cloud licenses
For cloud licenses and node-locked licenses, type the following in the command prompt

>NetSimCore.exe<space>-apppath<space><apppath><space>-iopath<space><io

path><space>-license<space><license file path>
Where,

= <app path> contains all files of NetSim including NetSimCore.exe
= <jopath> contains Configuration.netsim and Configuration.xsd
» <license file path> path where the license file is present. This is generally the
<NetSim_Installation_Directory>/bin folder.
For E.g. C:\Program Files\NetSim\Standard_v13_1\bin

The following screenshot is the example of running NetSim through CLI for the node locked or

cloud license.

l Bl C:\Windows\System32\cmd.exe = O X

\Document

Figure 7-2: Running NetSim through CLI mode for Cloud and Node lock licenses
Once simulation is complete the text files that are requested by the end user in

Configuration.netsim will be written in the <iopath>.

To know more about the options that are available to run NetSim via CLI, type the following in the

command prompt.
>cd <app path>

>NetSimCore.exe —h
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— - S S S
CA\Windows\System32\cmd.exe — O X

\Navya\Documents\NetSim\Workspaces\Ne

Today's date is "I 20 2021.12:17:55"
Binary build date is "Nov 5 2021.92:43:41"

: NetSimCore [-AppPath PATH] [-IOPath PATH] [-license Port@IP] [-activate] [-roam flag] [-M flag] [-D ] [-h]

-AppPath  -- Specify the path where NetSim dll's are present. This is typically the bin folder of the install directory.

-10Path Specify the path where input configuration.xml is present. In the same path output Metrics.txt will be written by NetSi
.

-license  -- Specify the license server address.
For Floating Licen
of the PC where the license is running
For Node locked license (Internet Activated License) this is of the form - .

-fastemulation -- Used to enable fast emulation mode.
-- Used to checkout/checkin the roaming license.
© to run roaming first(if available without checkout) then floating.
1 to checkout a roaming license.

-1 to checkin a roaming license.

-- Memory leak flag /*For Tetcos debug use only*/
2 to dump the memory leak

Figure 7-3: More Options available to run NetSim via CLI
7.1.3 Quick edit for copy pastes in CLI mode

With Quick Edit mode, you can copy text between a command window and Windows-based
programs, and you can also paste text into a command window by using a right-click operation. To
use Quick edit mode in command prompt users can run the command prompt = Right Click the
icon in the upper-left corner of the Command Prompt window, and then Click Properties ->In the

options, enable Quick Edit mode - and click on OK.

g B8 'Command Prompt” Properties

Options ~ Font  Layout Colors  Terminal

Cursor Size Command History

@® Small Buffer Size: 50 B
() Medium _ -
O Large Number of Buffers: 4 v

[ Discard 0ld Duplicates

Edit Options

[ Guick Edit Mode

Insert Mode

Enable Ctd key shotcuts

Fiter clipboard contents on paste
[ Use Ctr«Shift+CAV as Copy/Paste
Text Selection

Enable line wrapping selection
Extended text selection keys

Current code page
437 {OEM - United States)

[] Use legacy console frequires relaunch, affects all consoles)
Leam more about legacy console mode

Find out more about new console features

Cancel
Figure 7-4: Quick edit mode via CLI Running
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7.2 Understanding the Configuration.netsim file

When a scenario is created in the GUI, NetSim’s Ul code write all the details about the devices
used and its properties, the links used and their properties, the properties of the environment

being used, etc. in the file Configuration.netsim

The simulation engine that contains DLLs and NetSimCore.exe reads this Configuration.netsim,
executes the simulation and writes output metrics files. The GUI then displays the metrics based

on the text files written by the backend.

In order to run NetSim through command line (CLI), the user must create the Configuration.netsim

file furnishing all the details about the devices, links and the environment of the desired scenario.
7.2.1 How to use Visual Studio to edit the Configuration file?

In Visual Studio, XML view provides an editor for editing raw XML and provides IntelliSense and
color coding. After you type the element name and press the CTRL+ SPACE, you will be
presented with a list of attributes that the element supports. This is known as “IntelliSense”. Using

this feature, you can select the options that are required to create the desired scenario.
Color coding is followed to indicate the elements and the attributes in a unique fashion.

The following screenshot displays the Configuration.netsim which is opened through the Visual

Studio as shown below Figure 7-5.

m File Edit View Project Debug XML Test Analyze Tools Extensions Window Help Search (Ctrl+Q) re Solutionl Signin &, - (m] X

e W - Q. » Attach.. = | 5 - |& LiveShare &

Conguraionncsm = < | —

1 <?xml version="1.8" encoding="UTF-8" standalone="no"?>
2 [E<TETCOS_METSIM xmlns:ns@="http://www.w3.0rg/2001/XMLSchema-instance” ns@:noNamespaceSchemalocation="Configuration.xs,
3 [ <EXPERIMENT_INFORMATION>
4 <VERSION>STANDARD< /VERSION>
<NUMBER>12.2.26</NUMBER>

6 <USER>Parvati</USER>
7 <NAME>MANET</NAME>
8 <DATE>2028/08/27 @8:24:51</DATE>
9 <COMMENT>-</COMMENT >
1e </EXPERIMENT_INFORMATION>
= <GUI_INFORMATION> -

100% - Q0 2 €« > 4 4 Ln: 1 Ch:1 SPC CRLF
[ Ready 2,

Figure 7-5: Open Configuration.netsim file via Visual Studio

To reformat click on edit>Advanced->Format Document.
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!’ﬂ Cenfiguration.netsim - Micresoft Visual Studio X & | QuickLaunch (Ctr+Q) P - B x
File | Edit | View Project Debug Team XML Tools Test Analyze Window Help SESSMA PHILIP ~
: GoTo D P Attach.. - | 57 _
[rem— Find and Replace »
Confi
i i \ding="UTF-8" standalone="no"?><TETCOS_NETSIM P+
fiedo i 13.0rg/2001/XMLSchema-instance” =
Undo Last Global Action )cation="Configuration,xsd"><EXPERIMENT_INFORMATI
Redo Last Global Action N> <NUMBER>11. 0. 64/ NUMBER><USERSPC 1</ +
& cu e NAME><DATE>2018/06/27 15:13:46</DATE><COMMENT>- =
[} Copy Ctrl+C +
Paste ctrlsY <GUI_INFORMATION><ENVIRONMENT _VIEWTYPE>Grid ®
Cycle Clipboard Ring Ctrl+Shift+V 'YPE><MAP_POSITION>13.8 77.5</ +
B} Gz cerleD L>1</Z00M_LEVEL ><NETWORK_NAME >MANET</ +
’( Delete bel NT_LENGTH>58@</ENVIRONMENT _LENGTH></ ®
iy Sazail ELss \K_CONFIGURATION><DEVICE_CONFIGURATION +
e 268 Ui E DEVICE ID="1" DEVICE IMAGE="Wireless Node 1" =+
Advanced * [ Format Document Ctrl+K, Ctrl+D P
Bookmarks * | B Format Selection Ctrl+K, Ctrl+F 1<POS_3D +?
Outlining D Tabify Selected Lines OIN_AT="0" k]
Intellisense b Untabify Selected Lines )
MODEL="RANDOM_WAY_POIN]  MskeUppercase Baodlmil »
POS_3D><INTERFACE ID="]  Makelowercase Gasl ®
TYPE="NETWORK_LAYER" ><I Move Selected Lines Up Alt+Up Arrow +
SETPROPERTY="TRUE" »<PR( Move Selected Lines Down Alt+Down Arrow »
IP_ADDRESSZ"ll.l.l.ln < Delete Horizontal White Space Crl+ K, Ctrl+\, -
NETWORK_PROTOCOL><PROT(  Expand Selection Shift-Alt- = »

Figure 7-6: Reformat the Configuration.netsim file
7.2.2 Sections of Configuration file

These are the different sections in Configuration.netsim:

= EXPERIMENT_INFORMATION
= GUI_INFORMATION

= NETWORK_CONFIGURATION
= SIMULATION_PARAMETER

= PROTOCOL_CONFIGURATION
= STATISTICS_COLLECTION

EXPERIMENT_INFORMATION:

This section contains the details about the user credentials, such as the user mode (Admin or
Exam or Practice), experiment name, date on which the experiment is created and the comments

about the experiment. This section plays a significant role while running NetSim through GUI.

GUI_INFORMATION:

This section contains the GUI information like the environment length, view type etc. and the
network name which is desired to be run.

NETWORK_CONFIGURATION:

This section is used to configure the devices and the links of the desired network at each layer of
the TCP/IP stack. It consists of DEVICE_CONFIGURATION, CONNECTION and
APPLICATION_CONFIGURATION. DEVICE_CONFIGURATION configures the devices in the
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desired network while the CONNECTION configures the links in the desired network and
APPLICATION configures the Applications.

SIMULATION_PARAMETER:
Simulation time and seed values are described in this section.
PROTOCOL_CONFIGURATION:

IPV4 and static ARP are enabled or disabled in this section. The text files illustrating the static
routing and static ARP can be obtained by enabling the corresponding tags in the

Configuration.netsim.
STATISTICS_COLLECTION:

The packet trace and the event trace can be observed in the text files which are created by
enabling the tags in this section. The required fields of the packet trace can be enabled in the
PACKET_TRACE while the event trace can be enabled in the EVENT_TRACE of this section.

7.2.3 Sample Configuration file

Sample “Configuration.netsim” file will be installed in user system along with the software at
<NetSim installed Path>\Docs\ Sample_Configuration\ <Network Technology>.User can open
and edit these files using Visual Studio 2015/2017/2019 or any XML editor. The purpose of
providing the sample “Configuration.netsim” file is to assist the user in writing a network scenario

manually by analyzing the format for that specific network technology.
7.2.4 Configuration.xsd file

Configuration.xsd is an XML schema Definition file which is present in the bin folder of NetSim’s

current workspace path
<C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64> for 64-bit.

Configuration.xsd file can be placed inside the <iopath> along with the configuration.netsim file
to verify the contents in the configuration.netsim file. This file checks and validates the structure
and vocabulary of a configuration.netsim document against the grammatical rules of the

appropriate XML language.

It is not mandatory to place the configuration.xsd file along with the Configuration.netsim file in
the iopath. But if it is done, then it will be easier to check & validate changes that are done to the

Configuration.netsim file.
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8 Outputs: Results, Plots and Data Files

8.1 Result Window and Plots Windows

The results of a simulation run are presented in a unified dashboard for convenient analysis.
Graphics plots comprises of application throughputs, link throughputs, buffer occupancy and TCP
congestion windows. The tabular presentation includes end-to-end delays, jitter, errors, packets

generated / received / collided, route tables, TCP Acks, retransmissions etc.

Results are organized per interface, per device, per application and per link. In addition, summary
metrics are aggregated and presented system-wide (network-level). Information in the trace files
contain individual packet flow and individual event execution. Protocol log files records a myriad

of information pertaining to protocol operation necessary for in-depth analysis and debugging.

The results can be exported as a .csv file and opened in a spread sheet software like Excel.

Results can also be exported in .html format and opened in a browser.

Simulation Results - x
Link_Metrics
- Application_Metrics [] Detailed View | TCP_Metrics [ Detailed View

Queus_Metrics
Applicationld  Throughput Plot Application Name  Packet generated  Packet received  Throughput (Mbg | Source Destination SegmentSent  SegmentReceived AckSent AckReceived  Duplicate ack receive

TEP_Metrics

Adl
’ 1 Applicotion Throughput plot  App1_CBR 3500 3500 0584000 ROUTER_1 ANY_DEVICE 0 0 o o o
P Metrics 2 NA App2 CBR 5000 5000 0584000 ROUTER_2 ANY.DEVICE 0 0 0 0 0
> IP_Forwarding Table 3 A App3_CBR 5000 5000 0524000 ROUTER 3 ANY_DEVICE 0 0 o 0 o
Application_Metrics a NA Appd_CBR 5000 5000 0524000 ROUTER 4 ANY_DEVICE 0 0 0 0 0
5 N/A App5_CBR 5000 3000 0.584000 'WIRED_NODE_5 ANY_DEVICE 0 0 o 0o o
'WIRED_NODE_6  ANY_DEVICE 0 0 o o
WIRED_NODE.S  WIRED_NODE.G 5000 0 1 5000 S
v Plots WIRED.NODE.S  WIRED_NODE.6 5000 0 1 5003 7
> Link_Throughput WIRED_NODE_S  WIRED_NODES 5000 0 1 5000
> Application_Throughput WIRED_NODE_5  WIRED_NODE S 5000 0 1 5000 15
* Buffer Occupancy WIRED.NODE 6  WIRED.NODES 0 5000 5001 1 0
WIRED.NODE.6  WIRED.NODES 0 5000 5003 1 0
[ . (\N RFN NODF & WIRFD NODF 5 0 S000 5001 1 n N
Link_Metrics [] Detailed View | Queue_Metrics [] Detailed View
Export Results (.xls/.csv) N T e e e e Deviceid Portid Queued packet Dequeued packet Dropped_packet
Print Results (.htmi) Data  Control Data Control Data Control 1 1 23629 23629
Al na 94334 94237 116 4 0o o 1 2 18 18 0
Open Packet Trace 1 Link throughput 23600 48 3 0 0 0 1 19 19 0
©Open Event Trace 2 23575 49 E 0 0 2 2 23604 23604 0
. 3 0 38 0 0 o o 3 1 2 20 0
" togFles 4 0 347 0 o o 3 2 23530 23530 0
esilog 5 h 3623 2523 23 1 o o 4 1 18 18 0
espl Hellelog 6 Link throughput 353 ;2 29 1 o o 4 2 23529 23529 0

Restore To Original View

Figure 8-1: Result Window
8.1.1 Application and Link Throughput Plots

If plots are enabled, NetSim plots Instantaneous (50 ms averaging window) Throughput,
Cumulative moving average Throughput and Time Average throughput for each link and each

application.
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Figure 8-2: Link Throughput plot

Guidance on Zooming, Panning, and obtaining the XY co-ordinate values are provided on the

bottom left of the window.

The ‘re-plot’ option can be used to change the X-value, Min and Max, and to change the averaging

window for plotting the instantaneous throughput.

8.1.2 Buffer Occupancy Plot

The buffer occupancy over time can be plotted by setting Buffer Occupancy Plot Enabled to True.

This parameter is available wherever there are buffers in NetSim such as in Router — WAN Port

— Network Layer as shown Figure 8-3.

[ Reuter
Router

GEMERAL
APPLICATION LAYER
TRAMSPORT LAYER
MNETWORK_LAYER

INTERFACE_1 (ETHERMET)

INTERFACE 2 (WAN]

INTERFALE 3 (ETHERMET)

INTERFACE 4 (ETHERMET)

¥ MNETWORK_LAYER
Netwerk Protocol IPv4

IP_Address 1211

Subnet_ Mask 255.255.0.0

Dotault_Gateway

Butfar size{MB) 8 -

TRUE - I

Buber Decupancy Plat Enabled

Sehaduling type FIFQ -

Queuing type CROP_TAIL -

Figure 8-3: Buffer Occupancy Plot set to True in WAN Port — Network Layer

Upon simulation the buffer occupancy plot can be opened from the Results Window and would

look as shown below in Figure 8-4.
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Figure 8-4: Buffer occupancy plot
8.1.3 TCP Congestion Window Plot

The TCP Congestion window over time can be plotted by setting Congestion Window Plot
Enabled to True. This parameter is available in the end nodes where TCP has been enabled, for
example Wired Node — Transport Layer.

mWirean-de O #
Wirednode * TRANSPFORT LAYER
Protocol TCP
GEMERAL Congestion_Contrel_Algarithm | MEW _REMNT - |
e —— Congestion plot enabled | FALSE - |
i FALSE
—— M SV Retri frase |
THUE
Acknowladgement_Type | —
METWORK_LAYER |
MS5ytes) | 1460 |
INTERFACE_1 {ETHERMNET}
Initial_S5Threshaldibytes) | £5535 |
Tirme_Wait_Tirmen(s) | 120 |
Selective ACK | FALSE - |
Window_Scaling | FALSE - |
Sack_Permitted | FALSE - |
Tirmestamp_Option | FALSE - |
Protocol UDp
oK Faset

Figure 8-5: TCP Congestion Plot Ena_bled set to True in Transport Layer

Ver 13.1

Page 133 of 300



© TETCOS LLP. All rights reserved

Upon simulation the TCP congestion window plot can be opened from the Results Window and

would look like what is shown below in Figure 8-6.

_:,h
: 49l 3
o

e
3

Figure 8-6: TCP Congestion window plot

The down sampling algorithm in NetSim’s plot engine leads to approximations while plotting,

especially in TCP. To obtain a very precise TCP congestion plot window please enable Wireshark

interfacing and view the TCP congestion window in Wireshark.

8.1.4 Notes on plots

1.

To accelerate plotting, NetSim uses down-sampling/decimation to choose n points from N for
plotting. NetSim generates n random numbers from a discrete uniform U (0, N —1)

distribution and plots for these n points.

2. To get a more precise plot users can select the min and max values (time) and replot.

3. The link throughput is calculated as the sum of throughputs in both directions for a full duplex

link.

. Application throughput is plotted till the last packet reaches or till end of simulation time,

whichever is earlier.

. Cumulative Moving Average: This is the average of the metric up until the current time and is

defined as

t

o(t) = %f r(u)du
0

. Instantaneous Throughput (Averaging Window) is defined as

(Bits transmitted in Window t)
Window size t

Each value represents one point in the plot and the calculations are done every t seconds.
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The source data file for the plot has the 15t column as time stamp and the 2" column as Bytes
transmitted. NetSim computes and plots the instantaneous throughput from this. For example,

if the averaging window were 25ms, and if the source data entries were per the table below

1 5
20 15
40 5
60 10
74 5

Then the throughput in Kbps (since its milli seconds is in the denominator) would be

(5+15)x8 _ 20x8 _ 160

First 25ms (0 to 24) =

25 25 25
Next 25ms (250 49) = 2= =22
Next 25ms (50 to 74) = 102308 196 _ 120

8.1.5 Link metrics

Here users can view the values of the metrics obtained based on the overall network and also

displays the values of the metrics pertaining to each link.

= Link ID: Itis the unique Id for the link.
= Link Throughput Graph: Plots throughput vs. Simulation time

Formula:

Total bytes transmitted over the link X 8

Link Throughput (Mbps) =
ghput (Mbps) Simulation Time (us)

Total Bytes transmitted is counted for successful data packets and control packets.

The calculation is based on the packet size (bytes) at the PHY layer, which would include app
layer payload plus the overheads of all layers. Error and collision packets are not included in this

calculation and only successful packets are counted for calculation of this metric.

= Packets Transmitted: It is the total number of packets transmitted in the link. Along with
data packets, it includes protocol control packets like ARP Request, ARP Reply, TCP_ACK,
TCP_SYN, RTS, CTS, WLAN_ACK, OSPF_ HELLO, RIP packets etc. Note that this is a
link (PHY layer) level measure, and it is not a MAC layer measure. Therefore, the packets
transmitted can be greater than the packets generated when running wireless protocols due

to re-tries.
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Packets Errored: Total number of packets error in the link inclusive of data and control
packets.
Packets Collided: Total number of packets collided in the link including data and control
packets.

o If two packets collide then this counter is incremented by two (once for each

packet).

o If a single packet collides N times, then this counter is incremented N times
Bytes Transmitted: It is the total number of bytes transmitted in the link. It is equal to the
sum of the ‘Payload Transmitted’ and ‘Overhead Transmitted’ transmitted in the link.
Payload Transmitted: It is the total payload transmitted in the link.

Overhead Transmitted: It is the total overhead transmitted in the link. It includes the layer

wise overheads and all control packets in the link.

8.1.6 Queue Metrics

Displays the values of the queue metrics for the devices containing buffer queue like routers,

access points etc.

Device Id - Unique id number of the device.

Port Id - Unique id number of the port of the device. This is also called as interface id.
Queued Packet - Number of packets queued at a particular port of a device.

Dequeued Packet - Number of packets removed from the queue at a particular port of
device.

Dropped Packet - Number of packets dropped at a particular port of a device.

8.1.7 Protocol Metrics

The Performance metrics tables of protocols such as TCP, UDP, IP, IEEE802.11, LTE, AODV

and DSR are provided in the respective technology library documentation.

8.1.8 Device Metrics

Displays device related metrics like ARP table, IP forwarding tables. This is also dependent upon

the type of network/technology simulated.

IP_Forwarding Table

Network Destination - It represents the Network address of the destination.
Netmask/Prefix length - A 32-bit combination used to describe which portion of an address
refers to the subnet and which part refers to the host.

Gateway - It is the IP address of the next-hop router.

Interface - It represents a network connection.

Metrics - It is the value used to choose between two routes.
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Type - It represents the type of the network i.e. local/Multicast/Broadcast

Switch MAC Address Table: These metrics will be displayed when we run networks having

Switches.

MAC Address - It represents the MAC address of the switch interfaces.
Type - It is the type of the switch.
Outport - It is the output port of the switch.

8.1.9 Cellular Metrics

Displayed if GSM or CDMA is running in the network.

GSM/CDMA Metrics. MS Metrics

MS Id - It is the id of the Mobile station.

Call Generated - It is the number of calls generated by a Mobile Station.

Call Blocked - It is the number of calls blocked by a Base station when no channel
available.

Call Blocking probability - It is the probability of calls blocked by a base station.
Channel request sent - It is the number of channel requests sent by a mobile station.
Call request sent - It is the number of call requests sent by a mobile station (at source)
Call request received - It is the number of call requests received by a mobile station (at
destination)

Call accepted - It represents the number of calls accepted by a mobile station.

Call rejected - It represents the number of calls rejected by a mobile station.

Handover request - It is the number of handover requests sent by a mobile station.
Handover refers to the process of transferring an ongoing call or data session from one
channel connected to the core network to another channel.

Call dropped - It represents the number of calls dropped by a BS.

Call dropping probability - It represents the probability of number of calls dropped by a
BS.

8.1.10 Channel metrics

BS Id - It is the Id of a Base Station.

Channel Id - It represents the channel number.

Uplink frequency - It is the uplink frequency of the GSM network to send data from mobile
station to base station.

Downlink frequency - It is the downlink frequency of the GSM network to send data from

base station to mobile station.
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Time slot - It represents the time slot. In GSM network, Frequency band is divided into

200kHz carriers and then each carrier is divided into 8 time slots (0-7).

8.1.11 Sensor Metrics (IEEE802.15.4_Metrics)

Displayed if WSN/IOT is running in the network.

Device Id - It represents the Id’s of the sensor and LOWPAN Gateway.

Packet Transmitted - It is the number of packets (either data/routing/ZigBee) transmitted
by Sensor and LoWPAN gateway

Packet Received - It is the number of packets (either data/routing/ZigBee) received by
Sensor and LoWPAN gateway

Ack Transmitted - It is the number of acknowledgements transmitted by a particular device.
Ack Received - It is the number of acknowledgements received by a particular device.
CCA Attempt - It represents the number of Clear channel Assessment attempts at sensors
and LoWPAN Gateway used to determine whether the medium is idle or not.

Successful CCA Attempt - It represents the number of successful CCA attempts at
sensors and LoOWPAN Gateway.

Failed CCA - It represents the number of failed CCA attempts at sensors.

Total Backoff Time - It is the total backoff time obtained. It is the time that sensors have to
wait before attempting to access the channel.

Average Backoff time - It is the average backoff time.

Beacon Transmitted - It the total number of beacons transmitted by a LOWPAN Gateway.
It transmits network beacons in a beacon enabled mode. If beacon mode is enabled, it
follows slotted CSMA/CA algorithm

Beacon Received - It is the total number of beacons received by the sensors.

Beacon Forwarded - It is the total number of beacons forwarded by the sensors.

Beacon Time - |t is the total time calculated for beacon transmission at LOWPAN Gateway.
CAP Time - It is the total Contention Access Period obtained during simulation. During this
time, sensors compete for channel.

CFP Time - It is the total Contention free period obtained. In CFP, nodes request for

guaranteed time slots. If GTS is allocated, nodes can transmit without contention.

8.1.12 Battery Model

Device Name - It represents the Name and Id of the Sensor
Initial Energy - It represents the initial energy of the sensors.
Consumed Energy - This is the total energy consumed by the respective sensor.

Remaining Energy - This is the remaining energy of the sensor at the end of the simulation.
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Transmission Energy - It is the energy consumed by the respective sensor for transmitting
data.
TransmissionEnergy (mJ) = TransmitCurrent (mA) X Voltage (V) X
AmountOfTimeRadiolsInTransmitState(s).
Receiving Energy - It is the energy consumed by the respective sensor while receiving
data.
ReceivingEnergy (m]) = ReceiveCurrent (mA) X Voltage (V) X
AmountOfTimeRadiolsInReceiveState(s).
Idle Energy - When the sensor is active and ready but not currently receiving or transmitting
data packets, it is said to be in an idle state. This metrics calculates the energy consumed
by the sensor in idle state.
IdleEnergy (m]) = IdleCurrent (mA) X Voltage (V) X
AmountOfTimeRadiolsInldleState(s).
Sleep Energy - This is the energy consumed when the respective sensor is in an inactive
mode.
SleepEnergy (m]) = SleepCurrent (mA) X Voltage (V) X
AmountOfTimeRadiolsInSleepState(s).

8.1.13 CR metrics

Displayed if 802.22 cognitive radio is running in the network.

8.1.13.1 Base station Metrics

BS Id - It is the id of a Base Station.

Interface Id - It is the Interface Id of a BS

SCH sent - SCH. Itis the number of Superframe Control Headers sent by a BS. SCH carries
Base Station’s MAC address along with the schedule of quiet periods for sensing, as well
as other information about the cell.

FCH sent - It represents the number of Frame Control Headers sent by a BS. It is
transmitted as a part of Down Stream (DS) Protocol Data Unit in DS subframe specifies
length of either DS-Map if transmitted or US-Map. It is sent in the first two subchannels of
the symbol immediately following the preamble symbol.

DSA req received - It is the number of Dynamic Service Addition requests received by a
BS used to create a new service flow.

DSA rep sent - It is the number of DSA replies sent by a BS.

DSC req received - It is the number of Dynamic Service Change requests received by a
BS to dynamically change the parameters of an existing service flow.

DSC rep sent - It is the number of DSC replies sent by a BS.
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= DSD req received - It is the number of Dynamic Service Deletion requests received by a
BS to delete an existing service flow.

= DSD rep sent - It is the number of DSD replies sent by a BS.

= CHS req sent - It is the number of Channel Switch Requests sent by a BS.

8.1.13.2 CPE metrics

» CPE Id - It represents the Id of Customer Premise Equipment

» [Interface Id - It represents the Interface Id of the CPE

= SCH received - It is the number of Superframe Control Headers received by a CPE.

»= FCH received - It represents the number of Frame Control Headers received by a CPE.
= DSA req sent - It is the number of Dynamic Service Addition requests sent by a CPE.
= DSA rep received - It is the number of DSA replies received by a CPE.

= DSC req sent - It is the number of Dynamic Service Change requests sent by a CPE.
= DSC rep received - It is the number of DSC replies received by a CPE.

= DSD req sent - It is the number of Dynamic Service Deletion requests sent by a CPE.
= DSD rep received - It is the number of DSD replies received by a CPE.

= CHS req received - It is the number of Channel Switch Requests received by a CPE.

= UCS Sent - It is the number of Urgent Coexistence Situations sent by a CPE.

8.1.13.3 Incumbent Metrics

= BSId - It represents the Id of the Base Station

= Incumbent Id - It represents the Id of the Incumbent.

= Frequency - It is the frequency at which the incumbent operates.
= Operational Time - It is the active period of the incumbent.

= |dle Time - It is the inactive period of the incumbent.

= |Interference Time - It is the time when interference occurs due to CPE.

8.1.13.4 Channel Metrics

= BSId- Itis the Id of the BS

= Channel Number - It represents the channel number at which the BS is operating.

* Frequency - It is the frequency of the channel at which the BS is operating.

= Spectral efficiency - It refers to the information rate that can be transmitted over a given
bandwidth in a specific communication system. It is a measure of how efficiently a limited
frequency spectrum is utilized by the physical layer protocol, and sometimes by the media

access control protocol.
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8.1.14 Application Metrics

Displays Application performance metrics.

Application Id - It is the unique Id of the application running at the source.

Application Name - It is unique name of the application running.

Source Id - It is the unique Id of the device running that particular application.
Destination Id - It is the unique Id of the destination device.

Packet generated - It is the total number of packets generated from the source.

Packets Transmitted - It is the total number of packets generated and transmitted from the
source.

Packet received - It is the total number of packets received at the destination.

Payload Transmitted - It is the total payload transmitted in bytes. It is equal to the product
of ‘Packets Transmitted’ and ‘Packet Size’. This calculation will apply only in case of a
constant packet size (CBR, CUSTOM (constant) etc. In other cases, this should be
considered as the sum of the payload of the packets transmitted.

Payload Received - It is the total payload received at the destination in bytes.
Throughput - Total user data (or) payload delivered to their respective destination every
second.

If Simulation Time > Application End Time, then

Total payload delivered to destination (bytes) * 8
Time last received packet at App layer(us) — App Start Time (us)

Application Throughput(Mbps) =
If Simulation Time < Application End Time, then

o ) Total payload delivered to destination (bytes) * 8
Application Throughput(in Mbps) =

Simulation Time(us) — App Start Time(us)

Jitter

TotalPacket Jitter of all successfull packets

itt =
Jitter(us) Total Number of successfully recieved packets — 1

Packet Jitter (us) = |EndtoEnd Delay of Current packet — EndtoEnd Delay of Previous Packet|

Delay - It is the average amount of time taken (calculated for all successful packets) to
reach the destination application layer from when the packet is sent from source’s

application later. It would APP_IN time at destination — APP_OUT time at source.

8.1.15 IP Metrics

IP layer metrics calculated for the overall network and displayed for each device.
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= Device Id - It is the unique ID of the Device.

= Packet sent - Specifies the number of packets (L3 and above) sent by the node.

= Packet forwarded - Specifies the number of packets (L3 and above) forwarding by an
intermediate node(s) to next hop/target node.

= Packets Received - Specifies the number of packets (L3 and above) successfully received
at the destination, from intermediate node(s) and source node(s).

» Packets discarded - Specifies the number of packets (L3 and above) discarded when there
is no route available.

= TTL Expired - Specifies the number of Data and Control packets (L3 and above) dropped
when TTL expires.

= Firewall block - Specifies the number of packets (L3 and above) blocked by Firewall for
example TCP, UDP and ICMP Packets etc.

8.1.16 Advanced Metrics

In the Application metrics table, in addition to packets generated and packets received, additional
information on duplicate packets that were received can be obtained. This is achieved by adding

the following environment variable:

PC Settings > Properties - Advance system settings = Environment Variables - User
Variables > New

Mew User Variable x

Variable name: | NETSIM_ADVANCE_METRIC |
Variable value: | 1 |

Browse Directory... Browse File... Cancel

' Figure 8-7: Environment Variables window
Note: For the effect of changes to User needs to restart the System.

The Application metrics table in the results dashboard will display an additional column —
Duplicate packet received as shown below Figure 8-8.

Application_Metrics_Table

Application_Metrics

Applicationld  Throughput Plot Application Name Sourceld  Destinationld  Packet generated  Packet received | Duplicate packet received [ Payload generated (bytes)

Application Throughput plot  App1 SENSOR_APP 1 3 100 240

Figure 8-8: Application metrics table in results window

Note: Note that keeping track of duplicate packets will slow down the simulation
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8.1.17 Notes on metrics

1. The metrics are calculated at each layer and might not be equivalent to the same metric
calculated at a different layer. For exactness and precision, we recommend users also verify
the results with the event trace & packet trace generated by NetSim.

2. Broadcast / Multicast application will have no entries under Application Metrics in Results
window if there are zero packets received. In other words, it will not show ‘0’ throughput. Users
may notice that ‘0’ throughput is shown for unicast applications, and this is because of the way

Broadcast/Multicast application metrics is architected in NetSim.
8.1.18 The different results files written at the end of simulation

The following table lists the various files that will be written in the NetSim install directory/ 10 path

on completion of simulation.

S.No File Contents
; Contains the metrics of the network that is simulated
Contains the information of captured packets that is
2 Node.pcap recently simulated.
) Contains the status of the communication between the
3 LicenseErrorLog.txt  NetSim dongle and the client
This file will be written while reading the Configuration
file.
4 ConfigLog.txt Provides errors if there are errors in the configuration
file.
) Contains the logs as the control flows across various
5 LogFile.txt layers in the Network Stack
Contains the detailed packet information. This file will be
6 PacketTrace.csv written only when Packet Trace is enabled.
Contains the information about each event. This file will
7 EventTrace.csv be written only when Event Trace is enabled.
8 Animation. txt Contains the information about the flow of the packet.

) Contains the information about the dropped devices like
9 Static ARP.txt Ip address and mac address.

Table 8-1: Different results files written at the end of simulation in I/O Path
If NetSim runs via the Ul, then the metrics will be displayed automatically at the end of simulation

with illustrative tables.

If NetSim runs via CLI, then the metrics will be written into Metrics.txt and MetricsGraph.txt.

8.2 Export to .csv

In NetSim Result Dashboard, users can use the option Export Results (.xls/.csv) to export all

the metrics file to XL/CSV file for the further computation or analysis using it.
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Link_Metrics_Table o X
Link_Metrics [_] Detailed View
Export Results (.xls/.csv) Packet_transmitted Packet errored Packat_collided
Link_id  Link_throughput plot
Print Results (.html) Data Control Data Control Data Control
All NA 14051 14163 18 2 0 0
Packet T .
SpePackatiacd 1 Link throughput 315 40 4 0 o 0
2 Link throughput 3511 M 5 0 ] 0
, 3 Link throughput 0 3538 0 1 0 0
Log Files
4 Link_throughput 0 3537 0 0 ] 0
5 Link_throughput 3519 3503 4 0 0 0
6 Link throughput 3506 3504 5 0 0

Figure 8-9: Select Option Export Results (.xls/.csv) in Result window
XL/CSV file:

Link_Metrics
Link_id Link_throughput Packet_tri Packet_tr: Packet_er Packet_er Packet_coPacket_coBytes_trai Payload_t Overhead_transmitted(bytes)
Data Control  Data Control  Data Control

All NA 300 343 o o o 0 436348 438000 48948

1 Link_throughput 100 170 o o o 0 163300 146000 17300

2 Link_throughput 100 203 0 o 0 0 159148 146000 13148

3 Link_throughput 100 170 0 1] 0 0 163900 146000 17900
Queue_Metrics
Device_id Port_id Queued jDequeuecDropped packet

3 1 130 130 o

3 2 157 157 o

4 1 146 146 o

4 2 140 140 o
TCP_Metrics
Source Destination Local AddiRemote A Syn Sent  Syn-Ack S1Segment {Segment I Segment | Ack Sent  Ack Recei Duplicate Out of orc Duplicate Times RTC Congestion Plot
WIRED_NODE_1 ANY_DEVICE 11.1.1.2:0 0.0.0.0:0 0 1] 0 1] 0 1] 0 1] 0 1] 0 N/A
WIRED_NODE_2 ANY_DEVICE 11.3.1.2:0 0.0.0.0:0 0 0 0 0 0 0 0 0 0 N/A
ROUTER_3 ANY_DEVICE 11.1.1.1:0 0.0.0.0:0 o o o o o o o o o o 0 N/A
ROUTER_4 ANY_DEVICE 11.2.1.2:0 0.0.0.0:0 o o o o o o o o o o 0 N/A
WIRED_NODE_1 WIRED_NODE 2 11.1.1.2:8011.3.1.2:3¢ 1 o 10 1 o 2 11 o 1 1 0 N/A
WIRED_NODE_2 WIRED_NODE_ 1 11.3.1.2:3(11.1.1.2:8] o 1 o 11 o 11 1 o o o 0 N/A

Figure 8-10: Option Export Results (.xls/.csv) to export all the metrics
A web formatted (html file) report can be generated for simulations performed in NetSim, using

the Print button present in the results window as shown below Figure 8-11.

Link_Metrics_Table a X
Link_Metrics [[] Detailed View
Export Results (.xls/.csv) o . Packet_transmitted Packet_errored Packet_collided
Link_id  Link_throughput_plot
Print Results (.html) ata Control Data Control Data Control
All NA 14051 14163 18 2 0 0
Packet T -
Dperracoet irdon 1 Link throughput 3515 40 4 0 0 0
2 Link_throughput 3311 4 5 0 0 0
i 3 Link throughput 0 3538 0 1 0 0
Log Files
4 Link _throughput 0 3537 0 0 0 0
5 Link throughput 3519 3503 4 0 0 0
6 Link throughput 3506 3504 2 0 0

Figure 8-11: Print Results(.html) in Results window

The report that is generated contains:

= A screenshot of the network scenario created in NetSim GUI.
= All the metrics tables that were part of the Simulation Results Window

= Dynamic Metrics Plots (if Dynamic Metrics is enabled prior to Simulation).
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Queue_Metrics

Device id Port id Queued packet Dequeued packet Dropped_packet
0

3 2 38 38
3 3870 3870 0
4 1 a7 a7 0
4 2 a7 37 0
5 1 35 S 0
5 3 35 35 0
TCP_Metrics

Destinalion  Local Address  Remole Address Syn Sent  Syn-Ack Senl Segment Seni Segment Received Segment Retransmitied  Ack Sent Ack Received  Duplicale segment received  Out of order segment received  Duplicate ack received  Times RTO expire

WIRED_NODE_1 | ANY_DEVICE 111120 00000 0 0 0 o o o o 0 o o
WIRED_NODE_2 | ANY_DEVICE 14120 00,000 0 ] ] 0 0 ]
ROUTER_3 | ANY_DEVICE 14410 00,000 o 0 o 0 [ [} o o 0 []
ROUTER 4 | ANY_DEVICE 12120 00,000 0 0 0 [ ] [} ] o [ []
ROUTER S | ANY_DEVICE 13.1.2:0 00000 0 0 0 0 [} [} ] 0 0 ]
IP_Metrics

1 13500 o o 0 o 0

2 99 0 3826 0 0

3 4007 13484 72 0 [ 9651

4 74 0 74 0 [} 0

5 4002 3832 74 0 0 0

Figure 8-12: html report generated in PDF format
= The report that is generated makes it convenient for documentation, reference, study and
further analysis.
= This html report can be printed as PDF or printed out by selecting printer options.

8.3 Packet Animation

NetSim provides the feature to play and record animations to the user. Packet animation enables
users to watch traffic flow through the network for in-depth visualization and analysis. Users have

the following options before running simulation:

= Record the animation.
= Don't play/ record animation and

= Play and record animation while running simulation.

m Run Simulation X

Simulation Configuration | Run time Interaction  Static ARP Configuration  Packet Capture

Simulation Time:

Simulation Time (0.001 to 100000s): | 100.0

Packet Animation:

@ Record Animation (Simulation will slow down marginally)
O Play & Record Animation (Simulation will slow down significantly)

O Don't Play / Record Animation (Simulation will run fast)

Seed Values:

(Used to generate random numbers in simulation, Enter a value between 1 to 99999999)

Seed 1 12345678 Seed 2 23456789

0K Reset

Figure 8-13: Run Simulation window
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The packet animation would then be recorded, and the user can view the animation from the
NetSim Packet Animation window as shown below Figure 8-14.

Speed Control

7 i N . Animation Control

Simulation Time
Packet Label

S Rl

il it e

25 plus field packet
Information

Figure 8-14: Packet Animation window
While viewing packet animation, user can see the flow of packets as well as the type of packet.
Blue color packet denotes control packet, green color is used for data packet and red color is
error/collided packet.

8.3.1 Packet animation Table

Packet Animation table is also provided for users to see the flow of packets along with packet
animation.

B MetSim Packet Animation

’ e . 30080127.08... —e View More = j

Play Stop Simulation Time Micre Sec Animation Speed Display Settings Table Filters
e 1[Router_1)
Ly,

TWirgebiadé T e oBIL2 Switch f% #%  SlRouter_3] WA dRouter 8] b Il S{Access Poin—si*  10[Wireless_Mode,10]
Ui ss ja-gill2 Such of 3! | (3pdBeuerd) | SccessPoir=f" 1of _Mode 10]

Lk,

‘s 12[w-re1m_ﬁﬂ] T1[Wirsless_Node 11]

..... 1 5 -

PACKET ID SEGMENT_ID PACKET _TYPE CONTROL_PACKET_TYP... DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER_ARRIVAL T [T
5 0 CBR Appl CBR SWITCH-6 ROUTER-3 30080000.000
o CBR Appl CER NODE-T SWITCH-6 300S0000.000
o /A Control_Pacicet WLAN_ACK ACCESSPOINT-5 ACCESSPOINT-5 N/A
o NfA Control_Packet TCP_ACK NODE-12 SWITCH=6 Nr&

Figure 8-15: Packet Animation table in animation window
The “Table Filters” option available in the Packet Animator Window allows users to filter the

parameters that will be displayed in the Packet Trace Window displayed alongside animation.
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2l NetSim Packet Animation

’ . _ 0.0 —P View More ¥ ﬁ

Stop Simulation Time Micro Sec Animation Speed Display Settings Table Filters

Figure 8-16: Table Filters option available in the Packet Animator Window
Note: Packet Animation table would be displayed only if Packet Trace is enabled in the network

before running the simulation.
8.3.2 Packet animation — Display Settings

NetSim Packet Animation can be customized using the View More drop-down list provided with
the display settings as shown below Figure 8-17.

B NetSim Packet Animation

’ - —_ 0.0 —0 View More ¥ ﬁ?

Play Stop Simulation Time Micro Sec Animation Speed Display Settings Table Filters

Figure 8-17: Display Settings in Packet animation window

The View More Animation options can be used to view (enable/disable)

= Device Name

= |P address of devices
= VLANID

= Application Flow

= Node Movement

= Packet Flow

= Battery Level

= Route tables etc alongside animation

Note: The options displayed under View more drop down are dependent on the network that is simulated

and features that are enabled.
8.3.3 Example on how to use NetSim packet animation feature:

Case 1: ARP PROTOCOL - WORKING

ARP RECUEST ARP REQUEST
| Source ] E | pwitu:h ] [ ? Destination
ARP Response ARP Response

Figure 8-18: Intra LAN IP Forwarding
= Create a scenario with 3 wired nodes, 2 switches and 1 router and connect it based on the

following scenario.
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‘F\S

el
L2 Switch 5

QS

Wired_Node 3

Figure 8-19: Application flow within a LAN

= Transport Protocol is set to UDP instead of TCP for all the wired nodes.

= Click on application and set Source_Id and Destination_Id as 1 and 2 respectively.

= Set Simulation time =

100s. After clicking on Run Simulation, edit Static ARP

Configuration tab by setting Static ARP as Disable. Click on OK button to simulate.

Now click on packet animation and analyze the following:

B NetSim Packet Animation

’ o [ ] 20000.000000 —e View More ¥ j
Play Stop Simulation Time Micro Sec Animation Speed Display Settings Table Filters
50 /wr)  6[Router 6]
SR
w.7 412 Switch 4] . 512 Switch 5]
3 1 | -3 =1 ]
App1|CBR-1 \
150 Wi 2[Wired_Node_2] 3[Wired_Node_3]
5 B o -
PACKET ID SEGMENT_ID PACKET_TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER_ARRIVAL T... T
1 0 CBR App1_CBR NODE-1 NODE-2 SWITCH-4 NODE-2 0.000
1 0 cBR App1_CBR NODE-1 NODE-2 NODE-1 SWITCH-4 0.000
0 N/A Control_Packet ARP_Reply NODE-2 NODE-1 SWITCH-4 NODE-1 N/A
0 N/A Control_Packet ARP_Reply NODE-2 NODE-1 NODE-2 SWITCH-4 N/A
0 N/A Control_Packet ARP_Request NODE-1 Broadcast-0 SWITCH-4 NODE-2 N/A
0 N/A Control_Packet ARP_Request NODE-1 Broadcast-0 SWITCH-4 ROUTER-6 N/A
0 N/A Control_Packet ARP_Request NODE-1 Broadcast-0 NODE-1 SWITCH-4 N/A

Figure 8-20: Packet animation window
= NODE-1 sends ARP_Request which is then broadcasted by SWITCH-4.
= During the process the devices that receive the ARP_Request packet (Switch, Router, and
Node-2) will update their ARP table or the switch table.
= NODE -2 sends the ARP_Reply to NODE-1 via SWITCH-4.
= Now NODE-1 updates its ARP table with the MAC address of NODE-2 on receiving the

ARP_Reply.
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= After this step, NODE-1 starts sending data packets to NODE-2 since the source now has
both IP and MAC addresses of destination.

Case 2: Across-Router-IP-forwarding

STEP-1

ARP request for
Default Gateway's

MAC address I\ Source II
= Default Gateway
/ J Data Packet

\_( QJ | Default Gateway ‘I
Source ‘

ARP request for ARP Data

ARP response for

Destination’s MAC || Response || Packet
Default Gateway's address
MAC address

O, 7

| Destination ‘l

Figure 8-21: Across ‘I—?outer IP Forwarding
= Follow all the steps till Step 2 and perform the following sample.
= Torunthe simulation, click on the Application icon and set the Source_Id and Destination_Id
as 1 and 3 respectively.
= Click on Run Simulation and set Simulation time as 100 sec.
= Then go to Static ARP Configuration tab and set Static ARP as Disable. Click on OK

button to simulate.

Click on packet animation to analyse the following:

) NetSim Packet Animation

g s o 349520000 View Mare ¥ i;
Play Stop Simulation Time Micro Sec Animation Speed Display Settings Table Filters
- /~aY_ B[Router 6] x
50 | ! | {4 )—Olfouter .| I ! ! | ! N I
X4 ARP_Reply
] 412 Switch 4] [+,  5IL2_Switch 5]
= ) -2 |
iy =

! | | i ! 3[Wired_Node_3]
159 T PLCBR T T

< 5

PACKET_ID SEGMENT_ID PACKET _TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER_ARRIVAL T... T
0 /A Control_Packet ARP_Reply NODE-3 ROUTER-6 SWITCH-5 ROUTER-6 N/A
0 /A Control_Packet ARP_Reply NODE-3 ROUTER-6 NODE-3 SWITCH-5 N/A
0 /A Control Packet ARP_Request ROUTER-6 Broadcast-0 SWITCH-5 NODE-3 N/A
0 /A Control Packet ARP_Request ROUTER-6 Broadcast-0 ROUTER-6 SWITCH-3 N/A
1 0 CBR App1_CBR MNODE-1 MNODE-3 SWITCH-4 ROUTER-6 0.000
1 0 CBR App1_CEBR MNODE-1 MNODE-3 NODE-1 SWITCH-4 0.000
0 N/A Control_Packet ARP_Reply ROUTER-6 MNODE-1 SWITCH-4 NODE-1 N/A
0 N/A Control_Packet ARP_Reply ROUTER-6 NODE-1 ROUTER-6 SWITCH-4 N/A
0 /A Control_Packet ARP_Request NODE-1 Broadcast-0 SWITCH-4 NODE-2 MN/A
0 /A Control_Packet ARP_Request NODE-1 Broadcast-0 SWITCH-4 ROUTER-6 N/A
0 /A Control_Packet ARP_Request NODE-1 Broadcast-0 NODE-1 SWITCH-4 N/A

Figure 8-22: Packet animation window
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= NODE-1 transmits ARP_Request which is further broadcasted by SWITCH-4. ROUTER-6
sends ARP_Reply to NODE-1 which goes through SWITCH-4. Then NODE-1 starts to send
data to NODE-3.

= |f the router has the address of NODE-3 in its routing table, ARP protocol ends here, and
data transfer starts that is PACKET_ID 1 is being sent from NODE-1 to NODE-3.

= |n other case, Router sends ARP_Request to appropriate subnet and after getting the MAC
ADDRESS of the NODE-3, it forwards the packet which it has received from NODE-1.

= When a node has to send data to a node with known IP address but unknown MAC address,
it sends an ARP request. If destination is in same subnet as the source (found through
subnet mask) then it sends the ARP (broadcast ARP message) request, otherwise it
forwards it to the default gateway.

= Former case happens in case of intra-LAN communication. The destination node sends an
ARP response which is then forwarded by the switch to the initial node. Then data
transmission starts.

» |n latter case, a totally different approach is followed. Source sends the ARP request to the
default gateway and gets back the MAC address of default gateway. (If it knows which
router to send then it sends ARP request to the corresponding router and not to Default
gateway).

» When source sends data to default gateway (a router in this case), the router broadcasts
ARP request for the destined IP address in the appropriate subnet. On getting the ARP

response from destination, router then sends the data packet to destination node.
8.3.4 How to record and save Packet animation as a Video file

Note: The following procedure applies to Windows 10 Operating system only. Users with other versions of
Windows can use third-party video capture tools (Link to a list of common tools) to save NetSim packet

animation as a video.

To quickly capture NetSim packet animation, launch the packet animation window. Before playing
the animation, press Windows key + G on the keyboard to open Game bar. (or Select windows
settings and then select Gaming option for Game bar related settings). Now start recording by

pressing record option as shown below. (Shortcut to start recording Windows key + Alt + R)
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How-to-record-Packet-Animation-as-a-vi...

3:18 PM & R

Game capturing

@] - & h Y

EB' Show all captures

Audio

Speakers (Realtek High Definition Audio) Vv

R | d)

System sounds

- 9w

Figure 8-23: In packet animation window press Windows key + G on the keyboard and Select Start
recording

Then select the checkbox “Enable gaming features for this app to record gameplay” option.

Gaming features not available

[] Enable gaming features for this app to record gameplay

Figure 8-24: Select the checkbox “Enable gaming features for this app to record gameplay” option

Once you select the checkbox, recording window will open as shown below.

Figure 8-25: Recording window

Now start playing the animation in NetSim using play button in packet animation window.
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B HeaSam Packet Animation

PACKET SEGMENT_ID PACKET_TYPE CONTROL_PACKET_TYP... SOURCE_ID DESTINATION_ID TRANSMITTER_ID RECEIVER_ID APP_LAYER ARRIVAL T... T

Figure 8-26: Start playing the animation in animation window
Once the animation has been recorded stop recording (Shortcut to stop recording Windows logo
key + Alt + R). Recorded clips will be saved in windows default videos folder (E.g.:
C:\Users\PC\Videos\Captures).

8.4 Packet Trace

NetSim allows users to generate trace files which provide detailed packet information useful for
performance validation, statistical analysis and custom code de-bugging. Packet Trace logs a set
of chosen parameters for every packet as it flows through the network such as arrival times,

queuing times, departure times, payload, overhead, errors, collisions etc.

The packet trace is written whenever a packet is received at a device. For example, if we have
transmission N1 -> N2 -> N3, then the packet trace is written for every packet being received at
N2 and at N3. Note that it not written for every packet being transmitted by N1 and the
subsequently by N2. This means that packet which are transmitted from N1 but which may have

been errored or collided before being received by N2 are not written in the packet trace.

By providing a host of information and parameters of every packet that flows through the network,
packet trace provides necessary forensics for users to catch logical errors without setting a lot of
breakpoints or restarting the program often. Window size variation in TCP, Route Table
Formation in OSPF, Medium Access in Wi-fi, etc., are examples of protocol functionalities that

can be easily understood from the trace.

Note: By default, packet tracing option is turned off. Turning on Packet Trace will slow down the simulation
significantly. After simulation, users would get the “open packet trace” link in the metrics window (will also

get Packet_Trace.csvV file in the saved folder).
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8.4.1 How to Enable Packet trace

Step 1: Create network scenario comprising of two Wired nodes and Router, create a traffic flow

between the two wired nodes.

M
/&.pp':_CE-R

Wired_Node_ 2 Wired_Node 3

Figure 8-27: Network Scenario
Step 2: By default, Packet trace is disabled, to enable packet trace click on icon in the tool bar as

shown in the below figure.

R Plots
¢
g P @ Packet Trace
Application ":;'D Event Trace Run E’. Display Settings

Figure 8-28: Packet trace option in ribbon
Step 3: After Clicking on the packet trace option, users will be allowed select the required
properties to log to the packet trace. After selecting the required properties click on the “OK”

button.
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¥ COMMON_ATTRIBUTES
~
All_Common_Attributes

SEGMENT_ID
PACKET_TYPE
CONTROL_PACKET_TYPE
SOURCE_ID
DESTINATION_ID
TRANSMITTER_ID
RECEIVER_ID
APP_LAYER_ARRIVAL TIME
TRX_LAYER_ARRIVAL TIME
NW_LAYER_ARRIVAL_TIME
MAC_LAYER_ARRIVAL TIME
PHY_LAYER_ARRIVAL_TIME
PHY_LAYER_START_TIME
PHY_LAYER_END_TIME
APP_LAYER_PAYLOAD
TRYX_LAYER_PAYLOAD
NW_LAYER_PAYLOAD
MAC_LAYER_PAYLOAD
PHY_LAYER_PAYLOAD
PHY_LAYER_OVERHEAD

SN NONS

QK Reset

Figure 8-29: Attributes in packet trace

Step 4: Click on the Run button and simulate the scenario. After completion of simulation NetSim

Results dashboard window appears.

Click on the Open packet trace option from result dashboard Window as shown below:

[ Simulation Results
¥ Network Performance
Link Metrics
Queue_Metrics
Tcp_Metrics
1P_Metrics
> Ip_Forwarding Table
Application_Metrics

Export Results (.xls/.csv)
Print Results (.htmi)

Open Packet Trace

> LogFiles

Restore To Original View

Ver 13.1

Application_ Metrics_Table.

Application_Metrics

[] Detailed View | TCP_Metrics [] Detailed View

Application Id

Source. Destination SegmentSent  SegmentReceived  AckSent  AckReceived  Duplicate ack received
1 App1_CBR 5000 5000 0584000 15870486688 2394038544 ROUTER 1 ANYDEVICE 0 0 0 0 0

WIRED.NODE2 ANYDEVICE 0 0 0 0 0

WIREDNODE3 ANYDEVICE 0 0 0 0 0

WIRED.NODE.2  WIRED_NODE 3 5000 0 1 5000 0

WIRED.NODE 3 WIRED_NODE2 0 5000 5001 1 0

Link_Metrics

Packet transmitted Packet_errored

[ Detailed View | Queue_Metrics [] Detailed View

Packet collided Deviceld  Portid Queued pa.. Dequeued_... Dropped_p.

Data Control Data Control Data Control

Linkid  Link throughput_plot
Al NA 10018 10008 11 1
1 NA s012 5004 6 1
2 NA 5006 5004 5 0

o o
o 0
0o 0

No content in table

Figure 8-30: Result Dashboard Window
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8.4.2 How to set filters to NetSim trace file
Step 1: Open the trace file. (In this example packet trace is opened)

PACKET_ID|~ |SEGMENT_ID| ~ | PACKET_TYPE| = | CONTROL_PA({ ~ | SOURCE_ID| ~ | DESTINATION_ID| = | TRANSMITTER_ID| ~ | RECEIVER_ID| = | APP_LAYEFR ~ ||

0 N/A Control_Packet TCP_SYN NODE-2 NODE-3 NODE-2 ROUTER-1 N/A
0/ N/A Control_Packet |[TCP_SYN NODE-2 NODE-3 ROUTER-1 MNODE-3 N/A
0 N/A Control_Packet TCP_SYNACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
0/ N/A Control_Packet |[TCP_SYNACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
0 N/A Control_Packet TCP_ACK NODE-2 NODE-3 NODE-2 ROUTER-1 N/A
0/ N/A Control_Packet TCP_ACK NODE-2 NODE-3 ROUTER-1 MODE-3 N/A
1 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 0

1 0/CBR Appl_CBER NODE-2 NODE-3 ROUTER-1 NODE-3 0

0 N/A Control_Packet TCP_ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
0/N/A Control_Packet | TCP_ACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A

Figure 8-31: Packet Trace

Step 2: Click the arrow '~|in the header of the column you want to filter. In the list of text or
numbers, uncheck the (Select All) box at the top of the list, and then check the boxes of the items

you want to show.

For example, click on arrow of SOURCE_ID and uncheck the “Select all” check box and select
NODE 2 then click on OK.

All the rows which are having NODE 2 as source id will be shown below Figure 8-32.

PACKET_ID[~ |SEGMENT_ID|~ | PACKET_TYPE[~| CONTROL_PA(~ | SOURCE_ID[~| DESTINATION_ID[~ | TRANSMITTER ID[~ | RECEIVER ID[~|APP_LAYER ~ |1

0 N/A Control_Packet TCP_SYN NODE-2 NODE-3 8] SortAtoZ N/A
0/ N/A Control_Packet | TCP_SYN NODE-2 NODE-3 7] SotZtoh N/A
0 N/A Control_Packet TCP_SYNACK  NODE-3 NODE-2 et by Color , IN/A
0/ N/A Control_Packet |TCP_SYNACK  NODE-3 NODE-2 N/A
0 N/A Control_Packet TCP_ACK NODE-2 NODE-3 N/A
0/ N/A Control_Packet |TCP_ACK NODE-2 NODE-3 N/A
1 0 CBR Appl _CBR NODE-2 NODE-3 Text Filters » 0

1 0/CBR Appl_CBR NODE-2 NODE-3 — 5/ 1°

0 N/A Control_Packet TCP_ACK NODE-3 NODE-2 N/A
0/ N/A Control_Packet |TCP_ACK NODE-3 NODE-2 W (Select Al N/A

! - [+ NODE-2

2 0 CBR Appl _CER NODE-2 NODE-3 I NODE 3 20000
2 0/CBR Appl CBR NODE-2 NODE-3 ¥ ROUTER-1 20000
0 N/A Control_Packet TCP_ACK NODE-3 NODE-2 N/A
0/ N/A Control_Packet |TCP_ACK NODE-3 NODE-2 N/A
3 0 CBR Appl_CBR NODE-2 NODE-3 40000
3 0/CBR Appl_CBR NODE-2 NODE-3 40000
0 N/A Control_Packet TCP_ACK NODE-3 NODE-2 N/A
0/ N/A Control_Packet |TCP_ACK NODE-3 NODE-2 N/A
a 0 CBR Appl CBR NODE-2 NODE-3 [ ok ][ cancet ] 60000
a 0/CBR Appl_CBR NODE-2 NODE-3 .:/60000
0 N/A Control Packet TCP ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A

Figure 8-32: Select Transmitter ID arrow mark in the header in packet trace
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|PACKET_ID|~ | SEGMENT ID|~ | PACKET TYPE[~|CONTROL_PA(~|SOURCE_ID|~ | DESTINATION_ID|+|TRANSMITTER_ID|-¥| RECEIVER ID|~ |APP_LAYEF v ||

0 N/A Control_Packet TCP_SYN NODE-2 NODE-3 NODE-2 ROUTER-1 NfA

0 NfA Control_Packet TCP_ACK NODE-2 NODE-3 NODE-2 ROUTER-1 NfA

1 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 0

2 0/CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 20000
3 0 CBR Appl _CBR NODE-2 NODE-3 NODE-2 ROUTER-1 40000
4 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 60000
] 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 80000
6 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 100000
7 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 120000
8 0/CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 140000
9 0 CBR Appl_CBR NODE-2 NODE-3 MNODE-2 ROUTER-1 160000
10 0/CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 130000
11 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 200000
12 0 CBR Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 220000

Figure 8-33: Filter Transmitter ID to NODE 2 in packet trace
Typically, filters can be set to observe “Errored/Collided/Successful‘packets, packets of
destination and packets of source.

8.4.3 Observing packet flow in the Network through packet trace file

Open the packet trace file, Click the arrow =) in the header of the column PACKET _ID and
uncheck the “Select all” check box and select the packet id which you want to observe, for

example 1, and then click on OK.

|PACKET ID[~|SEGMENT ID|~|PACKET TYPE|~|CONTROL PA({~|SOURCE ID|~|DESTINATION_ ID|~|TRANSMITTER ID|~ |RECEIVER ID|~|APP LAYEH~ |

Sort Smallest to Largest _Packet TCP_SYN NODE-2 NODE-3 NODE-2 ROUTER-1 N/A
Sort Largest to Smallest  Packet | TCP_SYN NODE-2 NODE-3 ROUTER-1 NODE-3 N/A
Sert by Color , _Packet TCP_SYNACK  NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
_Packet TCP_SYNACK | NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
_Packet TCP_ACK NODE-2 NODE-3 NODE-2 ROUTER-1 N/A
_Packet TCP_ACK NODE-2 NODE-3 ROUTER-1 NODE-3 N/A
Number Filters , Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 0
Bearc 5 Appl CBR NODE-2 NODE-3 ROUTER-1 NODE-3 0
_Packet TCP_ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
""[5“'“””] _Packet |TCP_ACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
:2 Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 20000
-2 Appl CBR NODE-2 NODE-3 ROUTER-1 NODE-3 20000
-3 _Packet TCP_ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
_Packet TCP_ACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
Appl CBR NODE-2 NODE-3 NODE-2 ROUTER-1 40000
Appl CBR NODE-2 NODE-3 ROUTER-1 NODE-3 40000
- |Packet TCP ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
 Packet TCP_ACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
[ ok | [ canel Appl_CBR NODE-2 NODE-3 NODE-2 ROUTER-1 60000
5 Appl CBR NODE-2 NODE-3 ROUTER-1 NODE-3 60000
0 N/A Control_Packet TCP_ACK NODE-3 NODE-2 NODE-3 ROUTER-1 N/A
0|N/A Control_Packet TCP_ACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A

Figure 8-34: Select Packet ID arrow mark in the header in packet trace

Scenario is as shown below Figure 8-35 and traffic flow is from Wired Node 2 to Wired Node 3.
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Figure 8-35: Traffic flow is from Wired Node 2 to Wired Node 3
Flow of packet 1 can be observed from the packet trace as shown below Figure 8-36.

PACKET_ID|~ |SEGMENT _ID| ~ | PACKET_TYPE| ~ | CONTROL_PA{ * |SOURCE_ID| ~ | DESTINATION_ID| ~| TRANSMITTER_ID | ~ |RECEIVER_ID| ~ | APP_LAYEF ~
0 N/A Control_Packet TCP_SYN NODE-2 NODE-3 NODE-2 ROUTER-1 N/A

0 N/A Control_Packet TCP_SYN NODE-2 NODE-3 ROUTER-1 NODE-3 N/A
0 N/A Control_Packet TCP_SYNACK NODE-3 NODE-2 NODE-3 ROUTER-1 NfA
0 N/A Control_Packet TCP_SYNACK NODE-3 NODE-2 ROUTER-1 NODE-2 N/A
0 N/A Control_Packet TCP_ NODE-2 NODE-3 NODE-2 ROUTER-1 N/A
0 N/A Control_Packet TCP_ACK NODE-2 NODE-3 ROUTER-1 NODE-3 N/A
1 0 CBR Appl CBR NODE-2 NODE-3 NODE-2 ROUTER-1 0

Figure 8-36: Flow of packet observed in the packet trace
Note: In the trace file device IDs are shown not device names. Wired Node 1’s ID is 2 so it is Shown as
NODE-2, Wired Node 2’s ID is 3 so it is shown as NODE -3, Router-1’ID is 1 so it is shown as ROUTER-
1. Device IDs are shown on the top of the device icon in the above scenario.

In a scenario source and destinations are fixed but transmitter and receiver are changed. For
example, in the above scenario NODE-2 is the source and NODE-3 is the destination, but when
NODE- 2 sending the packet to the ROUTER-1 then NODE-2 is the transmitter and ROUTER-1
is the receiver. When ROUTER-1 sending the packet to the NODE-3, ROUTER-1 is the
transmitter and NODE-3 is the receiver.

8.4.4 Analysing Packet Trace using Pivot Tables

NetSim Packet trace is saved as a spread sheet. Packet Trace can be converted to an Excel table
to make the management and analysis of data easier. A table typically contains related data in a
series of worksheet rows and columns that have been formatted as a table. By using the table
features, you can then manage the data in the table rows and columns independently from the

data in other rows and columns on the worksheet.

PivotTables are a great way to summarize, analyze, explore, and present your data, and you can

create them with just a few clicks. PivotTables are highly flexible and can be quickly adjusted
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depending on how you need to display your results. You can also create Pivot Charts based on
PivotTables that will automatically update when your PivotTables do.

If you enable packet trace, Open Packet Trace link present in the Simulation Results Window can
be used to load the packet Trace file in MS-Excel. Formats the spread sheet as a table for

convenient analysis.

HOME  INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVEW  VIEW  ADD-INS  TEAM  DESIGN Vishal Bhat - B
o Calibri s == - P Wisp Text General | 3 4 | Normal Bad T Bx [ 2 Auosum v A

. . o B e B2 A
= Format Painter TU-E- &A= = | ElmegeaCenter - | § - % + [ Formattng+ Tobte == - - - Ll Fifer- Select-

Clipboard i} Font i} Alignment l Number i) Styles Cells Editing ~

D22 - S | TCR_ACK v

A 8 c D E F G H 1 ) K[

1 [PACKET_ID[~| SEGMENT_ID[~ | PACKET_TYPE[- | CONTROL_PACKET_TYPE/APP_NAME - | SOURCE_ID [~ | DESTINATION_ID[~ | TRANSMITTER_ID[ - | RECEIVER_ID[ | APP_LAYER_ARRIVAL_TIME(US) - | TRX_LAYER_ARRIVAL_TIME(US) (| NW_LAYER_ARRIVA

2 0N/A Control_Packet TCP_SYN NODE-1 NODE-2 NODE-1 ROUTER-2 N/A 20000
3 0/N/A Control_Packet | TCP_SYN NODE-1 NODE-2 ROUTER-3 NODE-2 N/A 20000
4 0 N/A Control_Packet TCP_SYNACK NODE-2 NODE-1 NODE-2 ROUTER-2 N/A 20021.2
s 0/N/A Control_Packet | TCP_SYNACK NODE-2 NODE-1 ROUTER-3 NODE-1 N/A 20021.2
6 0 N/A Control_Packet TCP_ACK NODE-1 NODE-2 NODE-1 ROUTER-3 N/A 20042.4
T 0 N/A Control_Packet TCP_ACK NODE-1 NODE-2 ROUTER-3 NODE-2 N/A 20042.4
8 1 0 CBR Appl _CBR NODE-1 NODE-2 NODE-1 ROUTER-3 20000 o
9 1 0/cer Appl_CBR NODE-1 NODE-2 ROUTER-2 NODE-2 20000 0
10 0N/A Control_Packet TCP_ACK NODE-2 NODE-1 NODE-2 ROUTER-2 N/A 203028
1 CILZ Control_Packet |TCP_ACK NODE-2 NODE-1 ROUTER-2 NODE-1 N/A 20202.8
2 2 0ceRr Appl_CBR NODE-1 NODE-2 NODE-1 ROUTER-2 40000 o
13 2 0/cer Appl_CBR NODE-1 NODE-2 ROUTER-3 NODE-2 40000 0
14 0N/A Control_Packet TCP_ACK NODE-2 NODE-1 NODE-2 ROUTER-2 N/A 20254.16
15 0/N/A Control_Packet |TCP_ACK NODE-2 NODE-1 ROUTER-3 NODE-1 N/A 40254.16
16 3 0cer App1_CBR NODE-1 NODE-2 NODE-1 ROUTER-3 60000 o
17 3 0/cer Appl_CBR NODE-1 NODE-2 ROUTER-3 NODE-2 60000 0
18 0N/A Control_Packet TCP_ACK NODE-2 NODE-1 NODE-2 ROUTER-3 N/A 60254.16
19 0/N/A Control_Packet |TCP_ACK NODE-2 NODE-1 ROUTER-3 NODE-1 N/A 60254.16
20 a 0cer Appl CBR NODE-1 NODE-2 NODE-1 ROUTER-2 80000 o
21 4 0/cer Appl CBR NODE-1 NODE-2 ROUTER-3 NODE-2 80000 0
2 0 N/A Control_Packet [Tcp_ACK NODE-2 NODE-1 NODE-2 ROUTER-2 N/A 80254.16
23 0 N/A Control_Packet TCP_ACK NODE-2 NODE-1 ROUTER-3 NODE-1 N/A 80254.16
24 5 0 CBR Appl _CBR NODE-1 NODE-2 NODE-1 ROUTER-3 100000 o
25 5 0/cer Appl_CEBR NODE-1 NODE-2 ROUTER-3 NODE-2 100000 0
E 0N/A Control_Packet TCP_ACK NODE-2 NODE-1 NODE-2 ROUTER-2 N/A 100254.16
27 CILZ Control_Packet |TCP_ACK NODE-2 NODE-1 ROUTER-2 NODE-1 N/A 100254.16
28 6 0cer Appl_CEBR NODE-1 NODE2 NODE-1 ROUTER-2 120000 o
29 6 0/cer Appl_CBR NODE-1 NODE-2 ROUTER-3 NODE-2 120000 0

30 0N/A Control_Packet TEP_ACK NODE-2 NODE-1 NODE-2 ROUTER-3 N/A 120254.16 -

Packet Trace | Pivot Table(TX-RX) Pivet Table(Custom) ® ] v
READY i M o-———+ 100%

Figure 8-37: Sheet 1 is the packet trace
Sheet 2 of the packet trace file has a pivot table — Pivot Table (TX-RX) automatically populated
to analyze the packets that were transmitted and received in the network that was simulated.
Further users can modify the table by adding or deleting the column headers.

m HOME  BGERT  PAGELAYOUT  FORMULAS  DATA  REVEW  VIEW  ADDJNS  TEAM  ANAIYZE  DESIGN Vishal Bhat = _@h
C o . = . O~ Autabumn -
. [Caltn} bt LI L B 2 EwepTes General F S | Normal Bad n B [ b3 i
' rmrapi | & U O A S5 @ Bt - % %8 St o B gehginiigt -
Humbe Stres -
A1 - K | Count [
A B < o E F G H K ] M=
1 pEsTINATION 1D B b
. 10 CONTROL_PACKET_TYPE/APP_NAME PACKET_STATUS §d NODE-1 NODE-2 Grand Total o -
= NODE-1 “ App1_CBR Emrored 2 3
Suceessful 73 6
App1_CBR Total 765 765/
STCP_ACK Successful 2 E: ¥ PE
TCP_ACK Total 2 E + COMTROL PACKET_ TYPE/APP NA_
STCP_SYM Successful 2 2 + SOURCE_ID
TCP_SYN Total 2 E: | DESTINATION 1D
0 NODE-1 Total T 60 TRAN: ;
1 - NODE-2 STCP_ACK Errored 1 1
12 Successful 758 7399
13 TCP_ACK Total 760 760
i =STCP_SYMACK Successful 2 E
15 TCP_SYNACK Total 2 -
762 e 153 Duag furkds between sreas b
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Figure 8-38: Sheet 2 of the packet trace file has a pivot table
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Sheet 3 of the packet trace has a blank pivot table — Pivot Table (Custom) which can be used

to create additional pivot tables from scratch.

A B ¢ D 3 F G H J K L M N o P a R s =
[ PivotTable Fields v
i Choose fields to add to report: -
4 PACKET_D o]
3 SEGMENT_ID
5 PACKET_TYPE
7 CONTROL_PACKET_TYPE/APP_NA...
8 SQURCE_ID
9 DESTINATION_ID
10 TRANSMITTER_ID
1 RECEVER_ID
12 APP_LAYER ARRIVAL_TIME(US)
13 TRX_LAYER_ARRIVAL_TIME(US)

NW_LAVER_ARRIVAL TIME(US)
MAC_LAYER_ARRIVAL_TIME(US)

15 ~
DHY | AVER ARRIVAI TIMAEAIS)

=
o

rag fields between areas below:

19 FILTERS COLUMNS

ROWS. T VALUES

Packet Trace Pivot Table(TX-RX) Pivot Table(Custom) [©) < S Defer Layout Update

READY i M -————+ o=

Figure 8-39: Sheet 3 of the packet trace file has a blank pivot table
Steps to analyse the packet trace using pivot tables
Step 1: Click on Packet Trace in the result dashboard, you can find 3 sheets will be created i.e.
Packet Trace, Pivot Table (TX-RX), Pivot Table (Custom)

“ HOME MNSERT PAGE LAYOUT FORMULAS DATA REVEEW VIEW ADD-INS TEAM DESIGN Vishal Bhat ~ !_~
P sl 9 =t
. Calibri o A w B & BWepTm General - h # | normal Bad G
3 Copy - - v = @
Paste E T e o .a 3 wb 5t Condtional Formstas Good Neutra nsert Debete Foemat
2 A Forat P | & 178 4 % B3| peematting Takla- = | R : 2 Ciear
Numbe . Stytes ce Eaiting -
022 - f || TeP_AcK
B c o E F G H | ] K [
- [EONTROL_PACKET _TYPE/APE_NAME = | SOURCE 16~ | DESTINATION 16~ TRANSMITTER 1D~ | RECEIVER 10]=| APP_LAYER_ARRIVAL TIME[LS] [~ | TRX LAVER ARRIVAL TIME(US] = [NW _LAYER ARRIVA
TCP SYN MODE-1 NOL NODE-1 RO %-3 NSA 20000

; 000
e NFA
'(. . - 60000
: [ er &
BO00O -
;Z M
= = 100000
" o n/A c
120000
A | 202

Packet Trace Piv

Figure 8-40: Packet Trace, Pivot Table (TX-RX), Pivot Table (Custom) in packet trace

Step 2: Click on Pivot Table (Custom) to create your own pivot table.
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Figure 8-41: Select Blank Pivot Table (Custom) to create your own pivot table

Once you open the sheet PivotTable (Custom), you will need to decide which fields to add. Each

field is simply a column header from the source data. In the PivotTable Field List, check

the box for each field you want to add.
8.4.5 Packet Transmitted / Received Analysis

= |f you want to analyze packets sent from all sources to all destinations, then check
SOURCE_ID, DESTINATION_ID and CONTROL_PACKET_TYPE/APP_NAME as shown
below Figure 8-42.

PivotTable Fields X

Choose fields to add to report: 57

PACKET_ID -
SEGMENT_ID
PACKET_TYPE
+| CONTROL_PACKET_TYPE/APP_NAME
+| SOURCE_ID
+| DESTINATION_ID
TRANSMITTER_ID
RECEIVER_ID
APP_LAYER_ARRIVAL_TIME

Figure 8-42: Select the check box of SOURCE_ID, DESTINATION_ID and
CONTROL_PACKET_TYPE/APP_NAME in PivotTable Fields

= The selected fields will be added to one of the four areas below the Field List. Click
SOURCE_ID, hold it and drag to the ROW field. Similarly, DESTINATION_ID to COLUMNS
and CONTROL_PACKET_TYPE/APP_NAME to VALUES.
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ACKET TWPE
CONTROL_PACKET TYPE/AFPP MAL.
= SOURCE DD

DESTIMATION D —

Figure 8-43: Selected fields add to one of the four areas below the Field List
= The PivotTable will calculate and summarize the selected fields. In this example, the

PivotTable shows the packets sent from all sources to all destinations.

Count of CONTROL_PACKET TYPE/APP_NAME DESTINATION_ID |~

SOURCE_ID ¥ INODE-1 NODE-2 Grand Total
NODE-1 356 356
NODE-2 349 349
Grand Total 349 356 705

Figure 8-44: PivotTable Created with selected fields
= The above example shows all the packets which including data packets and control packets.
= If you wish to know how many Data and how many were control packets then, check the
PACKET_TYPE and drag it to the ROWS field as shown below Figure 8-45.
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Figure 8-45: Select the PACKET_TYPE Check Box and drag it to the ROWS fields

= This will look like

Count of CONTROL_PACKET_TYPE/APP_MNAME

SCOURCE_ID * |PACKET_TYPE| * |NODE-1

='NODE-1

NODE-1 Total
=INODE-2
MNODE-2 Total
Grand Total

DESTINATION_ID |~

CBR
Control_Packet

Control_Packet

NODE-2

349
349
345

Figure 8-46: PivotTable Created with Packet Type

352
4
356

356

Grand Total

352

4
356
349
349
705

= Further, if you wish to know how many packets got errored and how many were successful,
check the PACKET_STATUS field and drag it to the ROWS field.

Count of CONTROL_PACKET_TYPE/APP_NAME

DESTINATION_ID |~

SOURCE_ID * |PACKET_TYPE| ~ |PACKET_STATUS | ¥ | NODE-1
= NODE-1 =ICBR Errored
successful
CER Total
=l Control_Packe|Successful
Control_Packet Total
MODE-1 Total
= NODE-2 =/ Control_Packe|Errored 1
successful 348
Control_Packet Total 349
MODE-2 Total 343
Grand Total 349

Figure 8-47: PivotTable Created with Packet Status

8.4.6 Delay analysis

We explain this using a packet trace generated per the following network scenario.

Ver 13.1
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350
352

4

4
356

356

Grand Total
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350
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4

4

356
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Wired Mode 7

Figure 8-48: Network Topology with different application

Create a network scenario with 1 router and 6 wired nodes. Create 3 applications as per the

following Table 8-2.

Application Source Destination Transport Inter arrival time
Type Id [o] Protocol (us)

CBR 2 3 TCP 1460 20000

VOICE 4 5 UDP 1500 20000

CUSTOM 6 7 TCP 1200 20000

Note: Users need to select Codec as CUSTOM for voice application as shown in the below

screenshot Figure 8-49.

Table 8-2: Application Properties

m Configure Application O x
Application D v APPLICATION
- — ki | ~
Src_to_Dest | Show line - |
(e Encryption | NONE - |
Application2 Random_Startup | FALSE - |
Application3 Session_Protocol | NONE he |
Transport_Protocol | upp - |
QoS | RTPS A |
Priority Medium
Codec | Custom - |
G
PACKET SIZE
o G729
Distribution
G723
Value(Bytes) GSM-FR
INTER ARRIVAL TIME GSM-EFR
Distribution
Value(micro sec) | 20000 |
SERVICE
Tvne | rRR - | o
OK Reset

Ver 13.1

Figure 8-49: Application properties Window
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Enable Packet Trace and simulate the scenario for 10 seconds. Open packet trace and perform

the following steps:

= |nsert a column after PHY_LAYER_END_TIME, then select the whole column and calculate
delay for each and every packet by using the formula.
=PHY_LAYER_END_TIME — APPLICATION_LAYER_ARRIVAL_TIME
File Home Insert Page Layout Formulas Data Review View Help Table Design
& Cut
(& Copy ~ 9
Clipboard 1] Font Alignment Number Styles
SUM v x v & | =022
H I J K M N 0 p
1 |RECEIVER_ID|~ |APP LAYER ARR - | TRX LAYER_AR ~ |NW LAYER £~ MAC LAYER |~ |PHY LAYER A ~|PHY LAYER = ! PHY LAYER EN~ t))-l)|
2 |ROUTER-1 in/a i 0 0 0 0.96 6.56] 11.56]
3 |ROUTER-1 N/A 0 0 0 0.96 6.56 11.56
4 |NODE-3 N/A 0 11.56 11.56 11.56 17.16 22.16
5 |NODE-7 NSA 0 11.56 11.56 11.56 17.16 22,16

Figure 8-50: Calculate delay in packet trace using PHY_LAYER_END_TIME —
APPLICATION_LAYER_ARRIVAL_TIME then Press CTRL + ENTER

= Then Press CTRL + ENTER. This will calculate delay for the whole column shown below.

Pl = f< Columnl
H | J K L M N (e} p Q

1 |RECEIVER ID|~|APP LAYER ARR|~|TRX LAYER AR~ |NW LAYER £~|MAC LAYER | ~|PHY LAYER Al~|PHY LAYER ~|PHY LAYER EN ~[Column1 ~ |APP_LAYER ~
2 |ROUTER-1 N/A 0 0 o 0.96 6.56 11.56 #VALUE! N/A

3 |ROUTER-1 N/A 0 0 0 0.96 6.56 11.56 - #VALUE! N/A

4 |NODE-3 N/A 0 11.56 11.56 11.56 17.16 22.16' H#VALUE! N/A

5 |NODE-7 N/A 0 11.56 11.56 11.56 17.16 22.16 - #VALUE! N/A

6 |ROUTER-1 N/A 22.16 22.16 22.16 22.16 27.76 32.76' H#VALUE! N/A

7 |ROUTER-1 N/A 22.16 22.16 22.16 22.16 27.76 32.76| HVALUE! N/A

& |NODE-2 N/A 22.16 32.76 32.76 32.76 38.36 43.36' #VALUE! N/A

9 |[NODE-& N/A 22.16 32.76 32.76 32.76 38.36 43.36 i #VALUE! N/A

10 |ROUTER-1 N/A 43.36 43.36 43.36 43.36 43.64 53.64(" H#VALUE! N/A

11 |ROUTER-1 N/A 43.36 43.36 43.36 43.36 43.64 53.64' #VALUE! N/A

12 INODE-3 N/A 43.36 53.64 53.64 53.64 58.92 63.92' H#VALUE! N/A

13 |[NODE-7 N/A 43.36 53.64 53.64 53.64 58.92 63.92| #VALUE! N/A

14 |[ROUTER-1 0 0 0 0 0.96 123.68 128.68| 128.68) 1480
15 |ROUTER-1 0 0 0 0 124.64 130.56 135.56 135.56/ 20
16 |[ROUTER-1 0 0 43.36 43.36 49.6 150.88 155.88 155.88) 1200
17 |[ROUTER-1 0 0 43.36 43.36 49.6 171.68 176.68 176.68| 1460
18 |NODE-5 0 0 128.68 128.68 128.68 251.4 256.4] 256.4 1480
19 |[NODE-7 0 0 155.88 155.88 155.88 257.16 262.16 262.16] 1200

Ver 13.1

Figure 8-51: Calculate delay for the whole column

= Name the column as DELAY.

= Go to Insert->PivotTable and click on OK to create a blank Pivot Table with the newly added

column listed under the PivotTable Fields.
= Drag and drop DESTINATION_ID, RECEIVER ID, PACKET_STATUS
CONTROL_PACKET_TYPE/APP_NAME to FILTERS field shown below Figure 8-51.
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PivotTable Fields M
Choose fields to add to report: @
Search /O
[] PHY_LAYER_PAYLOAD(Bytes) -

[ PHY_LAYER_OVERHEAD(Bytes)

PACKET_STATUS

[] LOCAL_ADDRESS

[] REMOTE_ADDRESS

[] cwND

[] SEQ_NO

] ACK_NO

[ isSyn

7 istck b

Drag fields between areas below:

Filters Columns
DESTINATION_ID
RECEIVER_ID v
PACKET_STATUS  ~
CONTROL PACKE... = [T

4
3

Rows % Values

Figure 8-52: Added Selected fields to Filter

= Filter RECEIVER_ID to Node-3 by clicking on the drop down and select OK.

Figure 8-53: Filter R

A2 ¥ fe DESTINATION_ID
A B

1 |RECEIVER_ID NODE-3 T

2 |DESTINATION Search =]

3 |CONTROL_ P/

4 |PACKET_STA |- NODE-2

5 i~ NODE-3

6 i~ NODE-4

- i NODE-5

o NODE-&

8 NODE

(blank)

=1

] Select Multiple items

[ 0K Cancel

(TR TRy x

o

ECEIVER _ID to Node-3 by clicking on the drop down

= Similarly filter CONTROL_PACKET_TYPE/APP_NAME to APP1_CBR, DESTINATION_ID
to NODE-3 and PACKET_STATUS to Successful

RECEIVER_ID NODE-3 -
DESTINATION_ID NODE-3 el
CONTROL_PACKET TYPE/APP_NAME APP1 CBR |-T
PACKET STATUS Successful  |-T

Figure 8-54: Similarly filter other fields as per screenshot

= Drag and drop PACKET_ID to ROWS and the Delay value that we calculated earlier to

VALUES area.

Ver 13.1
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PivotTable Fields Voo
Choose fields to add to report: &~
Search Jo
L 1P LRI YA VI )
] MAC_LAYER_ARRIVAL_TIME(US)

[C] PHY_LAYER_ARRIVAL_TIME(US)

] PHY_LAYER_START_TIME(US)

[] PHY_LAYER_END_TIME{US)

Delay I
APP_LAYER_PAYLOAD(Bytes)
TRX_LAYER_PAYLOAD(Bytes)
NW_LAYER_PAYLOAD(Bytes)
MAC_LAYER_PAYLOAD(Bytes)

PHY | AVFR PAYI NANTRutsac) =

J10000®ICC

Drag fields between areas below:

Y Filters

' Columns
DESTINATION ID = |
RECEIVER_ID -
PACKET.STATUS =
CONTROL_PACKE... = |~
= Rows E Values
| PACKET ID ~ | || Count of Delay ~ |

Figure 8-55: Drag and drop DELAY value that we have calculated earlier to
ROWS and VALUES field

= Click on Count of DELAY drop down and select Value Field settings, then Select SUM and
click on OK.

Value Field Settings 7

Source Name:  Column1

Custom Name:  Sum of DELAY

Summarize Values By  Show Values As

Summarize value field by

Choose the type of alculation that you want to use to summarize
data from the selected field

ET I

Count

Average

Max

Min

Product v

HNumber Format Cancel |
Figure 8-56: Select Count of DELAY drop down and select Value Field settings as SUM

= Again, Drag and drop DELAY to VALUES field.

Drag fields between areas below:

Y Filters Il Columns
RECEIVERIID ~

DESTINATIO... ~
CONTROL P... ¥
PACKET STA.. ¥ |+

~l | Z Values -

Rows Z Values

PACKET_ID v Sum of Delay =

Count of Dela >

Figure 8-57: Drag and drop DELAY to VALUES field

Select one cell and calculate the Application Delay, which is the average delay faced by a
packet by using the formula.

Application DELAY = Sumof DELAY of Successful Packets
pptication a Number of Packets
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ES07 - § = =GETPIVOTDATA("Sum of Delay”,$AS$6)/GETPIVOTDATA("Count of Delay2",5A56) |
A B = D E F G
1 |DESTINATION_ID NODE-32 -T
2 |RECEIVER_ID NODE-3 T
3 |PACKET_STATUS Successful -
4 |CONTROL_PACKET_TYPE/APP_NAME Appl_CBR T
5
& |Row Labels - Sum of Delay Count of Delay2
7 |1 303.76 1
8 |2 254.16 1
9 (3 254.16 1
10 |a 254.16 1
315|309 254.16 1
316|310 254.16 1
341|335 254.16 1
342|336 254.16 1
343|337 254.16 1
344338 254.16 1
383|377 254.16 1
500|494 254.16 1
501|495 254.16 1
502|496 254.16 1
503|497 254.16 1
504|498 254.16 1
505|499 254.16 1
506500 416
507| Grand Total
508

Figure 8-58: Calculated the Application Delay in Pivot table
= Compare the obtained value with the DELAY in Application Metrics

m Simulation Results
“  Metwork Performance Application_Metrics_Table

Link_Metrics

R Application_Metrics Detailed
Queue_Metrics

Delay{microsec)

Application Id Application Name Packet generated Packet received Throughput (Mbps)

TCP_Metrics oy o =

App1_CBR 500 500 0.584000
o 1000 998 0.598800 258.881924
IPForwarding Tahie 500 500 0.480000 212659200

UDP Metrics
Application_Metrics

Figure 8-59: Compare the obtained DELAY with Application Metrics DELAY
= To calculate DELAY for VOICE application, filter DESTINATION_ID to Node-5,
RECEIVER_ID to Node-5, CONTROL_PACKET_TYPE/APP_NAME to APP2_VOICE and
PACKET_STATUS to Successful
= Similarly calculate and compare DELAY for other applications by following the above

procedure.
8.4.7 Throughput analysis

To explain how users can perform Throughput Analysis, we have used same network design

example as was used for Delay analysis above.

After loading the packet trace switch to sheet Pivot Table (Custom), drag and drop
SOURCE_ID, RECEIVER_ID, CONTROL_PACKET _TYPE / APP_NAME and
PACKET_STATUS to FILTERS field.

= Similarly drag and drop APP_LAYER_PAYLOAD to ROWS field and VALUES field.
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= Filter SOURCE_ID to NODE-2, CONTROL_PACKET_TYPE APP_NAME to APP1_CBR,
PACKET_STATUS to Successful and RECEIVER _ID to NODE-3

= Click on Count of APP_LAYER_PAYLOAD drop down and select Value Field settings, then
Select Sum and click on OK.

= The pivot table would look like.

Al - f || SOURCE_ID

A B T
1 |SOURCE_ID INODE—Z -
2 |RECEIVER_ID MNODE-3 -1
3 |CONTROL_PACKET TYPE/APP_MAME Appl CBR X
4 |PACKET_STATUS Successful T
5
6 Row Labels ~ | Sum of APP_LAYER_PAYLOAD(Bytes)
7 (1460 730000
& Grand Total 730000
g

Figure 8-60: Pivot Table
= Select 1 cell and calculate the throughput by using the formula.

Sum of Successfully Received App Layer Payload (Bytes) * 8
Application throughput (Mbps) = f fully pp -4y 4 (Bytes)

Simulation Time (us)

D8 - j 2 | =GETPIVOTDATA("APP_LAYER_PAYLOAD(Bytes)",$A$6)*8/10000000
A B C D E
1 |SOURCE_ID NODE-2 -
2 |RECEIVER_ID NODE-3 T
3 |CONTROL_PACKET TYPE/APP_NAME Appl CBR T
4 |PACKET_STATUS Successful -T
5
6 Row Labels ~ Sum of APP_LAYER_PAYLOAD(Bytes)
7 1460 730000
& |Grand Total
9

Figure 8-61: Calculate the throughput by using the formula in Pivot Table
EmptyCell=GETPIVOTDATA("APP_LAYER PAYLOAD(Bytes)",$A%$6,"APP_LAYER PAYLOA
D(Bytes)",1460)*8/10000000

= Now compare the throughput calculated using pivot table with the Application Metrics

throughput.
@ Simulation Results
Metwork Performance Application_Metrics_Table
Link_Metri M
oGS Application_Metrics [] Detailed

Queue_Metrics

Application Id  Application Name Packet generated Packet received ughput (Mbps) Delay{microsec)

TCP_Metrics s00 S00 4000 13357422082
IP_Metrics 1000 gos 258.881924
IP_Forwarding_Table App3_CUSTOM 500 500 0.480000 212.659200

UDP Metrics

Application_Metrics

Figure 8-62: Compared the calculated throughput using pivot table with the Application
Metrics throughput
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= To calculate THROUGHPUT for VOICE application, filter SOURCE ID to Node-4,
RECEIVER_ID to Node-5, CONTROL_PACKET_TYPE/APP_NAME to APP2_VOICE and
PACKET_STATUS to Successful

= Similarly calculate and compare THROUGHPUT for other applications by following the
above procedure.

8.4.8 Plotting with Pivot Charts

In a pivot table, you can create a new field that performs a calculation on the sum of other pivot
fields.

= Open Packet Trace, switch to sheet Pivot Table (Custom)

= Drag and drop SOURCE_ID, RECEIVER_ID and PACKET_STATUS to FILTERS field,
then CONTROL_PACKET_TYPE/APP_NAME, APP_LAYER_PAYLOAD to ROWS field
Figure 8-63.

Drag fields between areas below:

Filters Columns
SOURCE_ID M
RECEIVER_ID
PACKET_STATUS

4

4

Rows Values

CONTROL_PACKET_T...
APP_LAYER_PAYLOA..

4

4

Figure 8-63: Drag and drop Sleeted Fields to one of the four areas
below the Field List

= Filter SOURCE_ID to Node 2, Node 4 and Node 6, then RECEIVER _ID to Node 3, Node
5 and Node 7 and PACKET_STATUS to successful

SOURCE_ID (all) Ei

RECEIVER_ID Search Jo
PACKET STATUS (Al

[ NODE-2

[JNODE-3
CONTROL_PACKET_TYPE/APP_NAN [ NODE-4
[ NODE-6
[INODE-7

Select Multiple ltems

Cancel
Figure 8-64: Filter Source ID and Destination 1D
= Filter CONTROL_PACKET_TYPE/APP_NAME to APP1_CBR, APP2_VOICE and
APP3_CUSTOM
= Select a cell in the pivot table, and on the Excel Ribbon, under the PivotTable Tools tab,
click the Options tab (PivotTable Analyze tab in Excel 2013).
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= In the Calculations group, click Fields, ltems, & Sets, and then click Calculated Field.

File  Home  Insert  Pagelsyout  Formulas  Data  Review  View  Add-ins  Help |PivotTable Analyze | Design

PivotTable Name: | Active Field: ~> Group Selection D [B, [ Clear ~ [[7 Fields, Items, & Sets ~ =] F
NetSim Pivottab | APP_LAVER PAVL @B Ungroup = it R select~ | Calculated Field. |
Refresh Change Data | &
[Eoptions ~ | [ Field Settings c - Source~ [ Move PivotTable Calculated ltem...
PivotTable Active Field Group Filter Data Actions
Solve Order...
B6 fe || APP_LAYER_PAYLOAD(Bytes) 5 List Formuas
A 8 c D 3 F

Figure 8-65: In Calculations group Select Calculated Field
= Type a name for the calculated field, Application Throughput.
= Then click on ADD to save the calculated field.

Insert Calculated Field ? x
Mame: | Application Throughput] v Add
Formula: | =0 Delete
Fields:
isSyn "~
isAck
isFin
SEGMEMNT_LEM
SOURCE_IP
DESTINATION_IP
GATEWAY_IP
NEXT_HOP_IP v

Insert Field

oK Close

Figure 8-66: Insert calculated field name and select Add
= Click on Formula text box and then select APP_LAYER_PAYLOAD in the Fields list and
click on Insert Field.

= Calculate the throughput by using the following formula shown below and click on OK.

Sum of Successfully Received App Layer Payload (Bytes) * 8

Application throughput (Mbps) = Stmulation Time (13 )

Formula='APP_LAYER_PAYLOAD(Bytes)™8/10000000

Insert Calculated Field ? x
MName: Application Throughput] v Add
Formula: [= ‘APP_LAYER PAYLOAD(Eytes]~3/10000000 1 betete
Fields:

TRX_LAYER_ARRIVAL_TIME[US) ~

NW_LAYER_ARRIVAL TIME([US)
MAC_LAYER_ARRIVAL TIME[US)
PHY_LAYER_ARRIVAL TIME[US]
PHY_LAYER_START_TIME[US)
PHY LAYER EMD TIME[US

TRX_LAYER_PAYLOAD (Bytes) v

Insert Field

oK Close

Figure 8-67: Calculate the throughput by using the following formula
= Then Drag and drop the newly added Application throughput to values field
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Drag fields between areas below:

T Filters
SOURCE_ID
RECEIVER_ID
PACKET_STATUS

= Rows
CONTROL_PACKET_TYPE/AP...
APP_LAYER_PAYLOAD(Bytes)

-

4

Il Columns

Z Values
Sum of Application Throughput ~

Figure 8-68: Add Application throughput to values field

= Select a cell in the pivot table, and on the Excel Ribbon, under the PivotTable Tools tab,
click the Options tab (PivotTable Analyze tab in Excel 2013).

= Inthe Tools group, click Pivot chart and select OK.

PivotTable Analyze Design

L @Clearv ’ﬁ;‘Fields, Items, & Sets ~ ﬁl:l ﬁl:l

[ ﬁSelectv & ) ED] ?

ge Data — ) PivotChart |Recommended

Irce @MUVE PivotTable Dg PivotTables
Actions Calculations Tools

Figure 8-69: In the Tools group Select Pivot chart

= This will display a pivot chart shown below.

SOURCE_ID »Y RECEIVER_ID »Y PACKET STATUS +Y

Sum of Application Throughput

Total

0.7
06
03
04
03 W Total
02
01

0

Appl_CER App2_VOICE App3_CUSTOM
CONTROL_PACKET_TYPE/APP_MAME Y APP_LAYER _PAYLOAD(Bytes) T =

Figure 8-70: Pivot Chart

(Note: The procedure may vary with different versions of excel, the given procedure is according to the

Excel 2017.)

8.4.9 Packet Trace Fields

GENERAL FIELDS DESCRIPTION

Specifies the ID of the Data Packets.
For control packets this value is set to 0
PACKET_ID For every application packet IDs are assigned in serial order. The
Packet ID is not a unique number. It is the tuple {Application ID,
Packet_|D} that is unique.
Specifies the ID of the segment of the Data Packet. Segmentation is
done in transport layer. If the packet size (generated in the APP layer)
SEGMENT_ID is greater than the maximum segment size in TRANSPORT layer,
packet will get segmented.
For control packets it is N/A
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PACKET_TYPE

CONTROL_PACKET_TYPE

SOURCE_ID

DESTINATION_ID

TRANSMITTER_ID

RECEIVER_ID

APP_LAYER_ARRIVAL_TIM
E (us)

TRX_LAYER_ARRIVAL_TIM
E (us)
NW_LAYER_ARRIVAL_TIM
E (us)

MAC_LAYER_ARRIVAL_TI
ME (us)

PHY_LAYER_ARRIVAL_TIM
E (us)
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Specifies the type of application that generates the packet.

It can be Control Packet, Custom, CBR, Peer_to_peer, E-Mail,
DataBase, FTP, Video, Voice, HTTP.

Specifies the type of Control Packet transmitted.

Following are the Protocol specific control packets

WLAN: WLAN_ACK, WLAN_BIockACK

OSPF: OSPF_HELLO, OSPF_D-D, OSPF_LSR, OSPF_LSU,
OSPF_LSA

RIP: RIP_Message

GSM: GSM_Channel_Request, GSM_Channel_Granted,
GSM_Call_Request, GSM_Channel_Request_For_Incoming,
GSM_Call_Accepted

CDMA: CDMA_Channel_Request, CDMA_Channel_Granted,
CDMA_Call_Request, CDMA_Channel_Request_For_Incoming,
CDMA_Call_Accepted

DSR, AODV, ZRP, OLSR: RREQ, RREP, NDP_HELLO_MESSAGE,
OLSR_TC_MESSAGE

Zigbee: Zigpee BEACON_FRAME, Zigbee  ACK

Cognitive Radio: SCH, FCH, DS-MAP, US-MAP, UCD, DCD,
BW_REQUEST, UCS_NOTIFICATION

LTE: LTE_Measurement_Report, LTE_ RRC_CONNECTION_SETUP,
LTE_RLC_SDU, LTE_RRC_CONNECTION_REQUEST,
LTE_RRC_CONNECTION_SETUP_COMPLETE, LTE page, LTE Ack
etc.

Specifies the <Device-type>-<ID> of the source set in the application.
Note that if the device name is changed the new name will not reflect in
the trace.

Specifies the <Device-type>-<ID> of the destination set in the
application. Note that if the device name is changed the new name will
not reflect in the trace. If the application is a broadcast application the
destination field will show 0

Specifies the <Device-type>-<ID> of the current node which is
transmitting the packet. Note that if the device name is changed the
new name will not reflect in the trace. The difference between a Source
node and a Transmitter, is that when the Source remains constant
across the entire packet transmission whereas the transmitter ID
changes with each hop of the packet.

Specifies the <Device-type>-<ID> of the current node which is
receiving the packet. Note that if the device name is changed the new
name will not reflect in the trace. The difference between a Destination
node and a Receiver, is that when the Destination remains constant
across the entire packet transmission whereas the receiver ID changes
with each hop of the packet.

Specifies the time at which packet is at the Application_Layer of
Source_ID (or Transmitter_ID). This is usually the time at which the
packet is generated at Source |ID

Specifies the time at which packet reaches the Transport_layer from
the application layer. This will usually be the same as
Application_layer Arrival_Time unless there are TCP re-transmissions
Specifies the time at which packet reaches the Network_Layer of
Transmitter_ID if this is a Router (or) Time at which packet reaches the
Network_layer of previous Router / Source_ID (immediate previous
Layer 3 or higher device) if current device is Switch / Access Point.
Specifies the time at which packet reaches MAC_Layer of
Transmitter_ID

Specifies the time at which packet reaches PHY _layer of
Transmitter_ID
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PHY_LAYER_START_TIME

(us)

PHY_LAYER_END_TIME

(us)

APP_LAYER_PAYLOAD

(Bytes)

TRX_LAYER_PAYLOAD

(Bytes)

NW_LAYER_PAYLOAD

(Bytes)

MAC_LAYER_PAYLOAD

(Bytes)

PHY_LAYER_PAYLOAD

(Bytes)

PHY_LAYER_OVERHEAD

(Bytes)
PACKET_STATUS

LOCAL_ADDRESS

FOREIGN_ADDRESS

CWND (bytes)
SEQ_NO

ACK_NO

RTT (seconds)

RTO (seconds)
CONNECTION_STATE
isSyn

isAck

isFin
SEGMENT_LENGTH
SOURCE_IP
DESTINATION_IP
GATEWAY_IP
NEXT_HOP_IP

NOTE:
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Specifies the time at which packet starts betting transmitted in the link
between Transmitter_ID and Receiver_ID

Specifies the time at which packet reaches Phy_Layer of Receiver_ID

Specifies the size of the Payload at Application Layer
Specifies the size of the Payload at Transport Layer
Specifies the size of the Payload at Network Layer
Specifies the size of the Payload at Data Link Layer
Specifies the size of the Payload at Physical Layer

Specifies the size of the overhead in Physical layer

Specifies whether the Packet is Successful, Collided or Errored

Specifies the Port Number at Source Node. Port Numbers are chosen
randomly by NetSim.

Specifies the Port Number at Destination Node. Port Numbers are
chosen randomly by NetSim.

Specifies the current size of the TCP congestion window
If TCP is enabled, it specifies the TCP Sequence number of the packet

If TCP is enabled, it specifies the TCP Acknowledgement number of
the packet

Specifies the Round-Trip Time for the packet
Specifies the Retransmission Timeouts
Specifies the state of TCP connection

If TCP is enabled, it specifies whether the packetis TCP_SYN or not

If TCP is enabled, it specifies whether the packet is
TCP_ACK/TCP_SYN_ACK or not

If TCP is enabled, it specifies whether the packet is TCP_FIN or not
Specifies the segment length of the packet

Specifies the IP address of the source

Specifies the IP address of the destination

Specifies the IP address of the device which is transmitting a packet
Specifies the IP address of the next hop

Table 8-3: Packet Trace Fields and Description

= FEach line in the packet trace represents one hop of one packet.

= The packet trace is logged in ascending order of time as measured in Phy Layer End_Time.

Ver 13.1
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8.5 Event Trace (only in Standard/Pro Version)

8.5.1 NetSim Network Stack and Discrete Event Simulation working

NetSim’'s Network Stack forms the core of NetSim and its architectural aspects are
diagrammatically explained below. It exactly mirrors the TCP/IP stack and has the following five

layers.

= Application Layer — CBR, Voice, Video, HTTP, COAP etc.

= Transport Layer — TCP, UDP

= Network Layer — IP, OSPF, AODV, OLSR etc.

= MAC Layer —802.11, 802.15.4, LTE etc.

= Physical Layer — Wired (P2P, P2MP, MP2MP), Wireless (RF Propagation)

Network Stack accepts inputs from the end-user in the form of Configuration file and the data

flows as packets from one layer to another layer in the Network Stack.

All packets, when transferred between devices move up and down the stack, and all events in
NetSim fall under one of these ten categories of events, namely, Physical IN, Data Link IN,
Network IN, Transport IN, Application IN, Application Out, Transport OUT, Network OUT,
Data Link OUT and Physical OUT. The IN events occur when the packets are entering a device
while the OUT events occur while the packet is leaving a device. In addition to these events there

can be TIMER events associated with each protocol.

3 ——
Configuration
<xml /> GUI or via XML ppu"1 Network Stack

[«]T14 Application

)
config file
(e11§ Transport
Out [T
- FE“*‘_’W' <=b [P Data Link
End of Simulation ngine out [0
=

ul:ll:ll:l

[

{ Packet and Event
Trace

For each device

Figure 8-71: Flow of one packet from a Wired node to a Wireless node
Every device in NetSim has an instance of the Network Stack shown above. Switches & Access

points have a 2-layer stack, while routers have a 3-layer stack. End-nodes have a 5-layer stack.
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The protocol engines are called based on the layer at which the protocols operate. For example,
TCP is called during execution of Transport IN or Transport OUT events, while 802.11b WLAN is
called during execution of MAC IN, MAC OUT, PHY IN and PHY OUT events.

When these protocols are in operation, they in turn generate events for NetSim's discrete event
engine to process. These are known as SUB EVENTS. All SUB EVENTS, fall into one of the
above 10 types of EVENTS and TIMER events if applicable.

Each event gets added in the Simulation kernel by the protocol operating at the particular layer
of the Network Stack. The required sub events are passed into the Simulation kernel. These sub
events are then fetched by the Network Stack in order to execute the functionality of each
protocol. At the end of Simulation, Network Stack writes trace files and the Metrics files that assist

the user in analyzing the performance metrics and statistical analysis.
8.5.2 Event Trace

The event trace records every single event along with associated information such as time stamp,
event ID, event type etc. in a text file or .csv file which can be stored at a user defined location.

Apart from a host of information, the event trace has two special information fields for diagnostics.

= A log of the file name and line number from where the event was generated (Please refer
“Writing Custom Code in NetSim - Debugging your code - Via CLI") and

= Previous event which triggered the current event.
Note: Turning on Event Trace will slow down the simulation significantly
NetSim provides users with the option of turning on "Event Traces".
How to enable Event Trace via GUI?

If NetSim runs via GUI, event trace can be turned on by clicking the Event Trace icon in the tool

bar and selecting the required fields in the event trace.
How to enable Event Trace via CLI?

If NetSim runs via CLI, then the event trace can be turned on by enabling the event trace in the
STATISTICS _COLLECTION tag of the configuration file. Following is a screenshot of a

Configuration.netsim file with Event Trace disabled:
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)] MetSim - Microsoft Visual Studio X & | Quick Launch (Ctrl+Q) .
Fle Edit View Project Buid Debug Team XML Tools Test Anshze Window Help kanakmaaya +
fe-0 B2 W90 | Debug - Win2 - P Local Windows Debugger - | 57 _
% T Configurationet.netsim Mac_scheduler.c & HARQ.C & -
i. 115 -] <SIMULATION_PARAMETER SIMULATION_EXIT_TYPE="Time" SIMULATION_TIME="18"> f
:; 116 <SEED SEED1="12345678" SEED2="23456789"/> "
3 117 <ANIMATION STATUS="DISABLED"/>
118 </SIMULATION_PARAMETER>
119 -] <PROTOCOL_CONFIGURATION>
120 [ <PROTOCOL NAME="ARP">
121 <STATIC_ARP FILE="" STATUS="ENABLE"/>
122 </PROTOCOL>
123 </PROTOCOL_CONFIGURATION>
124 =] <STATISTICS_COLLECTION>
125 <PACKET_TRACE FILE_NAME="." FILE_PATH="." STATUS="DISABLE"/>
126 [ <EVENT_TRACE FILE_NAME="." FILE_PATH="." STATUS="DISABLE" >|
127 <FILTER/>
128 </EVENT_TRACE>
129 [ <PCAP>
13e <PCAP NAME="ALL_NETWORK_PACKETS" STATUS="LOG"/> A
131 <PCAP NAME="DISPATCHED_TO_EMULATOR" STATUS="LOG"/>
132 <PCAP NAME="REINJECTED_FROM_EMULATOR" STATUS="LOG"/>
133 <PCAP NAME="NOT_DISPATCHED_TO_EMULATOR™ STATUS="LOG"/>
134 < /PCAP> -
172% ~ 4 »
[ Ready Ln 126 Col 62 Ché INS # Add to Source Control =

Figure 8-72: Open Configuration.netsim in Visual Studio and Event Trace disabled
You can see that the STATUS is set to DISABLE, file name and file path are not set. To enable
Event trace these parameters can be modified by editing the Configuration file. Open
Configuration.netsim file and provide the file name, path and set status as Enable. Following is a

screenshot of a Configuration.netsim file with Event Trace enabled:

]| NetSim - Microsoft Visual Studio X | & | QuickLaunch (Cirl-Q) Pl - & x
File Edit View Project Build Debug Team XML Tools Test Analyze Window Help kanakmaaya ~
[ @ -2 @ f| D -0 | Debug - win2 - P Local Windows Debugger ~ | 57 _

Configuration.netsim™ Configurationet.netsim = X [T e HARQL.C & =
16 <ENVIRONMENT _LENGTH>50@</ENVIRONMENT _LENGTH> Ea
17 </GUI_INFORMATION> -
18 |(NETWOHK7[OHFIGURATIOF'D .. .</IJETWORKiiOIIFIGURATION)‘ ’

115/|=] <SIMULATION_PARAMETER SIMULATION_EXIT_TYPE="Time" SIMULATION_TIME="1@">

116 <SEED SEED1="12345678" SEED2="23456789"/>

117 <ANIMATION STATUS="OFFLINE"/>

118 </SIMULATION_PARAMETER>

119/ -] <PROTOCOL_CONFIGURATION>

120 = <PROTOCOL NAME="ARP">

121 <STATIC_ARP FILE="" STATUS="ENABLE"/>

122 </PROTOCOL>

123 </PROTOCOL_CONFIGURATION>

124 1=1 <STATISTICS_COLLECTION> 17

125 <PACKET_TRACE FILE_NAME="." FILE_PATH="." STATUS="DISABLE"/>

126 = <EVENT_TRACE FILE_NAME="Event Trace.csv" FILE_PATH="C:\Users\TETCOS~1\AppData\Local\Temp\NetSim/" STATUS:"ENABLE"#

127 <FILTER EXCLUDE_SUBEVENT=""/>

128 </EVENT_TRACE>

129 |[=! <PCAP>

130 <PCAP NAME="ALL_NETWORK_PACKETS" STATUS="L0G"/>

131 DISPATCHED_TO_EMULATOR™ STATUS="LOG"/>

132 REINJECTED_FROM_EMULATOR™ STATUS="L0G"/>

133 <PCAP NAME="NOT_DISPATCHED_TO_EMULATOR" STATUS="LOG"/>

134 </PCAP>

135 </STATISTICS_COLLECTION>

136 </TETCOS_NETSIM>

EE »
Ln 126 Col 119 Ch 119 INS # Add to Source Control «

Figure 8-73: Event Trace enabled in Configuration.netsim file

Event Trace Metrics:

Event_Id Specifies the ID of the Event

Specifies the type of event being performed, for e.g. - APPLICATION_IN,
Event_Type APPLICATION_OUT, MAC_OUT, MAC_IN, PHYSICAL_OUT, PHYSICAL_IN,
etc.
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Device_Type
Device_Id
Interface _|Id
Application_Id
Packet_Id
Segment_Id

Protocol Name
Subevent_Type

Packet_Size

Prev_Event_Id
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Specifies the time (in microseconds) at which the event is being executed
Specifies the type of device in which the current event is being executed
Specifies the ID of device in which the current event is being executed

Specifies the Interface_ld of device in which the present event is being executed.
Specifies the ID of the Application on which the specific event is executed

Specifies the ID of the packet on which the current event is being executed

Specifies the ID of the segment of packet on which the current event is being
executed

Specifies the Protocol which is presently executed

Specifies the protocol sub event which is being executed. If the sub event value
is 0, it indicates interlayer communication (Ex: MAC_OUT called by
NETWORK _OUT) or a TIMER_EVENT which has no sub event.

Specifies the size of packet during the current event

Specifies the ID of the event which generated the current event.
Table 8-4: Event Trace fields and Descriptions

8.5.3 Calculation of Delay and Application throughput from event trace

1. Consider the scenario as explained in the section 8.4.5 Delay analysis.

Wired_Node_ 2

Wired_Node_5

Wired_Node_4

Wired_Node_6 ‘Wired_Node 7

Figure 8-74: Network Scenario to calculate delay and throughput

2. Enable Event trace and simulate the scenario for 10 seconds,

3. Open event trace from the simulation results windows as shown in the below Figure 8-75.

Note: Event tracing is available only in NetSim standard and pro versions.
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Figure 8-75: Select Event Trace option in results window
4. Click on Pivot Table (Custom) in excel sheet as shown below.

Protocol_Mame | ™ | Subevent_Type | ™ | Packet_Size(Bytes)

~ | Device_Type| ™ | Device_ld ™ ~ | Prev_Event_ld| ™

Interface_ld ~

1 TIMER_EVENT 0 ROUTER 1 o o L] 0 IPV4 IP_INIT_TABLE o o
2| TIMER_EVENT 0/NODE 2 o 0 0 0 1PV4 IP_INIT_TABLE 0 0
3 TIMER_EVENT 0 NODE 3 o 0 0 0 1PVa IP_INIT_TABLE 0 o
4/ TIMER_EVENT 0/NODE 4 o 0 o 0/ 1PV4 IP_INIT_TABLE 0 o
5 TIMER_EVENT 0 NODE 5 o o L] 0 IPV4 IP_INIT_TABLE o o
6 TIMER_EVENT 0/NODE & o 0 0 0 1PV4 IP_INIT_TABLE 0 o
7 TIMER_EVENT 0 NODE 7 o o (1] 0 IPV4 IP_INIT_TABLE o o
8 TIMER_EVENT 0 ROUTER 1 1 0 0 0 ETHERNET ETH_IF_UP 0 0
9 TIMER_EVENT 0 ROUTER 1 2 o o 0 ETHERNET ETH_IF_UP o o
10| TIMER_EVENT 0/ROUTER 1 3 0 0 0|ETHERNET ETH_IF_UP 0 o
11 TIMER_EVENT 0 ROUTER 1 4 o L] 0 ETHERNET ETH_IF_UP o o
12| TIMER_EVENT 0/ROUTER 1 5 0 0 0|ETHERNET ETH_IF_UP 0 0
13 TIMER_EVENT 0 ROUTER 1 6 0 0 0 ETHERNET ETH_IF_UP 0 o
14| TIMER_EVENT 0/NODE 2 1 0 o 0|ETHERNET ETH_IF_UP 0 o
15 TIMER_EVENT 0 NODE 3 1 o L] 0 ETHERNET ETH_IF_UP o o
16| TIMER_EVENT 0/NODE 4 1 0 0 O|ETHERNET ETH_IF_UP 0 o
17 TIMER_EVENT 0 NODE 5 1 o (1] 0 ETHERNET ETH_IF_UP o o
18| TIMER_EVENT 0 NODE 6 1 0 0 0 ETHERNET ETH_IF_UP 0 0
19 TIMER_EVENT 0 NODE 7 1 o o 0 ETHERNET ETH_IF_UP o o
20| TIMER_EVENT 0/NODE 2 o 1 1 O APPLICATION 1460 o
21 TIMER_EVENT 0 NODE 4 o 2 L] 0 APPLICATION 1480 o
22| TIMER_EVENT 0/NODE 6 o 3 1 0 APPLICATION 1460 0
23 APPLICATION_( 0 NODE 2 o 1 1 0 APPLICATION o 1460 20
24| APPLICATION_( 0/NODE 4 o 2 o 0 APPLICATION o 1460 21
25 APPLICATION_( 0 NODE (] o 3 i 0 APPLICATION o 1460 22
27| TRANSPORT_O 0/NODE 2 o 1 2 0|TCP o 1480 23
29 TRANSPORT_O 0 NODE 4 o 2 2 0 UDP o 1460 24
31| TRANSPORT_O 0 NODE 6 0 3 2 0 TCP 0 1460 25
32 NETWORK_OW 0 NODE 2 o 1 TCP_SYN 0 IPV4 o 24 27
34| NETWORK_OW" 0/NODE 4 o 2 1 0 IPV4 o 1468 29
35 NETWORK_OU" 0 NODE & o 3 TCP_SYN 0 IPV4 o 24 31
37| TIMER_EVENT 0/NODE 2 1 0|TCP_SYN 0 1PV4 IP_UNKNOWN_SUE 44 32,
38 TIMER_EVENT 0 NODE 4 1 2 1 0 1PVa IP_UNKNOWN_SUE 1488 34
38| TIMER_EVENT 0/NODE (] 1 0/ TCP_SYMN 0/ 1PV4 IP_UNKNOWN_SUE 44 33
40 MAC_ouT 0 NODE 2 1 o L] 0 ETHERNET o a4 37
41| MAC_OoUT 0/NODE 4 1 2 1 O|ETHERNET o 1488 38
42 MAC_OUT 0 NODE () 1 o (1] 0 ETHERNET o 44 39
43| PHYSICAL_OUT 0 NODE 2 1 0 TCP_SYN 0 ETHERNET 0 70 40
44 PHYSICAL_OUT 0 NODE 4 1 2 1 0 ETHERNET o 1514 41
45| PHYSICAL_OUT 0/NODE (] 1 0|TCP_SYN 0|ETHERNET o 70 42
46 PHYSICAL_IN 11.56 ROUTER 1 1 0 TCP_SYN 0 ETHERNET o 70 a3
48|PHYSICAL_IN 11.56 ROUTER 1 5 0|TCP_SYN 0|ETHERNET 0 70 45
43 MAC_IN 11.56 ROUTER 1 1 0 TCP_SYN 0 ETHERNET o n 46
30| MAC_IN 11.56 ROUTER 1 5 0|TCP_SYN 0|ETHERNET o 70 48

Event Trace ivot Table{Custam) @

Figure 8-76: Select Pivot Table (Custom) in excel sheet
5. A blank PivotTable and Field List will appear on a new worksheet.
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X [=
PivotTable Fields

hﬂ |

aaaaaaaaaaaaaaa

Figure 8-77: A blank PivotTable
6. Once PivotTable worksheet open, you will need to decide which fields to add. Each field is

simply a column header from the source data. In the PivotTable Field List, check the box

for each field you want to add.

8.5.3.1 Application Delay Analysis:

1. Drag and drop the Event_Type, Protocol_Name Fields into FILTERS, Packet_Id into ROWS
and Device |d into COLUMNS.

2. Drag and Drop Event_Time Field into VALUES twice, then both will show Sum of Event_Time.
Recheck that you have dropped the Event_Time field twice.

3. Click on the second Event_Time field in the VALUES and select the Value Field Settings.

PivotTable Fields P

Choose fields to add to repart &~

Defer Layout Updete

B ®E M- 1 = 1

Figure 8-78: Select Second Event_Time field in the VALUES and select the Value Field Settings
4. A window named Value Field Settings opens then select Count option and click OK button.
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Value Field Settings ? >

Source Mame: Event_Time(US)

Custom Mame: | Count of Event_Time[US)2

Summarize Values By  Show Values As

Summarize value field by

Choose the type of calculation that you want to use to summarize
data from the selected field

||

AVETdYE

Max

Min

Product v

Mumber Farmat Cancel

Figure 8-79: Select Summarize value field by Count

5. Then finally the Pivot Table Fields will be as shown below Figure 8-80.

PivotTable Fields v =
Choose fields to add to report: &~
Search 0
[ Event_ld

Event_Type
Event_Time(US)
[ Device_Type

| Device_ld A
[ Interface_Id

[ Application_ld
Packet_Id

[] Segment_Id
Protocol Name
[ Subevent_Type
[ Packet Size(Bytes)
[ Prev_Event_Id

Meore Tables...

Drag fields between areas below:

Filters Celumns
Event_Type v Device_ld -
Protocol_Name A > Walues -
Rows Z Values
Packet_Id &~ Sum of Event_Time(US) ~
Count of Event_Time(US)2 -

Defer Layout Update

Figure 8-80: Selected Fields to one of the four areas Field list
6. Inthe Event_Type select APPLICATION_IN and APPLICATION_OUT, Protocol_Name select
APPLICATION and in Column Labels select the Source_ld and Destination_Id. In our

example source node ID is 2 and destination node ID is 3.

Note: After selecting the dropdown, to check and uncheck the check box proceed by selecting the

selecting the multiple items check box
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Search | [5earch jo Search jo

] (Al ] -] {Select &1
- |w] APPLICATION_IM -1
W APPLICATION_OUT | 2
L AAL_IM 3
-CIMaC_OUT 4
I NETWORK_IN -[15
I NETWORK_OUT ¥l
-[CIPHYSICAL_IN L7
-[CIPHYSICAL_OUT o

>

Select Multiple lterns Select Multiple tems

Cancel
Cancel Cancel :
Figure 8-81: Select the Event type, Protocol Name, Source and Destination ID etc
7. The Pivot Table created will be as shown below.
Event_Type [(All) PivotTable Fields v
Protocol Name APPLICATION Eil Choose fields to add to report: @ -
Device_Id T/ Data A
Packet Id |~ |sum of Event Time(Us) _ Count of Event Time(US)2 Sum of Event Time(US) _Count of Event Time(Us)2 Y [a]
3| 40000 1 40254.16 1 80254.16, 2 v
; soowe : o i oose] :
8 140000 1 140254.16 1 280254.16| 2 v
" Sowo : ot . Tone :
o oo : ot : g :
o oo : ot : g :
,ﬁ rowo : e : Some] : _fDes
H owe : e : oo :
B e : e : o :
2 440000, 1 440254.6) 1 880254.16) 2 Packet_|d 4 Sum of t_ Time(US) ~
u pr : — : S :
25 480000 1 480254.16 1 960254.16 2] Count of Event,Time(... ™
zs o : — : oo :
E T : g : oo :
|_Fvent Trace_|_Pivot Table(Custom) @ pECEEElEE e

Figure 8-82: Créated Pivot Table
8. Select the entire empty column H then and enter the formula =IF(AND(LEN(A1),
INT(A1)=A1),F1-G1*B1) in function and press CTRL+ENTER

F column is Total Sum of Event_Time, G Column is Total Count of Event_Time, B Column is

Sum of Event_time(us) of the Source.
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H1 - i =T ARD(LEN[AL], INT{AT]=AT] T I-GIB1]
A B C D E F G H

1 |Event_Type (Al Ed ' #VALUE!

2 |Protocol_Name APPLICATION T i #VALUE!

3 FALSE

4 Device_ld -T|Data FALSE

5 2 3 Total Sum of Event_Time(US) |Total Count of Event_Time(US)2 FALSE

6 |Packet Id |~ |Sum of Event_Time{US)  Count of Event_Time(US)2 |Sum of Event_Time(US)  Count of Event_Time(US)2 " #VALUE!

7 1 0 1 303.76 1| 303.76 2] 303.76
8 2 20000 1 20254.16 1| 40254.16| 2] 254.16
9 3 40000 1 40254.16 1 80254.16 2| 254.16
10 4 60000 1 60254.16 1| 120254.16 2| 254.16
n 35 80000 1 20254.16 1 160254.16 2] 254.16
12 6 100000 1 100254.16 1| 200254.16 2| 254.16
13 7 120000 1 120254.16 1 240254.16 2| 254.16
14 8 140000 1 140254.16 1| 280254.16 2] 254.16
15 9 160000 1 160254.16 1 320254.16 2| 254.16
16 10, 180000 1 180254.16 1 360254.16 2| 254.16
17 11 200000 1 200254.16 1| 400254.16 2| 254.16
18 12 220000 1 220254.16 1 440254.16. 2] 254.16
19 13 240000 1 240254.16 1| 480254.16 2| 254.16
20 14 260000 1 260254.16 1 520254.16. 2| 254.16
21 15 280000 1 280254.16 1| 560254.16 2| 254.16
22 16, 300000 1 300254.16 1 600254.16 2| 254.16
23 17 320000 1 320254.16 1| 640254.16 2] 254.16
24 18, 340000 1 340254.16 1 680254.16 2| 254.16
25 13 360000 1 360254.16 1 720254.16 2| 254.16
26 20 380000 1 380254.16 1| 760254.16 2| 254.16
27 21 400000 1 400254.16 1 800254.16 2] 254.16
28 22 420000 1 420254.16 1| 840254.16 2| 254.16
29 23 440000 1 440254.16 1 880254.16 2| 254.16
30 24 460000 1 460254.16 1| 920254.16 2] 254.16
31 25 430000 1 430254.16 1 960254.16 2| 254.16
32 26 500000 1 500254.16 1| 1000254.16 2] 254.16
33 27 520000 1 520254.16 1| 1040254.16| 2] 254.16
34 28, 540000 1 540254.16 1 1080254.16 2| 254.16

Figure 8-83: Select Entire empty column H then and enter the formula =IF(AND(LEN(A1),

INT(A1)=A1),F1-G1*B1) in function and press CTRL+ENTER

Sum of the Delays of the sucessfully received application data packets by the destination

App Delay =

Total number of sucessful appplication data packets received by the destination

Note: If the packet size is > 1500 then fragmentation occurs and the packet is received as multiple

segments. In NetSim the destination counts each segment as different packet.

Then in an empty cell enter
=SUMIF(H:H,">0")/GETPIVOTDATA("Count of Event_Time(US)2",$A$4,"Device_Id",3) where

GETPIVOTDATA ("Count of Event_Time(US)2",$A%$4,"Device_ld",3) gives the total number

of packets received by the destination (in this case 3). This will give the exact Application Delay.

7 - fe rSUMF(H‘H, SO /GETPIVOTDATA"Caunt of Event_TIme(USIZ', SAS, Device 1a",3] I

A 8 c D E 3 G H
1 |event_Type  |(All) | r #VALUE!
2 |Protocol_Name |APPLICATION Ei r #VALUE!
3 FALSE
4 Device_id ¥ Data FALSE
s 2 3 Total Sum of Event_Time(US) |Total Count of Event_Time(Us)2 FALSE
6 Packet Id_ |~ |Sumof Event Time(US)  Countof Event Time(US)2 |Sum of Event Time(US)  Count of Event Time(US)2 r #VALUE!
7 1 0 1 303.76 1 303.76 2 303,74 13357.4220
e 2 20000 1 20254.16 1 40250.16 2 254.16
9 3 40000 1 20254.16 1 80254.16 2 254.16
10 4 60000 1 60254.16 1 120254.16 2 254.16
1 s 20000 1 80254.16 1 160254.16 2 254.16
12 6 100000 1 100254.16 1 200252.16 2 254.16
13 7 120000 1 120254.16 1 240254.16 2 254.16
14 8 140000 1 140254.16 1 280254.16 2 254.16
15 s 160000 1 160254.16 1 32025416 2 254.16
16 10 180000 1 180254.16 1 360254.16 2 254.16
7 1 200000 1 200254.16 1 400250.16 2 254.16
18 12 220000 1 220254.16 1 440254.16 2 254.16
19 13 240000 1 240254.16 1 480254.16 2 254.16
20 1 250000 1 260254.16 1 520254.16 2 254.16
21 15 280000 1 280254.16 1 560254.15 2 25416
2 16 300000 1 300254.16 1 500254.16 2 254.16
2 17 320000 1 320254.16 1 540254.16 2 254.16
4 18 340000 1 340254.16 1 680254.16 2 25416
25 19 350000 1 360254.16 1 720254.16 2 254.16
2% 20 380000 1 380254.16 1 760254.16 2 254.16
27 21 400000 1 400254.16 1 800254.16 2 25416
2 2 420000 1 420254.16 1 840254.16 2 254.16
2 2 240000 1 440254.16 1 830254.16 2 254.16
0 2 450000 1 450254.16 1 92025416 2 254.16
3 2 480000 1 480254.16 1 960254.16 2 254.16
2 % 500000 1 500254.16, 1 1000254.16 2 25416
E 27 520000 1 520254.16 1 104025416 2 254.16
4 2 540000 1 540254.16 1 1080254.16 2 254.16

Figure 8-84: Calculated Application Delay using Formula in Pivot table

Ver 13.1 Page 182 of 300



© TETCOS LLP. All rights reserved

Compare with the Delay in Application_Metrics_Tables and it would exactly match. There might

be slight difference in the decimals due to Excel’s round offs.

Application_Metrics_Table

Application_Metrics

Application Id  Application Name
1 App1_CER

2 App2_VOICE
App3_CUSTOM

[¥%]

Packet generated

0
sl
Tt
a0

Tt
slL0)

o X

[] Detailed View

Packet received  Throughput (Mbps)  Delay(microsec)  Jitter{microsec)

500 0.584000 2005.208500
497 0.580496 0.001935
478 0.558304 27666066417 4195.207408

Figure 8-85: Compare the Application_Metrics_Tables Delay and Pivot table Delay

8.5.3.2 Application Throughput Analysis

1. For Application Throughput drag and drop Event_type, Protocol_Name Fields in FILTERS,
Device_Id in ROWS, Packet_Size(Bytes) into VALUES. Change the Value Field Settings
of Packets_Size(Bytes) to SUM as mentioned in Delay Analysis.

PivotTable Fields v
Choose fields to add to report: o~
Search jo
[ Event_Id <

Event_Type

[1 Event_Time(Us)
[ Device_Type
Device_Id

[1 Interface Id

[] Application_Id
[1 Packet_Id

[] Segment_Id
Protocol_Name
[] Subevent_Type
Packet_Size(Bytes)
[ Prev_Event_Id

Drag fields between areas below:

Filters Columns

Event_Type &

4

Protocol_Name

Rows Z Values

Device_|d - Sum of Packet_Size(By... ™

Figure 8-86: Selected Fields to one of the four areas Field list
Then Select the Event_Type as APPLICATION_IN, Protocol Name as APPLICATION and

Device_Id as the Destination (in this case destination id will be 3 since we are calculating for

APP1 CBR)
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Search Jo Search js Search Jo
] (A
[ESL2PPLICETION N ]
.1 APPLICATION_OUT
CIMACIN

[IMAC_OUT

. [CTHETWORK_IN

- CIMETWORK_OUT
IPHYSICAL_IN
[IPHYSICAL_OUT v

>

Select Multiple ltems Select Multiple ltems

Cancel
Cancel Cancel

Figure 8-87: Select the Event type, Protocol Name, Source and Destination ID etc

TotalPayloadapplicationsuccesfullyreceivedbythedestination

2. App Throughput =

Simulationtime

Then in an empty cell type =GETPIVOTDATA ("Packet_Size(Bytes)",$A$4)*8/10000000

This gives the Application Throughput in Mbps (Multiplied by 8 to convert Bytes to bits, and divided
by 100000 to convert into Mega)

6 v = |[=GETPIVOTDATA[ Packet_Size|Bytes),5A54) 8, 10000000
A B C D | E | F
Event_Type APPLICATION _IM |-T
' |Protocol_Mame APPLICATIOMN -

L |Sum of Packet_Size(Bytes)
i |Device_Id - | Total
-. 3 730000 0.584|
" |Grand Total 730000

Figure 8-88: Calculate Application Throughput using formula
Compare with the Application throughput in the Application_Metrics_Table

Application_Metrics_Table X
Application_Metrics [] Detailed View
Application Id  Application Name  Packet generated  Packetreceived _ Throughput (Mbps] Delay(microsec)  Jitter{microsec)

1 App1_CER 500 500 13357422122 2005.208500

2 App2_VOICE 500 497 0.580496 252241932 0.001935

3 App3_CUSTOM 500 478 0.558304 27666.956417 4195.297408

Figure 8-89: Compare the Application_Metrics_Tables throughput and Pivot table throughput
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8.6 Packet Capture & analysis using Wireshark

8.6.1 Enabling Wireshark Capture in a node for packet capture

NetSim provides functionality to capture packets in the virtual nodes. The pcap file written by
NetSim contains fields of packet layer 3 and above. This pcap file can be opened using the

popular software, Wireshark (formerly Ethereal).

To enable packet capture in Wireshark, Right Click on the device where wireshark should be run.

In the properties, go to General Properties and set the Wireshark Capture parameter as Online.

|§! Wirednode O w
Wirednode ¥ GENERAL

Device Name ‘ Wired_Node_1 ‘
GENERAL Type NODE
APPLICATION_LAYER Device Type WIREDNODE

X/ Lon ‘ 122.56 ‘
TRANSPORT LAYER

¥/ Lat | 101.06 |

NETWORK_LAYER

z

WireShark Capture \Disable—vl
neface Cout

Cnline

| Offline |

INTERFACE_1 (ETHERNET)

OK Reset

Figure 8-90: Enable Wireshark in General Properties for wired node
| Wireshark Capture Options
Online option will initiate a live interactive packet capture, displaying packets
while running simulation
. Offline option will initiate silent packet capture and generate a pcap file which
Offline : . X ;
can be opened using Wireshark post-simulation
Disable = Packets are not captured by Wireshark during simulation.
Table 8-5: Wireshark Capture Options and Description

8.6.2 Viewing captured packets

Online

If enabled, Wireshark Capture automatically starts during simulation and displays all the captured
packets. To view the details of the packet displayed, click-on the packet as shown below Figure
8-91.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A W 2@ ERABQes=F 5= aqaaH

[i |Apply a display filter ... <Cirl-/=

Mo. Time Source Destination Protocol  Length Info
1 @.66e068 B.8.6.8 B.8.8.8 IPv4 28
4 8. a8a8843 11.1.1.2 11.1.1.1 TCP 48 82 » 36934 [ACK] SE£=1 Ack=1 Win=4388 Le_r1=6
5 0,000043 11.1.1.2 12.1.1.1 ICP 1568 82 - =1 Wi =

f 6 8.808324 11.2.1.2 11.1.1.2 qLa 4@ 36934 » 82 [ACK] Seq=1 Ack=1481 Win=4381 Len=@

| 7 9@.a20000 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None>] Seq=1461 Win=5848 Len=1468
8 B.828274 11.2.1.2 11.1.1.2 TCP 48 36934 > 82 [ACK] Seg=1 Ack=2921 Win=4381 Len=0
9 @.a4a800 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None>] Seq=2921 Win=73@@ Len=1468
1@ @.a8468274 11.2.1.2 11.1.1.2 TCP 48 36934 » 82 [ACK] Seq=1 Ack=4381 Win=4381 Len=@

Raw packet data

v

> Internet Protocol Version 4, Src: 11.1.1.2, Dst: 11.1.1.1
» Transmission Control Protocol, Src Port: 82, Dst Port: 36934, Seq: 1, Len: 146@
Data (146@ bytes)

> Frame 5: 1588 bytes on wire (128868 bits), 1568 bytes captured (12888 bits) on interface @

45 @@ 85 dc
eb 81 81 e1
5@ ee 11 1c
69 6a 6b 6c
79 7a 61 62
6f 78 71 72

[ )

e
e
fa
6d
63
73

aa
52
a7’
Ge
64
74

Ba Be
Se 46
Ba Be
&f 7@
65 B6
75 76

f
e
61
71
67
77

86 9e 17 @b @1 @1 @2
@@ @@ B2 00 28 BB BB
62 63 64 B5 66 67 B8
7273 74 75 76 77 78
68 69 6a 6b 6c 6d 6Ge
78 79 7a 6l 62 63 B4

abcdefgh
ijklmnop grstuvix
yzabcdef ghijklmn
opqrstuv wxyzabecd

Figure 8-91: Packets Captured in Wireshark

The detail of the contents of the selected packet can be seen in the below panes as shown below

Figure 8-92.
4 9.000043 11.1.31.2 11.1.1.1 TP 48 B2 + 35934 [ACK] Seqe=l Ack=1l Win=43B0 Len=8

| 5 B.00004% 11.1.1.2 11.1.1.1 TCP 1509 B2 + 369234 [<Moner] Seqel Win=43B8 Len=1468
6 B.00a324 11.2.1.2 11.1.1.2 TCP 40 36534 - B2 [ACK] Seqe=1l Ack=1461 Win=4381 Len=2
T B.820808 11.1.1.2 11.1.1.1 TP 158@ B2 = 36934 [<None:] Seqe=1461 Win=5548 Len=1468
8 B.820274 11.2.1.2 11.1.1.2 TP 48 36934 + B2 [ACK] Seqe=l Ack=2921 Win=4381 Len=8
9 3. 840008 11.1.1.2 11.1.1.1 TCP 158@ B2 -+ 35934 [{Num::»] Seq=292]1 Win=T308 Len=1458
1 @, 848274 11.2.1.2 11.1.1.2 TCP 49 36534 + B2 [ACK] Seqe=l Ack=4381 Win=4381 Len=@
11 8. BCRRDe 11.1.1.2 11.1.1.1 TCP 158@ B2 = 36534 [<None>] Seq=4381 Win=8768 Len=1468
12 B.868274 11.2.1.2 11.1.1.2 TP 48 36934 -+ B2 [ACK] Seqe=l Ack=5841 Win=4381 Len=8
13 B.0E0000 11.1.31.2 11.1.1.1 TP 1588 B2 + 36934 [<MNone:] Seq=5841 Win=18228 Len=1458
14 B.080274 11.2.1.2 11.1.1.2 TCP 48 35934 - B2 [AEK] Seqel Ack=7381 Win=43El Len=8
15 @, 100008 11.1.1.2 11.1.1.1 TCP 1589 Bl - 36934 [<Noner] Seq=7321 Win=11688 Len=1458

» Frame S5: 1588 bytes on wire (12606 bitsz), 1588 bytes captured (12888 bits) on interface @

Raw packet data

» Internet Protocel Version 4, Src: 11.1.1.2, Dst: 11.1.1.1

» Transmission Control Protocol, Src Port: 82, Dst Port: 36934, Seq: 1, Len: 1468
o _Data (1458 bytes)

4=m= TREE

A5 B8 85 dc 00 00 90 80 ff 06 Do 17 Ob A1 81 B2 E---oo s
@b 81 61 81 80 52 99 46 o9 D 0D O B0 00 00 8O R-F

58 88 11 1c f9 a7 @9 @@ 61 62 63 64 65 66 67 68 P abcdefgh
69 Ga 6b 6c 6d Ge 6F 70 T1 F1 T3 T4 75 76 77 78 ijklmnop gqrstunex
79 Ta 61 62 63 64 65 66 67 6B 69 Ga 6b 6c 6d G2 yzabocdef ghijklmn
6f 78 71 72 73 74 75 76 T7 7B 79 Ta E1 62 G3 64 opqratuv wxyzabed
65 66 67 68 69 Ga 6b 6c 6d 6e 6F 7@ 71 72 73 74  efghijkl mnopgrst
75 76 77 78 79 7a 61 62 63 64 65 66 67 68 69 6a  uwwxyzab cdefghij
Bb Bc 6d Ge 6F 70 71 V2 T3 V4 75 TE 77 TE 79 Ta  klmnopgr stuwwiyz

4=m BYTE

Figure 8-92: Packet Information panes

In the above figure, the details of the packet are displayed in both tree form and bytes form. In

the tree form, user can expand the data by clicking on the part of the tree and view detailed

information about each protocol in each packet.

8.6.3 Filtering captured packets

Display filters allow you to concentrate on the packets you are interested in while hiding the

currently uninteresting ones. Packets can be filtered by protocol, presence of a field, values of
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field’s etc. To select packets based on protocol, type the protocol in which you are interested in
the Filter: field of the Wireshark window and presenter to initiate the filter. In the figure below
Figure 8-93, tcp protocol is filtered.

M \WIRED_MODE_2_1.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 2@ RB Qe==ToEEaaan

[ =

Mo. Time Source Destination Protocol | Length Info

i 11 @.868000 11.1.1.2 11.1.1.1 TCP 1588 82 + 36934 [<None:] Seq=4381 Win=876@ Len=146@

| 12 @.868274 11.2.1.2 11.1.1.2 TCP 48 36934 -+ B2 [ACK] Seq=1 Ack=5841 Win=4381 Len=0

! 13 &.85e8e0 11.1.1.2 11.1.1.1 TCP 1588 82 + 36934 [<None>] Seq=5841 Win=18228 Len=1468
14 @.888274 11.2.1.2 abl-al-al- 2 TCP 40 36934 + B2 [ACK] Seq=1 Ack=7381 Win=4381 Len=0
15 8. 1660666 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None:] Seq=7381 Win=11688 Len=1468
16 @.188274 11.2.1.2 abl-al-al-2 TCP 4@ 36934 - 82 [ACK] Seq=1 Ack=8761 Win=4381 Len=0
17 @. 126006 11.1.1.2 11.1.1.1 TCP 1588 82 + 36934 [<None>] Seq=8761 Win=13148 Len=1468
18 @.128274 11.2.1.2 11.1.1.2 TCP 46 36934 + 82 [ACK] Seg=1 Ack=18221 Win=4381 Len=8

! 19 &. 146808 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None:] Seq=18221 Win=14688 Len=1468
28 8.148274 11.2.1.2 abl-al-al- 2 TCP 4@ 36934 + 82 [ACK] Seq=1 Ack=11681 Win=4381 Len=2
21 8. 166006 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None:] Seq=11681 Win=16868 Len=1468
22 8.168274 11.2.1.2 abl-al-al-2 TCP 4@ 36934 - 82 [ACK] Seq=1 Ack=13141 Win=4381 Len=8
23 @.l150006 11.1.1.2 11.1.1.1 TCP 158@ 82 + 36934 [<None:r] Seq=13141 Win=17528 Len=1468
24 8.188274 11.2.1.2 11.1.1.2 TCP 46 36934 + 82 [ACK] Seq=1 Ack=14681 Win=4381 Len=8

g 25 b, 260000 11.1.1.2 11.1.1.1 TCP 1588 82 » 36934 [<None:] Seq=14681 Win=18988 Len=1468

Figure 8-93: TCP Protocol is filtered in Wireshark
You can also build display filters that compare values using a number of different comparison
operators like ==, I=, >, <, <=, etc. Following is an example displaying filtered packets whose
SYN Flag and ACK Flag are setto 1 in a TCP Stream.

M WIRED_NODE_2_1.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Pl | ® RE Res=F i 5= aaaH
[i Ihq:l.ﬂags.syn==1and tep. flags. ack==1| I
Mo. Time Source Destination Protocol  Length Info

> Frame 3: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Raw packet data

» Internet Protocol Version 4, Src: 11.2.1.2, Dst: 11.1.1.2

>

Figure 8-94: Filtered SYN Flag and ACK Flag are setto 1 in a TCP Stream
8.6.4 Analyzing packets in Wireshark

8.6.4.1 Analyzing Conversation using graphs

A network conversation is the traffic between two specific end points. For example, an IP
conversation is all the traffic between two IP addresses. In Wireshark, Go to Statistics Menu=>

Conversations as shown below Figure 8-95.
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WIRED_NODE_2 1.pca
peap

File Edit View Go Capture Anal)vze Telephony  Wireless  Tools  Help

d u ® RE ] &= Capture File Properties  Ctrl+ Alt+Shift+C
(W ]apply 2 display filter ... <Ctrl/> Resolved Addresses
M. Time Source Protocol Hierarchy
O——
| 3 B.8e8643 11.2.1.2 Endpoints

4 @.808843 11.1.1.2 Packet L "

5 8.000043 11.1.1.2 S lEgE
! 6 8.888324 11.2.1.2 I/O Graph
| 7 9.0926060 11.1.1.2 Service Response Time 2
i 2 8 678774 1131 3

Figure 8-95: In Wireshark, Go to Statistics Menu >Conversations
Different types of protocols will be available. User can select the specific conversation by going

to the desired protocol. For example, in the following diagram, we have selected TCP.

M \Wireshark - Conversations - WIRED_NODE_2_1.pcap — O *

Ethernat Pv4 -3 IPve I TCP -2 I UDP

Address A Port A AddressB PortB Packets Bytes Packets A—B BytesA —B PacketsB - A BytesB —A RelStat Duration Bits/sA—B Bits/sB - A

11.1.1.1 36934 11,1,1.2 82 505 754k ] 0 505 754k 0.000000 9.9800 0 604 k

11.2.1.2 36934 11.1.1.2 a2 501 20k 501 20k 0 0 0.000043  9.9802 16k 0
Name resolution [ Limit to display filter [] Absolute start time Conversation Types ™

Copy ~ | Follow Stream... Graph... Help
Figure 8-96: TCP Wireshark Conversion for Wired Nodes

User can also analyze each of the conversation and can create graphs by selecting them and

clicking on “Graph”.

M Wireshark - Conversations - WIRED_NODE_2_1.pcap - O X
Ethernet IPv4* 3 IPvE TCP-2 UDP
Address A Port A AddressB PortB Packets Bytes Packets A —B BytesA —B PacketsB — A BytesB — A RelStart Duration Bits/s A —B
11.1.1.1 36934 11.1.1.2 a2 505 T3k 1] 0 505 754 ke
11.21.2 sbEzd 11112 iyl U1 20k U1 20k V] U 0.000043 99802 1ok
< >
Mame resolution [ Limit to display filter [] Absolute start time Conversation Types ™
Copy 7| Follow Stream... I Graph... I I Close Help

Figure 8-97: Select Graph in Wireshark Conversion
Different types of graphs are possible for Round Trip time, Throughput, Time/Sequence

(Stevens), Time/Sequence (tcptrace) and Window Scaling
8.6.5 Window Scaling

Click on data packet i.e. <None>.
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M WIRED_NODE_2_1.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AN @ [hABRes=R 8 5EQaQaH

[t

Mo. Time Source Destination Protocol  Length Info

4 @.e8eee43 11.1.1.2 11.1.1.1 TEE 40 32 + 36934 [ACK] Seq=1 Ack=1 Win=433@ Len=@
5 @.8e8843 11.1.1.2 11.1.1.1 TCP 1568 82 + 36934 [(!one)"l Seq=1 Win=4388 Len=1468
6 @.8808324 11.2.1.2 11.1.1.2 TEE 48 36934 + 82 [ACK] Seq=1 Ack=1461 Win=4381 Len=@
7 ©.020000 11.1.1.2 11.1.1.1 TEE 1588 82 + 36934 [<None>] Seq=1461 Win=5348 Len=1468
8 @.828274 11.2.1.2 11.1.1.2 TEE 48 36934 + 82 [ACK] Seq=1 Ack=2921 Win=4381 Len=@

Figure 8-98: Select one data Packet <None>in Wireshark
Choose statistics>TCP Stream Graph->Window Scaling.

M \WIRED_NODE_2_1.pcap
File Edit View Go Capture Analyze-TeIephony Wireless  Tools  Help

mERE ] ae= Capture File Properties  Ctrl+Alt+Shift+C
Resolved Addresses
Source Protocol Hierarchy Info
Conversations
Endpoints
4 9.000043 11.1.1.2 N, b 82 » 36934 [ACK] Seq=1 Ack=1 Win=4388 Len=0
5 0.000043 11.1.1.2 acket Lengins b 82 > 36934 [<None>] Seq=1 Win=4380 Len=1460
6 9.980324 11.2.1.2 1/O Graph P 36934 » 82 [ACK] Seq=1 Ack=1461 Win=4381 Len=0
7 9.020000 11.1.1.2 Service Response Time » B 82 » 36934 [<None>] Seq=1461 Win=5848 Len=1460
8 9.920274 11.2.1.2 P 36934 » 82 [ACK] Seq=1 Ack=2921 Win=4381 Len=0
9 9.040000 11.1.1.2 DHCP (BOOTP) Statistics p 82 » 36934 [<None>] Seq=2921 Win=7388 Len=1460
10 9.840274 11.2.1.2 ONC-RPC Programs P 36934 » 82 [ACK] Seq=1 Ack=4381 Win=4381 Len=0
11 9.860000 11.1.1.2 p— , P82 36934 [<lone>] Seq-4381 Win-876@ Len-146@
12 9.860274 11.2.1.2 est P 36934 » 82 [ACK] Seq=1 Ack=5841 Win=4381 Len=0
13 9.830000 11.1.1.2 ANCP B 82 + 36934 [<None>] Seq=5841 Win=18228 Len=1468
14 9.880274 11.2.1.2 BACnet » B 36934 » 82 [ACK] Seq=1 Ack=73@1 Win=4381 Len=0
15 9.100000 11.1.1.2 e p 82 » 36934 [<None>] Seq=7381 Win=11680 Len=1460
! 16 9.100274 ETE e R P 36934 » 82 [ACK] Seq=1 Ack=8761 Win=4381 Len=0
DMS
> Frame 5: 1588 bytes on wire (1280
Flow Graph
Raw packet data owrap
» Internet Protocol Version 4, Src: HART-IP
» Transmission Control Protocol, Smi HPFEEDS 1466
0000 45 8@ @5 dc 80 @0 @8 08 ff ot HTTP 4
9012 @b @1 @1 @1 80 52 99 46 @0 O HTTR2
po20 58 8@ 11 1c f9 a7 @8 88 61 6: i
0030 69 6a 6b 6c 6d 6e 6f 78 71 7: Sametime
Pl 7% 7a 61 62 63 64 65 66 &7 E‘EI TCP Streamn Graphs L4 I Time Sequence (Stevens)
pese 6F 78 71 72 73 74 75 76 77 7% -
0060 65 66 67 68 69 63 6b 6c  6d Be UDP Multicast Streams Time Sequence (tcptrace)
o078 75 76 77 78 79 7a 6l 62 63 6 Throughput
o250 6b 6c 6d 6e 6F 78 71 72 73 74 = 4 ]
2096 61 62 63 64 65 66 67 68 69 62 1Py Statistics > Round Trip Time
0oa0 7172 73 74 75 76 77 78 79 Tt o | Windouw Scaling |
oobe 67 68 69 6a 6b 6c 6d 6e B 7¢ IPv6 Statistics D

Figun"é 8-99: Statistics>TCP Stream Graph>Window Scaling
Click on Switch Direction in the window scaling graph window.
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M \Window Scaling for 11.1.1.1:36034 — 11.1.1.2:82 ? *

Window Scaling for 11.1.1.1:36934 — 11.1.1.2:82

WIRED_MODE_2_1.pcap

50000 -
50000

40000 -

Window Size (B)

30000

20000

10000

0 1.5 3 4.5 5 7.5 9
Time (g)
Hover over the graph for details, — 0 pkes, 0 bytas — 505 pkes, 734 k8
Type Window Scaling ~ Stream Switch Direction
Mouse @ drags O Z00Mms Rov Win Bytes Out Reset

Save As... Help

Figure 8-100: TCP Window Scaling Plot
8.6.5.1 Comparing the packet lengths
To analyze the packet sizes of all packets transmitted, go to Statistics Menu>Packet lengths.

Users can also set filter to analyze a collection of specific packets only. For example, tcp filter is

set to obtain the packet length below Figure 8-101.

M Wireshark - Packet Lengths - WIRED_NODE_2_1.pcap — O x
Topic / ftem Count Average Minwval Maxval Rate (ms) Percent Burstrate Burst start
~ Packet Lengths 1006 77001 40 1500 0.1008 100%  0.6000 0.740
0-19 0 - - 0.0000 0.00% - -
20-39 0 - - - 0.0000 0.00% - -
40-79 503 40.02 40 44 0.0504 50.00% 0.3000 0.741
80-159 ] - - - 0.0000 0.00% - -
160-319 ] - - - 0.0000 0.00%
320-639 ] - - - 0.0000 0.00%
640-1279 ] - - - 0.0000 0.00% - -
1280-2559 503 1500.00 1500 1500 0.0504 50.00% 0.3000 0.740
2560-3119 ] - - 0.0000 0.00% - -
5120 and greater 0 - - - 0.0000 0.00%
Display filter: [tcp | | Apply

Save as... Close
Figure 8-101: Comparing the packet lengths in Wireshark

8.6.5.2 Creating IO graphs

To get the graph, go to Statistics Menu -2 10 Graph.
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M Wireshark - 10 Graphs - WIRED_NODE_2_1.pcap - O X
Wireshark I0 Graphs: WIRED_NODE_2_1.pcap
105 - e
o
90 -
75
g
- &OF
T
5 45f
o
0
15 -
0 1 1 1 1 1 1 1
0 15 3 4.5 [ 7.5 9
Time (s)
Glick to select packet 96 (Ds = 96).
Enabled Graph Mame Display Filter Color Style ¥ Axis ¥ Field SMA Period
All packets B Line Packets MNone
TCP errors tep.analysis.flags . Bar Packets None
+| = & E‘g Mouse (®) drags () zooms Interval |1sec [ Time of day [] Log scale Reset
Save As... Copy Copy from Help

Figure 8-102: Statistics Menu > 10 Graph in Wireshark

8.6.5.3 Creating Flow graphs

The flow graph feature provides a quick and easy to use way of checking connections between a
client and a server. It can show where there might be issues with a TCP connection, such as
timeouts, re-transmitted frames, or dropped connections. To access flow graph, go to Statistics
Menu 2 Flow Graph and select the flow type. By default, you can see the flow graph of all the
packets. To get the TCP flow, select TCP flow in “Flow Type” dropdown box and you will obtain

the flow as shown Figure 8-103.

[ Limit to display filter

Packer 13: TOP: 82 — 36934 [aNone>] Seq=5641 Win=10220 Len=1460

Flow type: |All Flows ~ Addresses: | Any
All Flows
ICMP Flows Reset
ICMPvE Flows
UIM Flows Save As... Help

Figure 8-103: Statistics Menu > Fl
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M Wireshark . Flow . WIRED_NODE_2_1.pcap - [m| x
Time 0.0.0.0 11112 L1l 11212 Comment 2

0.000000 iy i 1Pud:
0.000000 82 182 = 36834 [SYN] Seq=0 Win=6553..} 300, TCP: 82 — 36534 [SYN] Seq=0 Win=65535 Len=_.
0.000043 2 g 2EBA 2 o 0 Ack=1Win=4380 Len—0 MSS=1460 | 3593, TCP: 36934 — 82 [SYN, ACK] Seq=0 Ack=1 Win...
0.000043 g7 (B2 36934 [ACK] Seqi=1 Ack=1Wi | 350y TCP: 82 — 36934 [ACK] Sea=1 Ack=1 Win=4350..
0,000043 g2 B2 — 36534 [=Nonex] Seg=1 Win=d.) 300y, TCP: 82 — 38934 [<None=] Seq=1 Win=4380 Le...
0.000324 82 36934 — 82 [ACK] Seq=1 Ack=1461 Win=4381 Len=0 36834 TCP: 36934 — B2 [ACK] Seq=1 Ack=1461 Win=4...
0.020000 g2 B2 — 36934 [<None>] Seq=1461 Wi, 3093, TCP: 82 — 36934 [<Nones] Seq=1461 Win=5840...
0.020274 ) TEE = e e e e e 36534 TCP: 36934 — B2 [ACK] Seq=1 Ack=2921 Win=4...
0.040000 gz 12— 36934 [«Nanex] Sen=2501 Wi | 300y, TCP: 87 — 35534 [<Nones] S2q=2921 Win=7300.
0.040274 82 36934 — 82 [ACK] Seq=1 Ack=4381 Win=4381 Len=0 36834 TCP: 36934 — B2 [ACK] Seq=1 Ack=4181 Win=4...
0.060000 g2 82 — 36934 [<None>] Seq=d381 Wi, 3003, TCP: 82 — 36934 [<Nones] Seq=4381 Win=8760...

£
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9 Writing Custom Code in NetSim

9.1 Writing your own code

NetSim allows the user to write the custom code for all the protocols by creating a DLL (Dynamic
Link Library) for their custom code.

There are various important steps in this process, and each of these steps has various options
as explained in the subsequent pages.

9.1.1 Microsoft Visual Studio 2019 Installation Settings
NetSim requires only a few components of Visual Studio Community 2019 edition to be installed.

Upon starting the installer:

1. Under the Workloads tab users can select Desktop Development with C++ as shown below

Figure 9-1.

Installing — Visual Studio Community 2019 — 16.0.1

Workloads Individual components Language packs Installation locations

Web & Cloud (4) Installation details

> Visual Studio core editor

@ ASPNET and web development /A Azure development Deskton devel hc
Build web applications using ASP.NET, ASP.NET Core, Azure SDKs, tools, and projects for developing cloud apps, 4 ‘ E‘S ;0: EVelOpmentitic
InClude:

HTML/JavaScript, and Contsiners including Docker suppart. creating resaurces, and building Containers including... i
v Visual C++ core desktop features

Optional
"3 Python development @ Node js development MSVC v142 - VS 2019 C++ x64/x86 build tools (...
Editing, debugging, interactive development and source Build scalable network applications using Nodejs, an Windows 10 SDK (10.0.17763.0)
control for Python. asynchronous event-driven JavaScript runtime. Just-In-Time debugger
C++ profiling tools
C++ CMake tools for Windows
C++ ATL for v142 build tools (x26 & x64)
Test Adapter for Boost.Test
BB NET desktop development #+— Desktop development with C=+ Test Adapter for Google Test
.__,_:I Build WPF, Windows Forms, and console applications using Build Windows deskiop applications using the Microsoft Live Share
C#, Visual Basic, and F. C++ toolset, ATL, or MFC. C++ MFC for v142 build taols (xB6 & x54)
C++/CLI support for v142 build tools
C++ Modules for v142 build tools (x64/x86 - ex...
IncrediBuild - Build Acceleration
Windows 10 SDK (10.0.1 4.0)
‘Windows 10 SDK (10.0.16299.0)
MSVC v141 - VS 2017 C++ x64/x86 build tools (...
MSVC v140 - VS 2015 C++ build tools (v14.00)

Windows (3)

Universal Windows Platform development
Create applications for the Universal Windows Platferm
with €, V8, or optionally C++.

Location
C:\Program Files (x86)\Microsoft Visual Studio\2019\Community Change...
Total space required  6.18 GB

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Studio. This software
; Install while downloading ~ Install

is licensed as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses.

Figure 9-1: In Workloads tab select Desktop Development with C++
2. Under the Individual components tab select VC++2015.3 V140 toolset for desktop (x86,
x64).
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Workloads Individual components Language packs

C++ Windows XP Support for V5 2017 (v141) tools [Deprecated]
C++/CLI support for v141 build tools

C++/CLI support for v142 build tools

IncrediBuild - Build Acceleration

MSBuild

MSVC w140 - VS 2015 C++ build tools (v14.00)

MSVC v141 - VS5 2017 C++ ARM build tools (v14.16)

MSVC v141 - V5 2017 C++ ARM Spectre-mitigated libs (v14.16)
MSVC v141 - V5 2017 C++ ARM64 build tools (v14.16)

MSVC v141 - VS 2017 C++ ARME&4 Spectre-mitigated libs (v14.16)
MSVC v141 - VS 2017 C++ x64/x86 build teols (v14.16)

MSVC w141 — VS 2017 C++ x64/x86 Spectre-mitigated libs (v14.16)
MSVC v142 — VS 2019 C++ ARM build tools (v14.20)

MSVC w142 — VS 2019 C++ ARM Spectre-mitigated libs (v14.20)
MSVC v142 — V5 2019 C++ ARM64 build tools (v14.20)

MSVC v142 - V5 2019 C++ ARM64 Spectre-mitigated libs (v14.20)

MSVC v142 - VS 2019 C++ x64/x86 build tools (v14.20)

Location

MSVC 142 - V'S 2018 C++ x64/x86 Spectre-mitigated libs (v14.20)
Python 2 32-bit 27.15)

C:\Program Files (x88)\Microsoft Visual Studic\2019\Community Change...
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Installation locations

Installation details

> Visual Studio core editor
> Desktop development with C++
~ Individual components *
‘Windows Universal CRT SDK
MSVC v140 - VS 2015 C++ build tools (v14.00)

Total space required

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Studio. This software

is licensed separately. as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses. Install while downloading

Figure 9-2: In Individual components tab select VC++2015.3 V140 toolset for desktop (x86, x64).
Modifying code

DLL is the shared library concept, implemented by Microsoft. All DLL files have a .dll file extension.

DLLs provide a mechanism for sharing code and data to upgrade functionality without requiring

applications to be re-linked or re-compiled. It is not possible to directly execute a DLL, since it

requires an EXE for the operating system to load it through an entry point. NetSim requires Visual

Studio Compiler for building DLL'’s.

Note: Make sure that Visual Studio 2015 or above is installed in your system.

Refer section 4.13 section “How does a user open and modify source codes” to open NetSim

Source Codes

1. After this you may modify the source codes of any project. You can also add new files to the

project if required. As an example, let us make a simple source code modification to TCP.

Inside Solution Explorer pane in Visual Studio, double click on TCP project. Then open TCP.c

file by double clicking on it. Using the drop down list of functions that are part of the current

file, choose fn_Netsim_TCP_lInit().
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B Fle Edit View Project Buld Debug Test Anabze Tools Extensions Window Help  Search (Cirl-C) P NetSim 5] = X
E@-0 G- Wl -0 - Debug - <B4 = b Local Windows Debugger ~ | 57 | @& _¥ | | . & LiveShare  £7'

-| (Global Scope) = r@| &
@ fn_NetSim_TCP_HandleTimerQ = — search Solution Explorer (Ctrl+) p-
© fn_NetSim_TCP_HandleTransporting . mTe "
& fn_NetSim_TCP_HandleTransportind || b =B References
© fn_NetSim_TCP_HandleTransportOut0 b i External Dependencies
& fn_NetSim_TCP_HandleTransportOut) b B Congestion.c
|sa n_NetSim_TCP_Init(stru_NetSim_Network * NETWORK_Formal, NetSirm_EVENTDETAILS * pstruEventDetails_Formal, char * pszippPath_Formal, char * pszWritePath_Formal, int nVersion_Type, void *‘*fr‘ b [ CUBICc
© fn_Netsim_TCP_Init_F(stru_NetSim_Network * net, NetSim_EVENTDETAILS = pevent, char * appPath, char * iopath, int version, void ™ fnPointer) :: E E;';YEM“"(
& fn_NetSim_TCP_Metrics(PMETRICSWRITER metricsWriter) = mc;c
© fn_NetSim_TCP_Metrics_FPMETRICSWRITER metricsWiiter) b B e
& fn_NetSim_TCP_Run() b B TBh
& fn_NetSim_TCP_Trace(int nSubEvent) boB TP
@ fn_NetSim_TCP_WritePacketTrace(NetSim_PACKET * pstruPacket, char ** ppszTrace) = b B TPh
19— [#IncIuge ReTSIAPIOE. " b B TcP_Applicationinterface.c
19 b B TCP_Connection.c
28 char® GetStringTCP_Subevent(NETSIM_ID); b ™ TCP Equn bt
21 Solution Explorer RIS g
22 #pragma comment(lib,"TCP.1ib")
23 Properties
24 //Function prototype
25 int fn_netsim_TCP_configure F(void **var); - -

© No issues found

CRLF

LY

Output

Show output from:

[7 Ready 4 Addto Source €

Figure 9-3: Select fn_Netsim_TCP_Init() in TCP.C in Visual Studio
2. Add the line fprintf(stderr, "nSource is Modified\n"); statement inside the

fn_Netsim_TCP_lInit() function as shown below to print “Source is modified”. _getch(); is

added in the next line for the simulation to wait until it gets a user input.

Pe-o B2 Wl - O -] Debug - xet - b Local Windows Debugger ~ | 5% | @ .5 b = |

- |8 LiveShare &7

@
- w & Solution Explorer > 1 x
] Y m
& 2k ] ] ~|  (Global Scope) -| -+ At o-5am|
o 77 return fn_NetSim_TCP_Configure_F(var); .
g 78 3 Search Solution Explarer (Ctrl+:) o~
" B -
g 81 This function initializes the TCP parameters. P SREterences
g o b ¥ External Dependencies
. 23 _declspec (dllexport) int fn_NetSim_TCP_Init(struct stru_NetSim_Network *NETWORK_Formal, b [& Congestion.c

24 DI LS *pstruventDetails_Formal, b [& CUBIC.c

85 Formal, —

86 ritepath_rormal, b [ DelayedAck.c

27 e, b [ RO«

88 o P [ SACKc

1] { b [ TCB.c

38 fprintf({stderr, "\nSource is Modified\n"); b TCB.h

a1 _getch():

92 TETUrT TN_NETSIM_ TP INit T (NETHORRT b TRe

EE] 3 TCP.h

52 b [ TCP_Applicationlnterface.c

85 b [B TCP_Connection.c

o b TCP Egum -

o Solution Explorer [RETR=t =

a8 }
Praperties

S /==
101 This function is called by Networkstack.dll, once simulation end to free the -
Ln: 102 Ch:34  TABS

@ Mo issues found

Output

Show output from:

Figure 9-4: Source Code modified in fn_Netsim_TCP_Init() function in TCP project
9.1.2 Building Dlls

1. Identify the build of NetSim that is installed in your system from NetSim Home Screen as shown

below.
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Netsim Home

NetSim Standard

Network Simulation/Emulation Platform

Version

4 Bit)

New Simulation Ctrl+N
Your Work =0
Examples

Experiments

License Settings

Exit Alt+F4

Support

Answer/FAQ

Contact Technical Support
Email - support@tetcos.com

2. By default, x64 is choose for 64-bit version of NetSim. These changes will be
applied to all projects that are displayed in the Solution Figure 9-6.

o Fie Edit View Git

C0-0 B2 WY - | Release - 64

X0Qj00L  Ja10]dX3 JaNsBS

Choose a Network

€ Internetworks (Base)

Features TCP, IP, Routing, Wi-Fi, Ethernet, RF
Propagation, Application Models, Network Stack,
Simulation Kernel, Animator and Plot Engine

@ Licensed o8}

) Internet of Things

Features WSN, RPL and 6LoWPAN with MANET
routing. loT interfaces with Internetworks and
MANETs libraries

@ Licensed [68)]

G| 56 NR

Based on 3GPP 38 series standards. 5G NR
interfaces with Intermetworks library

a Licensed m

le3! Advanced Routing

Features VLAN, Multicast Routing: IGMP and PIM,
L3 Switch, ACL and NAT. Access these features
within the properties of Switches and Routers
available in C1

Current workspace: NetSim_13.1.19_64_std_default

Learn

Videos
Experiment Manual

@ Legacy Networks
Features Pure Aloha, Slotted Aloha, GSM and
CDMA. Legacy Networks run standalone and do
not interface with Internetworks library

@ Licensed [08]

J&l Cognitive Radio Networks

Based on 802.22 standard and interfaces with
Internetworks library

@ Licensed 8]

cii Satellite Comm. Networks

Features Geo stationary satellite, TDMA in Ku
Band and MF-TDMA in Ka Band per DVB S2
Interfaces with Intemetworks library

8 Licensed m

[ Software Defined Networks

Based on Openflow protocol. Access this feature
within the properties of all L3 devices. SDN
interfaces with all components except C2 and
1

c4  Mobile Adhoc Network

Features DSR, AODV, OLSR and ZRP routing
protocols, and multiple MANETs with bridge
nodes. MANETs interface with Internetworks
library

@ Licensed [08]

@] LTE/LTE-A

Based on 3GPP 36 series standards. LTE/LTE-A
interfaces with Internetworks library

@ Licensed 8]

addon Network Emulator

Connect real systems running live applications to
NetSim. Interfaces with all components except C2
and C7. Access this feature inside Application
properties.

Documentation

User Manual
Technology Libraries
Source Code Help
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8| Wireless Sensor Networks

Based on 802154 MAC/PHY interfaces with
MANETs library

@ Licensed [08]

@) Vehicular Adhoc Networks

Based on IEEE1609 Wave and IEEE802.11p with
MANET  routing. VANETs interface  with
Internetworks library and SUMO

@ Licensed 8]

Contact Us
Email - sales@tetcos.com
Phone - +91 767 605 4321

Website : wwiw.tetcos.com

Figure 9-5: In NetSim Home Screen |dentify the build of NetSim

Project Build Debug Test Analyze Tools

Extensions Window Help | Search (Ctrl+Q)

~ P Local Windows Debugger ~ | ¥a | & 5

b NetSim

automatically

= X
|2 LiveShare &7

Solution Explorer
co@dBle-s
Search Solution Explorer (Ctrl+;)
> [ ARP

%) BatteryModel

%) Cellular

[ Cliinterpretor

[%) CognitiveRadio

[ DSR

[%) DTDMA

%] Ethernet

%] FastEmulation

%] Firewall

%] IEEE1609

%] IEEEB02_11

B 1P

) LTENR

%] Medium

%) Mobility

%) OSPF

) P2p

%] Routing

) RPL

) RTP

%] Satellite

%) SDN

] SupportFunction

[ TCP

Properties

TCP Project Properties

L2

(Name) TCP

(Name)
Specifies the project name.

Figure 9-6: Based on the build of NetSim select x64 in Visual studio

8 ® | p=

Solution Explorer |

A Add to Source Control ~ &

3. Now rebuild the network by right clicking on the project header and selecting Rebuild creates

a DIl file in the bin folder of NetSim’s current workspace path.

< C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64> for 64-bit

which contains your modifications. If build is successful a message similar to the following will

be displayed in the output window as shown below.
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Qutput
Show output from: Build - & = § Eo |

1>Congestion.obj : warning LNK4875: ignoring */EDITANDCONTINUE® due to °/INCREMENTAL:NO* specification
1> Creating library ..\..\..\bin_x64\TCP.lib and object ..\..\..\bin_x64\TCP.exp
1>Generating code

1>Finished generating code

1>1ist.1ib(List.obj) : warning LNK4899: PDB '' was not found with 'list.lib(List.obj)’ or at ''; linking object as if no debug info

1>TCP.1ib(TCPLib.obj) : warning LMK4899: PDB "TCPLib.pdb’ was not found with *TCP.1lib(TCPLib.obj)' or at 'C:\Users\MNavya\Documents\NetSim\Workspaces
\NetSim 13.1.19 64 std default\bin_x64\TCPLib.pdb'; linking object as if no debug info

1>TCP.vexproj -> C:\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19_64 std_default\bin_x64\TCP.d1ll

1>Done building project "TCP.wecxproj™.

========== Rebuild All: 1 succeeded, @ failed, @ skipped ==========

Figure 9-7: Build is successful a message similar to the following will be displayed in the output window
9.1.3 Running Simulation

1. After rebuilding the code, user can run the simulation via GUI (Please refer section 3). In this
case, user can create a scenario in any network which involves TCP protocol. Running the

simulation with the custom DLL will initially display a warning message as shown below.

| B C\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19_64_std_default\bin_x64\NetSimCore.exe - O X

Today's date is
Binary build date Now 41"

will first check for node lock licenses.
If not available, it 1 then check for floating/cloud licenses
MNetSim Licens nager Start. Checking for lic s available (this may take upto 2 min) -
Mo license for product (-1)

MetSim License Manager Start. Checking for licenses available (this may take upto 2 min) -

License Manag put. Product>Edit j_ver>Min_ver>Lic_type>Components>

Detected a change in following:
1ibTCP._d11
This me

*

Figure 9-8: Modified Project display a DLL warning message to NetSim Console
2. The warning message lists the DIl files which have been modified in the bin folder (bin\bin_x64
for 64-bit) of NetSim’s current workspace path. After pressing any key, the statement “Source
is modified” will be printed to console as shown below.
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3. Press any key to proceed with the simulation.

B C:\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19
Output. Product>Editi j

1>rIm_hw>111111111110

R KRR R R R R

Detected a change in following:

1ibTCP.d11

This message is normally shown if users link their own code to NetSim.

FRRERRRER R R R

y to continue....

tack loaded from path- C:\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.

avya\AppData\Local\Temp\NetSim/std 13.1//log directory. Error number 17

ading complete

validation complete

Protocol binaries loaded

Metrics variables initialized

Source is Modified

Figure 9-9: Printf Statement written to console

AppData\Local\
pData\Local\Temp\NetSim\std_

64_std_default\bin_x64\NetSimCore.exe

>Min_ver>Lic_type>Components>

im/std_13.1/\* pcap"

19_64_std_default\bin_x64/N

© TETCOS LLP. All rights reserved

4. The warning message will not be displayed if no DII's are modified in the bin folder of current
workspace path (bin\bin_x64 for 64-bit).

9.1.4 Source Code Dependencies

The following are the list of projects that are part of NetSim source codes present in

<NetSim_lInstall_Directory>/src/Simulation directory and their dependencies:

PROJECT DEPENDENCY

Ver 13.1

Application
Cellular
CLlInterpertor
Cognitive Radio
Ethernet
IEEE802_11
OSPF
Routing
RPL
ZigBee
ZRP
Aloha
AODV
ARP’
Battery Model
CSMACD
DSR
Firewall
IEEE1609
IP
LTE NR
Mobility
P2P
SDN
Support Function
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Firewall
Battery Model
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IP

IP

Battery Model
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TCP -
Token BR -
UDP -
UWAN
DTDMA -
TDMA -
Satellite Comm. Networks -
Table 9-1: Source Code Dependencies

For E.g.: To perform modifications to Application Project, IP folder will also be required in addition

to lib folder, Include folder and NetSim.sIn file.
9.1.5 Enabling Additional Security Checks

SDL - Security Development Lifecycle checks adds recommended Security Development
Lifecycle. These checks include extra security-relevant warnings as errors, and additional secure
code-generation features.

Isdl enables a superset of the baseline security checks provided by /GS and overrides /GS-. By
default, /sdl is off. /sdl- disables the additional security checks.

Application Property Pages 7 *
Configuration:  Active(Debug) <! Platform: x84 ~ | Configuration Manager..
4 Configuration Properties Additional Include Directori AInclude
General Additional Fusing Directories
Advanced Debug Information Format Program Database for Edit And Continue {/Z1)
Debugging Support Just My Code Debugging Yes [/IMC)
VCe+ Directories Commeon Language RunTime Support
4 C/C+s Consume Windows Runtime Extension
General Suppress Startup Banner Yes (/nologo)
OptenEting Warning Level Level2 YW3)
Preprocessar Treat Warnings As Errors N (/WX-)

Code Generation
Language
Precompiled Headers
Output Files
Browse Information
Advanced
All Options
Command Line

B Linker

b Manifest Tool

b XML Document Generator,

Warning Versicn
Diagnostics Format Column Info {/diagnestics:column)
SDL checks v|

Multi-processor Compilation

b Browse Information
b Build Events

b Customn Build Step
b Code Analysis SDI checks

Additional Security Development Lifecycle (SDL) recommended checks; includes enabling additional secure code
- 3 | | generation features and enables extra security-relevant wamnings as errors.  (/sdl, /sdl-)

Cancel Apply
Figure 9-10: Enabling Additional Security Checks application properties window

If SDL checks is enabled (/sdl), following warnings will be treated as errors:

Equivalent
command-line Description
switch

Warning

enabled by /sdl

A unary minus operator was applied to an unsigned type, resulting

C4146 Iwed146 . .
in an unsigned result.

C4308 Jwed308 A negatlv_e mtegrallconstant converted to unsigned type, resulting
in a possibly meaningless result.

C4532 \wed532 Use of cor)tlnue, bregk or ggto keywords in a ._f|r.1ally/f|nally block
has undefined behavior during abnormal termination.

C4533 /wed533 Code initializing a variable will not be executed.

C4700 /wed700 Use of an uninitialized local variable.

C4703 /wed703 Use of a potentially uninitialized local pointer variable.
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C4789 Iwed789 Buffer overrun when specific C run-time (CRT) functions are used.
C4995 /wed995 Use of a function marked with pragma deprecated.
C4996 /we4996 Use of a function marked as deprecated.

Table 9-2: SDL Warnings Messages
Reference: https://docs.microsoft.com/en-us/cpp/build/reference/sdl-enable-additional-security-

checks?view=vs-2019

9.2 Implementing your code - Examples

9.2.1 Hello World Program
Objective: Print Hello World from TCP protocol.

Implementation: Add fprintf (stderr, “<MESSAGE>") statement inside the source code of TCP

as shown below to print “Hello World” when custom built dll is executing.

fprintf(stderr, "\nHello World\n");

_getch();
m File Edit View Git Project Build Debug Test Analyze Tools FExtensions Window Help Search (Ctrl+Q) P NetSim — O X
-0 - | B W | - v| Release ~ x64 ~ P Local Windows Debugger ~ ‘ a ‘ = | ‘ | = & Live Share &7

§ S Solution Explorer > B x
; -] (Global Scape) | @ fn_Netsim_TCP_Init(stru_NetSim_Networ + 4 @8 b-sIB o F
% E/** Search Solution Explorer (Ctrl+;) ,0 -
: This function initializes the TCP parameters. b [l SDN -
8 */ b [%] SupportFunction
é’ _declspec (dllexport) int fn_NetSim_TCP_Init(struct stru_NetSim_Network “ ;"- T:PRf
.
*NETWORK_Formal, ererences ,
. P = Extenal Dependencies
) NetSim_EVENTDETAILS b .
*pstruEventDetails_Formal, b CUBICC
char *pszAppPath_Formal, 3 DelayedAck.c
char *pszWritePath_Formal, 3 RTO.C
int nVersion_Type, b SACK.c
void **fnPointer) b TCB.c
> [ TCBh
fprintf(stderr, "\nHello World\n"); : I‘é‘;i
getch(); e
- 3 TCP_Applicationlnterface.c
+ £n NetSim TCP Init F(NETWORK F 1 [EEIENLES Solution Explorer [REEDNSTlel
return fn_NetSim ni ormal,
pstruEventDetails_Formal, Properties > X
pszAppPath_Formal, TCPc File Properties -
pszWritePath_Formal, g, ‘ Y
ﬂVEFSiO”—Type' - Content False .
® No issues found Ln: 92 Ch:1 TABS CRLF c o

4 Add to Source Conirol «

Figure 9-11: Hello World Printf Statement added in TCP Project

Build DLL as explained in Section 9.1.3 and run the simulation, you can see the following output

on the console.
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B | C\Users\Navya'\Documents\NetSim\Workspaces\NetSim_13.1.19_64_std_default\bin_x64\NetSimCore.exe — [} K

roduct>Edition>Maj_ver>Min_ver>Lic_type>Components>
rim_hw>111111111116>100

Detected a change in following:
1ibTCP.d11
This message is normally shown if users link their own code to NetSim.
3k ok kR R ok RO kR ROk R Rk K
Press any key to continue....
[¢ tworkStack loaded from path- C:\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19 64 std_default\bin_x64/Netw
orkStack.d11

3 % %

NetSim start

Network Stack loaded

Error in creating C:\Users\Navya\AppData\Local\Temp\NetSim/std_13.1//log directory. Error number 17
Initializing simulation

Config file reading complete

License re-validation complete

Protocol binaries loaded

Executing command DEL "C:\Users\Navya\AppData\Local\Temp\MNetSim/std 13.1/\*.pcap"
Could Not Find C s\Navya\AppData\Local\Temp\NetSim\std_13.1\*.pcap

Emulation is disabled

Stack variables initialized

Could Not Find er ya\AppData\Local\Temp\NetSim\std_13.1\Plot_*

Metrics variables initialized

Hello World

Figure 9-12: Hello World Statement written to console

Press enter then simulation will continue.

9.2.2 Introducing Node Failure in MANET

Objective: Node failure using MANET-DSR using Device Id.
Implementation: Identify the Device ID of the particular node to be failed.

Step 1: Create a file with the name NodeFailure.txt inside the bin folder of NetSim’s current

workspace path
<C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64> for 64-bit.

The file will contain two columns: one being the Node ID of the device to be failed and other being

the failure time (in microseconds).

For example, to fail Node Id 2 from10t" sec onwards and fail Node Id 1 from 90" sec onwards, the

NodeFailure.txt file will be as follows Figure 9-14.

File Edit | Format | View Help

Mode Id Failure Time

1 S@peeag

2 lepeesag

Figure 9-13: NodeFailure.txt file

Step 2: Go to DSR.c in DSR protocol.
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Step 3: The function fn_NetSim_DSR _Init() will execute before the protocol execution starts. So,
in this function, we will read the NodeFailure.txt and save information regarding which nodes will

fail at which time. Add the following code inside the specified function.
int i;
FILE *fp1;
char *pszFilepath;
char pszConfiglnput[1000];
pszFilepath = fnpAllocateMemory(36,sizeof(char)*50);
strcpy(pszFilepath,pszAppPath);
strcat(pszFilepath,"/NodeFailure.txt");

fp1 = fopen(pszFilepath,"r");

i=0;
if(fp1)
{
while(fgets(pszConfiglnput,500,fp1)!= NULL)
{
sscanf(pszConfiginput,"%d  %d",&NodeArrayl[i],&TimeArray][i]);
i+=1,
}
fclose(fp1);
}

Step 4: The fn_NetSim_DSR_Run() is the main function to handle all the protocol functionalities.

So, add the following code to the function at the start.
int i,nFlag=1;
if(nFlag)
{
for(i=0;i<100;i++)
if((pstruEventDetails->nDeviceld== NodeArray[i]) &&

(pstruEventDetails->dEventTime >= TimeArray]i]))
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{
pstruEventDetails->ninterfaceld = 0O;
pstruEventDetails->pPacket=NULL;
return O;

}

}
Step 5: Add the following code inside DSR.h header file.

//Node failure model
int NodeArray[200];
int TimeArray[200];
Step 6: Build DLL as explained in Section 9.1.3.

Step 7: Create a scenario in MANET with DSR Protocol. where data packets should be travelling
from source to destination through the mentioned node in NodeFailure.txt file. For that user can
increase the pathloss exponent value and the distance among the nodes. User can utilize Packet
Animation to check the node failure (i.e. no packets are forwarded by failed nodes) after the

mentioned time.

9.3 Debugging your code

This section is helpful to debug the code which user has written. To write your own code please

refer Section 9.1.2.
9.3.1 Via GUI
Debugging your code via GUI there are two methods available.

= Using _getch()
= Using Environment Variables (NETSIM_BREAK)

9.3.1.1 Using _getch()

Step 1: Perform the required modification of the protocol source code and add _getch() (used to
hold the program execution until the user enters a character) statement inside init function of the
modified protocol. For example, take DSR protocol and add the following lines of code in the init

function as shown in the below screenshot Figure 9-15.

fprintf(stderr, "\nAttach to Process now\n");
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_getch();

n File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) P NetSim 0 — O X

o - B-2 @ 9 - ~ | Release -~ x64 - P Local Windows Debugger ~ | ia, | [€] <@ ¥ =

| = £ Live Share -3

W osRe = x Sl ~ & Solution Explorer
; % DSR | (Global Scope) - -+ a8 o-saB®| o
i 29 S R ; .
% o oyxx Search Solution Explorer (Ctrl+;) P
~ 31 DSR Init function initializes the DSR parameters. b [l Aloha
g 32 =/ b % AoDv
=3 " -
g 33 _declspec(dllexport) int fn_NetSim_DSR_Init(struct il ° G Application
g i b [ ARP
35 —8 b [# BatteryModel
36 b [%] Cellular
3 b [l Cliinterpretor
38 =
- B b [ CognitiveRadio
4 [% DSR
fprintf(stderr, "\nAttach to Process now\n"); =
. P =m References
11 _getch(); .
a2 b External Dependencies
a3 return fn_NetSim DSR Init F » > [ CheckRouteFound.c
(NETWORK_Formal, pstruEve Formal,pszAppPath F b [ DSRc
3 b [ DSRh
=/ %* b [ MaintBuffer.c
This is the DSR configure function. b ™ Nonag ar A
x/[ Solution Explorer [REEIESellelig
=_declspec(dllexport) int fn_NetSim_DSR_Configure(void** var) -0 x
return fn_NetSim_DSR_Configure_F(var);
¥
o ywx
@ No issues found Ln:47 Ch:3  TABS  CRLF

Figure 9-14: Added Two line of Code in DSR protocol
Step 2: Build the DSR protocol as explained in Section 9.1.3. Do not close Visual Studio.

Step 3: In NetSim, create a network scenario where the protocol is being used and start the
simulation. In the console window user would get a warning message shown in the below
screenshot Figure 9-16 and the simulation will pause for user input (because of _getch() added

in the init function)

| W7 CA\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19_64_std_default\bin_x64\NetSimCore.exe - O X

cense Manager Output. Product>Edition>Maj vers: omponents> ~|

| std_default\bin_x6.

log direc Error number 17

.pcap”

Figure 9-15: Attach to Process Statement written to console

Step 4: In Visual Studio, put break point inside the source code where you want to debug.

Step 5: Go to “Debug—>Attach to Process” in Visual studio as shown and attach to

NetSimCore.exe.
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Dc File Edit View Project Build [ Debug | Test Analyze Tools Extensions Window Help  Search (Ctrl-0) P NetSim @ - O %
5 . Wind » 3
‘e - ‘ﬁ-a Hd‘l"?' - hcon ugger-‘p ‘@;;g&. ‘ - & LiveShare 5
Graphics ,
P
% P Start Debugging F5 ~ & jolution Explorer @
8 5 FS = - o
g b S ColFs -| @ tn_etSim_DSR nit(stru_NetSim_Network * NETWORK_Forn ~| 4= @ o-5 @
5 =
5 @ Performance Profiler... Alt+F2 earch Solution Explarer (Ctrl+;) P
i
" B/ @ Relaunch Performance Profiler Shift+ Alt=F2 J|> [ Application -
o e .
2 Z D3R Init function i@ Attach to Process Ctrl Alt+P o) mave
3 / 3 BatteryModel
E 33 _declspec(dllexport) Other Debug Targets * |k *NETWORK_Formal, b EEHU:’
32 uEventDeteils_Formal,
i ¥ Steplnto F11 - b [l Cliinterpretor
- A Step Over Fi0 b [ CognitiveRadio
- 4 [l DSR
noe Toggle Breakpoint ] » =m References
3 { New Breakpoint o b 15 External Dependencies
48 fP"i”t‘gsme"B " @ Delete All Breakpoints Ctrl+Shift+F9 b [A CheckRouteFound.c
4 _getch(); .
] b [ DSRc
® 2 return fn_hetsin (AR EEek PO a1,pszAppPath_Formal,pszWritePath_Formal,nVersion_Type, fnPointer); > ISR
5
j; r/} 1 Options.. b & MaintBuffer.c
e Thic ic the DSR consi #° Application Debug Properties b [ Network_Layer Ack.c
P . b R Packefprocesing
27 E_declspec(dllexport) int fn_NetSim_DSR_Configure(veid** var)
48 {
49 return fn_NetSim_DSR_Configure_F(var);
58 b -
@ No issues found 4 » Ln: 41 Ch: 11 Col: 14 TABS CRLF o= o, "
=
Output

Figure 9-16: Debug > Attach to Process in Visual studio

Attach to Process ? X

Connection type: Default w

Connection target: DESKTOP-100732 ~ Find...

Connection type information

The default connection lets you select processes on this computer or a remote computer running the Visual Studio Remote
Debugger (MSVSMOMN.EXE).

Attach to: Automatic: Native code Select...

Available processes

o~

Filter processes

Figure 9-17: Select NetSimCore.exe in Attach to Process Window

Process 1D Title Type User Name Session ™
NetSim.exe 2544 Managed (.. OFFICESERVERZ214\.. 1

; NetSimCore.exe CAUsers\Mavya\Documents\NetSim\Works... OFFICESERVER214N... 1
MNetSimSimulation.e... 10460 Mobile_Adhoc_Metworks. Workspace Mam... x84 OFFICESERVER214\... 1
nierserver.exe 9940 Managed (v.. OFFICESERVER214\... 1
notepad.exe 9024 *Untitled - Notepad x64 OFFICESERVERZ214\... 1
OneDrive.exe 9324 x64 OFFICESERVER214\... 1
PerfWatson2.exe 1504 Managed (v.. OFFICESERVER214\... 1
RuntimeBroker.exe 1332 Microsoft.ZuneVideo_10.21092.10731.0_x6.. xb4 OFFICESERVERZ214M... 1
RuntimeBroker.exe 9480 Microsoft.Windows.Photos_2021.21090.100.. x64 OFFICESERVERZ214\,... 1 v

[]show processes from all users Refresh

Click on Attach. Press enter in the command window. Then control goes to the project and stops
at the break point in the source code as shown below Figure 9-19. All debugging options like step
over (F10), step into (F11), step out (Shift + F11), continue (F5) are available.
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4] NetSim (Debugging) - Microsoft Visual Studia (Administrator) X | &  Quick Lounch (Ctrl-Q)
File Edit View Project Build Debug Team Toels Test Analyze Window Help
i |G- 2-<-| b Continue ~| 1 _E om0 v ot | i || A .
¢ Process: | [6776] NetSimCore.exe = Lifecycle Events - Thread: [8284] Main Thread - Stack Frame: fn_NetSim_DSR_Init -
DSRc + X Solution Explorer
[ DSR - (Global Scope) = @ fn_NetSim_DSR_Init(stru_NetSim_Metwork * NETWORK_Fc ~ @ A - ‘ B-S
23 =
- = cearch Soluti Ctrles)
29 T Search Solution Explorer (Ctrl+:)
38 ——- T3] Solution 'NetSim' (1 projec
31 5 ction initializes the parameters.
o DSR Init function initializes the DSR parameter e . DSR
33 _declspec{dllexport) int fn_NetSim_DSR_Init{struc b =B References
34 Net5is b Iz Bxternal Dependenc
35 char b € CheckRouteFound.c
36 char b c DSRc
3’ m?u 3 DSR.h
- o b C MaintBuffer.c
48 fprintf(stderr, "\nittach to process now\n"); b€ Network Layer_Ack
a1 _geteh(); b € PacketProcessing.c
o a2 | return fn_NetSim DSR_Init F(NETWORK Formal,pstruEventDetails Formal,pszAppPath_Formal,pszHritePath_Formal,nVersion_Type,fnPointer); P € RouteCache.c
’:5 b P C ReuteError.c
- AN . . B . b € RouteReply.c
45 This is the DSR configure function.
ac = b € RouteRequest.c
7 _declspec(dllexport) int fn_NetSim_DSR_Configure(void#* var) b € SendBufferc
a8 { b C SourceRoute.c
a3 return fn_NetSim DSR_Configure F(var);

Figure 9-18: Control goes to the project and stops at the break point in the source code
After execution of the function, the control goes back to NetSim and then comes back to the

custom code the next time the function is called in the simulation.

To stop debugging and continue execution, press Shift+F5 (key). This then gives the control back
to NetSim, for normal execution to continue.

9.3.1.2 Using Environment Variable

This section is helpful to Debug Using Environment Variable (NETSIM_BREAK). To set

Environment variable follow the steps as shown.

Note: Setting NETSIM_BREAK Environment Variable will cause the simulation to slow down and it is

recommended to remove this Environment Variables after debugging the simulation
Step 1: Right click on My Computer\ This PC and select Properties.
Step 2: Go to Advanced System setting > Advanced Tab - Environment Variables option

Step 3: Click New in System variables. Type “NETSIM_BREAK” as Variable name and any
positive integer as variable value (e.g., 2). Click OK. The value of the variable is the event ID at
which you want NetSim Simulation to break. In this example we have set the value to 2, which

means that the simulation will break at the previous event.

Note: After adding NETSIM_BREAK in environment variable, user should restart the computer

otherwise it won't affect the simulation.
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Environment Variables

User variables for TETCOS_PC

Variable
OneDrive
Path
SUMO_HOME
TEMP

TMP

Value

CA\Users\TETCOS_PC\Onelrive
C\Users\TETCOS_PC\AppDatatLocal\Microseft\WindowsApps: Ch...
Cihsumo-0.32.00

C\Users\TETCOS_PC\AppData\Local\Temp
C\Users\TETCOS_PC\AppData\Local\Temp

Systern variables

MNew... Edit... Delete

Variable

CombSpec

DriverData
NUMBER_OF_PROCESSCRS
as

Path

PATHEXT

PROCESSOR ARCHITECTURE

Value

CAWINDOWS\systemn32\cmd.exe
CAWindows\Systermn32\Drivers\DriverData

4

Windows_NT

CA\ProgramData\Oracle'Java\javapath; CAWINDOWS, system32: C:..
COM;.EXE;.BAT;,.CMD; VBS; VBE;.JS; JSE;. WSF: WSH;. MSC

AMDE4

Edit... Delete

oK Cancel

Figure 9-19: Environment Variable Window

New Systemn Variable

Variable name: | METSIM_BREAK
Variable value: | 2]
Browse Directory... Browse File...

Figure 9-20: Add Variable name and Variable Value in New in System Variable

Step 4: Open NetSim and then open the source codes. Please refer Section 4.13 “How does a

user open and modify source codes”

Step 5: Create a network scenario in

for more information.

NetSim (Internetworks or any other networks)

Wired_MNode_1

Appl_CER i
Wired|MNaode_ 2

Figure 9-21: Network Topology

Step 6: In this example we are placing a break point in TCP source code and thus TCP should

be select in Application properties window.
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Step 7: Enable Event trace option and run the simulation.

Simulation will break at event ID 1 as we have set the environment variable to 2 as shown below.

Event Id=1

Figure 9-22: Simulation will break at event ID 1

Here NetSim breakpoint has been triggered.

Step 8: Inside Solution Explorer pane in Visual Studio, double click on TCP project. Then open
TCP.c file by double clicking on it. Using the drop down list of functions that are part of the current
file, choose fn_NetSim_TCP_Run().

Step 9: In Visual Studio, Set the breakpoint in the code by clicking on the grey area on the left of

the line or by right clicking on the line and selecting Breakpoint->Insert Breakpoint.

"ﬂl MNetSim - Microsoft Visual Studio (Administrator)
File  Edit View Project Build Debug Team  Tools Test Analyze  Window  Help
2 A - T - = | Debug ~| x84 = P Local Windows Debuc

TCP.c & X NAS.c LTE_Phy.c

& TCP = (Global Scope)
39 tic int fn_Net5im_TCP_HandleTransportOut();

tic int fn_NetSim_TCP_HandleTransportIn();

tic int fn_NetSim_TCP_HandleTimer();

tic void handle_time_wait_timeout();

¥oqoa] Jaiojdxg saaeg

This function is called by MetworkStack.dll, whenever the event gets trigge
inside the NetworkStack.dll for the Transport layer TCP protocol
47 It includes TRAMSPORT_QUT,TRAMSPORT_IM and TIMER_EVENT.

=

49 - _declspec (dllexport) int fn_MetSim_TCP_Run()
[ ] 5e {
51 - switch (pstruEventDetails-»nEventType)
52 i
53 case TRANSPORT_OUT_EWENT:
54 return fn_MNetSim TCP_HandleTransportOut();
55 break;
56 case TRAMSPORT_IM_EVEMNT:
57 return fn_NetSim_TCP_HandleTransportIn();
58 break;
59 case TIMER_EWEMT:
90 %% -

Figure 9-23: Added Break point in line number 50
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Step 10: Go to “Debug—>Attach to Process” in Visual studio as shown Figure 9-24 and select

NetSimCore.exe from the list of processes displayed.

2] NetSim - Microsoft Visual Studio (Administrator)

File Edit View Project Build

©-0[@ -2 M

Sy

Output

Show output from:

ErrorList [[elLtang

Static int f_liets
static int fn_llets
static dnt fn_Niets
static void handle &

This function is ¢
inside the Networ}
It includes TRANSE °
=/

=_declspec (dllexpd
<
switch (pstruf
8
case TRANSPOR]
case TRarspor] &
return fn

bresk;
case TIHER_EVENT:

Debug | Team Tools Test Anahze Window Help

Ln4d9 Cold6 Chds

Figure 9-24.

Windows » hdows Debugger + | 51 _ % 4 - |
— Graphics »
P startDebugging =) <[ ® fn_NetSim_TCP_Rung)
P Start Without Debugging Ctrl+F5
B Performance Profiler... AltsF2
#  Attach to Process... Ctrl+Alt+P
Other Debug Targets »
Profiler > lets trigeered
Step Into Fil
3 StepOver F10
Toggle Breakpoint 9
New Breakpoint ’
Delete All Breakpoints CrlShift+F3
return £ (5 Disable All Breakpoints
Options.
AODV Properties...

INS

P - & x

soniyakandala ~

Quick Launch (Ctri+Q)

S GE-|o-5dB| ok

Search Solution Explorer (Ctrl+;) P
Routing -
[l RPL
[l SDN
[ SupportFunction
& Tcp
8 References
& External Dependencies
Congestion.c

Vv v

CUBIC.c
Delayedick.c
RTO.c
SACK.c
TBe
TCB.h
c Tere

aAnnnnn

b
3

3

3

3

3

3

b

3

3

> B TCPh

b C TCP_Applicationinterface.c
b c TCP Connection.c

b C TCP Enum.c
b B TCP_Enumh
b R TCP_Headerh

b C TCPIncoming.c

b C TCP Networkinterface.c

b C TCP_Outgoing.c

b C TCP Packetc

b C TCPSocketc

b C oTCP Teste

b C WindowScale.c

P %] Token BR hd
Solution Explorer [FETTI

a

A Add to Source Control «

Debug > Attach to Process in Visual studio

Attach to Process

Connection type:

Default

Connection target:

DESKTOP-LC53CTS

~ Find...

(MSVSMON.EXE).

Connection type information

The default connection lets you select processes on this computer or a remote computer running the Visual Studio Remote Debugger

Attach to:

Automatic: Mative code

Select...

Available processes

Filter processes

Process

MetSimSimulation.exe
OpenWith.exe
PerfWatsonZ.exe
RuntimeBroker.exe
RuntimeBroker.exe
RuntimeBroker.exe

RuntimeBroker.exe

PumbirneRral-ar cve

1D Title

etSim Pro\bin\NetSimCore.

C\Program Fil
MetSim - Internetworks

Microsoft. WindowsFeedbackHub_1.1712.1141.0...
Microsoft.Windows. ContentDeliveryManager_1...
Microsoft. Windows.Photos_2018.18051.18420.0._....
Microsoft.LockApp_10.0.17134.1_neutral_cw3n...

Type

Managed (v4....

xB4
164
164

x4
R

User Mame Session

DESKTOP-LCS3CTSN...
DESKTOP-LC53CTSN...
DESKTOP-LCS3CTSN...
DESKTOP-LC33CTSN...
DESKTOP-LCS3CTSN...
DESKTOP-LC33CTSN...
DESKTOP-LCS3CTSN...
DESKTOP-LC53CTSN...
DESKTOP-LC33CTSN..

MECKTAD.| MR TC

[ —

[ 5how processes from all users

Refresh

Cancel

Figure 9-25: Select NetSimCore.exe in Attach to Process Window

Click on Attach. Press any key in the command window to continue the process.

Step 11: Now we need to enter next event ID to break.
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B CAProgram Files\NetSim Pro\bin\MetSimCore.exe

Figure 9-26: Enter next event ID to break
Then control goes to the project and stops at the break point in the source code (NetSim will break
wherever user has set the breakpoint) as shown below Figure 9-27. All debugging options like

step over (F10), step into (F11), step out (Shift + F11), continue (F5) are available.

’il NetSim (Debugging) - Microsoft Visual Studio (Administrator) X & | Quick Launch (Ctrl+Q) P - B x

File Edit View Project Build Debug Team Tools Test Analyze Window  Help ThoMa5 SaNthosH -

- A R P Continue - | 57 % 1l m > b | g oinE| =N -

= Process: [13080] NetSimCore.exe - Lifecycle Events = Thread: [4088] Main Thread - v ;

TCPc & 4 X TCP.hs X v &

B TCP - (Global Scope) - @ fn_MNetSim_TCP_Run() = g
13 + iy
an 3/ B
45 This function is called by NetworkStack.dll, whenever the event gets triggered I i
46 inside the NetworkStack.dll for the Transport layer TCP protocol = %
a7 It includes TRANSPORT_OUT,TRANSPORT_IN and TIMER_EVENT. g
48 */ g
49 —|_declspec (dllexport) int fn_NetSim_TCP_Run()

(] {

=

] switch (pstrukEventDetails->nEventType)
{
case TRANSPORT_OUT_EVENT:
return fn_NetSim_TCP_HandleTransportOut();

3=

(SIS, IV BV BV, BV, RV
B

5 break;
6 case TRANSPORT_IMN_EVENT: -
133% |4 5 : ) »
T ST
Name Value Type New~ | X | @ & | @ G | = = | Show Columns~ "
Mame Labels  Condition  Hit Count
-[|@ TCP.g, line 50 break always (currently 1)
LGN [ocals Watch 1 Call Stack JEEElSladlil Exception Setti.. Command Win... Immediate Win.. Output
[] Read Ln 50 Col1 Ch1 INS Add to Source Control =

Figure 9-27: Control goes to the project and stops at the break point in the source code.
After execution of the function, the control goes back to NetSim and then comes back to the

custom code the next time the function is called in the simulation. To stop debugging and continue
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execution, press Shift+F5 (key). This then gives the control back to NetSim, for normal execution
to continue.

If NETSIM_BREAK environment variable is set, NetSim event trace file additionally logs the file

name and line number of the source code where the event was added as shown below:

H - B TABLE TOOLS
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS TEAM DESIGM Sign in
-&D ,};\ Calibri B P = _ = ’?/v E—f General . E@CnrmlitinrlalFnrmattingv Insert - Z - %Y H]
Eg - GFnrmata;TahIE' Delete ~ - .
Pajte ~ B I U- . &~ A ===+ R SRR GCE” Styles = EI Format = ¢~ ?ﬁ:ﬂ&.{ ;Tei&
Clipboard Font M Alignment ] Number ] Styles Cells Editing -
o1 - fr || File_Name v
H | J K L M N 0 P -
1 |Packet_Id| ~ [Segment_Id| v | Protocol_Name| ¥ |Subevent_Type| v | Packet_Size(Bytes)| = |Prev_Event_Id| v |Line_Mo| ~ |File_Name hd
2 0 0 1PV4 IP_INIT_TABLE 0 0 1270 IP.c
3 0 0/1Pv4 IP_INIT_TABLE 0 0 1270 IP.c
4 0 0 1PV4 IP_INIT_TABLE 0 0 1270 IP.c
5 0 0|ETHERNET ETH_IF_UP 0 0 623 libEthernet.c
6 0 0 ETHERNET ETH_IF_UP 0 0 623 libEthernet.c
7 0 0|ETHERMNET ETH_IF_UP 0 0 623 libEthernet.c
8 0 0 ETHERNET ETH_IF_UP 0 0 623 libEthernet.c
g 0 0 5 LINKUP 0 0 123 Link.c
10 0 0 5 LINKUP 0 0 123 Link.c
11 1 0 APPLICATION 1460 0 133 Database_FTP_Custom.c
12 1 0 APPLICATION 0 1460 8 241 Application.c
13 1 0 TCP 4] 1460 13 101 Application.c
14 |TCP_SYN 0 IPV4 0 24 14 58 TCP_Networkinterface.c
15 0 0|ETHERMNET 0 44 16 104 ReadArpTable.c
16 [TCP_SYN 0 ETHERNET 0 70 18 49 Ethernet_Mac.c
17 [TCP_SYN 0 ETHERMNET o 70 19 98 Ethernet_Phy.c
18 |[TCP_SYN 0 ETHERNET 0 70 20 192 Ethernet_Phy.c
19 |TCP_SYN 0|IPv4 0 a4 21 203 Ethernet_Mac.c
20 |TCP_SYN 0 1PV4 0 24 22 446 IP.c
21 0 0|ETHERNET 0 44 23 104 ReadArpTable.c
22 |TCP_SYN 0 ETHERNET 0 70 24 49 Ethernet_Mac.c
23 |[TCP_SYN 0|ETHERNET 0 70 25 98 Ethernet_Phy.c
o [ R ——— a = ar PP TP h
Event Trace Pivot Table(Custom) n'i-) 4 3

READ FH [El LI
Figure 9-28: NetSim event trace file additionally added two columns the file name and line number of the
source code.

9.3.2 ViaCLI

Modify the DSR protocol and build the code. Create a scenario on MANET then follow the below
steps.

Step 1: Open the Command prompt. Press “windows+R” and type “cmd”.
Step 2: To run the NetSim via CLI copy the path where “NetSimCore.exe” is present.
>cd <apppath>

>NetSimCore.exe<space>-apppath<space><apppath><space>-

iopath<space><iopath><space>-license<space>5053@<ServerlP Address><space> -d

Step 3: Type the following command.

Ver 13.1 Page 210 of 300



© TETCOS LLP. All rights reserved

C\Windows\System32\cmd.exe — O X

default\bin
-iopath "

Figure 9-29: Run the NetSim via CLI Mode use the following Command.
Press enter, now you can see the following screen.

Select C\Windows\System32\cmd.exe - NetSimCore.exe -apppath "C\Users\MNavya'\Documents\NetSim\Workspaces\NetSim_13.1.19_64_st... — O X

kspac 1 13.1. £ fa i e.exe -apppath
.19_64_std_default\bin_: lawy ppData

Breakpoint is set...
Enter the event id where you want to break:

Figure 9-30: Enter the Event ID
Step 4: Open the Project in Visual Studio and put break point inside the source code.

Step 5: Go to “Debug—>Attach to Process”.

D File Edit View Project Build | Debug | Test Anayze Tools Extensions Window Help  Search (Cul+O) P Netsi
s o Wind, v 2 o o
0 - iy - €+ ndews gger - | e | & - =% | -
Graphics v
g IEEEB02_11.c & MATLAS_Interiacdll G, =
o EDSRH b Start Without Debugging CtrieFs [cope)
B b {#@ Performance Profiler. Alt+F2
= 1
2 @ Relsunch Performance Profiler Shift=Alt+F2
int fn_NetSim DSR
g fnt foliessin DoR Attach to Process. Ctrls Alt-P
E int fn_NetSim DSR ¢ Other Debug Targets »
int Fn Netein
int o Netsin DSR.M] | Step Into -
7 Step Over F10
- Toggle Breakpoint [
DSR Init function i  NewBreakpoint »
' & Delete All Breakpoints
_declspec(dllexport) or
& Disable All Breakpoints o
£} Options. .
po1,
A AODV Debug Properties
= Votd ==
{
fprint "\nAttach to Process now\n");
_geteh();
return fn_Netsim DSR_Init F(NETWORK Formal 1,pszAppPath | Jpsz 1,nve
H

This is the DSR configure function.

ww% - e0 w1 € o

Figure 9-31: Debug > Attach to Process

Attach to NetSimCore.exe.
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Attach to Process T X
Connection type: Default -
Connection target: DESKTOP-100732 ~ Find.

Connection type information
The default connection lets you select processes on this computer or a remote computer running the Visual Studio Remote Debugger
(MSVSMOM.EXE).

Attach to: Automatic: Native code Select...

Available processes

Filter processes P~
Process D Title Type User Mame Session A
MetSim.exe 14000 NetSim Home x86 OFFICESERVERZTA\M... 1
OFFICESERVER214\M... 1
OneDrive.exe 9768 x86 OFFICESERVERZTA\M... 1
PerfWatsonZ.exe 2720 Managed (v4.... OFFICESERVERZIAM... 1
RuntimeBroker.exe 5644 Microsoft.Windows.Photos_2020.20120.4004.0.x... x64 OFFICESERVER21A\M... 1
RuntimeBroker.exe 8744 Microsoft.YourPhone_1.21022.202.0 x64_8weky... x64 OFFICESERVERZTA\M... 1
RuntimeBroker.exe 9084 Microsoft. Windows.ShellExperienceHost_10.0.1... x84 OFFICESERVERZ14\M... 1
RuntimeBroker.exe 7996 x64 OFFICESERVERZTA\M... 1
RuntimeBroker.exe 8608 Microsoft.549981C3FSF10_2.2103.17603.0_x64_...  x64 OFFICESERVER214\M... 1
RuntimeBroker.exe 8336 Microsoft Windouws.Search_1.14.0.19041_neutral... x64 OFFICESERVERZTA\M... 1 .
[]Show processes from all users Refresh

=
Figure 9-32: Select NetSimCore.exe in Attach to Process Window

Click on Attach.
Step 6: Go to command prompt which is already opened in Step 3. Enter the Event Id.

Note: If you do not want to stop at any event you can specify 0 as event id.

apppath
Local\Tem

t to break:45

Figure 9-33: Enter the Event Id
Execution will stop at the specified event.

Select C\Windows\System32\cmd.exe - NetSimCore.exe -apppath "C\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19 64 st.. - O *

on Time ms Event Id=45

Figure 9-34: Execution stops at the specified event

Press enter then control goes to the project and stops at the break point in the source code as

shown below.
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File Edit View Project Build Debug Test Apalyze Tools Extensions Window Help Search (Ctrl+Q)

i~ Sl T M b Continue ~ | ia @ .51 m O[> ¥
Process: [14000] MetSimCore.exe - Lifecycle Events ~ Thread: [5640] Main Thread - Y Stack
[l DSR - (Global Scope)

25 int fn_Netsim DSR FresPacket F(NetSim_PACKET* packet);

26 int fn_NetSim DS cs_F(PMETRICSWRITER filename);

27

28

29

38 ] /**

31 DSR Init function initializes the DSR parameters.

32 */

33 _declspec(dllexport) int fn_NetSim_DSR_Init({struct stru_NetSim Network *NETWORK Formal,

34

35

3e

37

38 ]

39 {
o 48 fprintf(stderr, "attach");

41 getch()s

42 return fn_NetSim_DSR_Init_F(NETWORK_Formal,pstruEventDetails_Formal,pszAppPath_Formal,psz

43 }

44 o /**

45 This is the DSR configure function.

45 */

47 -_declspec(dllexport) int fn_NetSim DSR Configure(void** var)

48

49 return fn_NetSim DSR_Configure F(var);

58 ¥

51 =] /=

52

53 This is the DSR Run function which gets called by the IP layer for routing the data

Figure 9-35: Control goes to the project and stops at the break point in the source code
All debugging options like step over (F10), step into (F11), step out (Shift + F11), continue (F5)

are available.

After execution of the function, the control goes back to NetSim and then comes back to the

custom code the next time the function is called in the simulation.

To stop debugging press Shift+F5. This then gives the control back to NetSim, for normal

execution to continue.
9.3.3 Co-relating with Event Trace

To debug your own (custom) code, it is often helpful to know which section of the code (file name

& line number) generated the event under study. There are 2 ways to enable this feature.
Procedure 1

Step 1: Open configuration.netsim file and provide the file name, path and set status as Enable.
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E C:\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19_64 std_default\MANET\Configuration.netsim » - Sublime Text (UNREGISTERED) — O X

File Edit Selection Find View Goto Toals Project Preferences Help

4p Configuration.netsim

S="FALSE" />

NABLE" />

'MOBILITY™ OFFICE_COUNT="

_" FILE PATH="_"
\Navya\Docume A\NetSim\Worksp NetSim_13.1.19_64_std_default\MANET" STATUS

LL_NETWORK_PACKETS" STATU oG"/>
TSPATCHED_TO_EMULATOR" US="L0G"/>
EINJECTED_FROM_EMULATOR"
OT_DISPATCHED_TO_EMULATOR"

>

Figure 9-36: Enable Event Trace by editing Configuration.netsim and provide the file name, path and set
status as Enable

Step 2: Run the NetSim via CLI in debug mode (Refer NetSim Help in Section 7->Running

Simulation via CLI) with —d as the fourth parameters.

Press enter.

C\Windows\System32\cmd.exe - NetSimCore.exe -apppath "C\Users\Navya\Documents\NetSim\Workspaces\NetSim_13.1.19_64 _std_default\bin_x64" -iopath "C\Users\Navya\Document. - a X
soft [V n 10 g 1348]

xe -apppath "
-iopath " oc im_13.1. fault

Figure 9-37: Run the NetSim via CLI
Step 3: Enter -1 as the event ID.

C\Windows\System32\cmd.exe - NetSimCore.exe -apppath "C\Users\Navya\DocumentsiNetSim\Workspaces\NetSim_13.1.19_64_std_default\bin_x64" -iopath "C}\Users\Navya\Docume - (] X

-apppath "
default

Figure 9-38: Enter -1 as the event ID

Upon running, NetSim will write the file name and line number of the source code that generated

each event.
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A 5 c o 3 3 G H i ) K L M N o P a R s T u v w x v z
25 MAC_OUT 5000000 NODE 1 2 0 DSR_RREQ 0WLAN  Cs 32 24 109 C:\Users\Navya\Documents\Netsim_13.0.25_64_std_default\src\Simulation\IEEEB02_11\CSMACA.c
26 MAC_OUT 5000060 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 25 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
27 MAC_OUT 5000080 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 26 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
28 MAC_OUT 5000100 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 27 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
29 MAC_OUT 5000120 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 28 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
30 MAC_OUT 5000140 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 29 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
31 MAC_OUT 5000160 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 30 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
32 MAC_OUT 5000180 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 31 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
33 MAC_OUT 5000200 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 32 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
32 MAC_OUT 5000220 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 33 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
35 MAC_OUT 5000240 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 34 _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
35 MAC_OUT 5000260 NODE 1 2 0 DSR_RREQ 0WLAN IEEES02 11 EVE 32 35 299 C:\Users\Navya\Documents\Netsim _64_std_default\src\simulation\ IEEE802_11\CSMACA.c
37 PHYSICAL_OU” 5000260 NODE 1 1 0 DSR_RREQ 0WLAN IEEES02_11_PHY 7 36 391 C:\Users\Navya\Documents\Netsim_13.0.25_64_std_default\src\Simulation\IEEEB02_11\IEEES02_11_Mac.c
38 PHYSICAL IN__5001028 NODE 2 1 0 DSR_RREQ 0 wiaN 0 7 37 538 C\L ents\Netsim_13.0.25_64_std| 11\IEEEB02_11_Phy.c
45|MAC_IN 5001028 NODE 2 1 0/DSR_RREQ OWLAN _|RECEIVE_MPDU 7 38 420 C:\Users\Navya\Documents\Netsim_13.0.26_64_std IEEEB02_11\IEEE802_11_Phy.c
47 NETWORK_IN 5001028 NODE 2 1 0 DSR_RREQ 01pva 0 7 6 124 C:\Users\Navya\Documents\Netsim_13.0.25_64_std_defaultysrc\Simulation\IEEEB02_11\IEEE802_11_Mac.c
39 MAC_OUT 5001028 NODE 1 1 0 0 0 wLAN 0 o 33 43 DA\Code\1 _11lib\Interlayer i
40 MAC_OUT | 5001028 NODE 1 2 0 0 0 wLAN 0 o 33 43 DA\Code\1 _1ilib\Interlayer
41MAC_OUT 5001028 NODE 1 3 3 3 0 WLAN 3 0 38 43 DA\Code\1 _11lib\Interlayer i
42 MAC_OUT 5001028 NODE 1 4 3 3 0 WLAN 3 0 38 43 DA\Code\1 _11lib\Interlayer i
43 MAC_OUT 5001028 NODE 2 2 3 3 0 WLAN 3 0 38 43 DA\Code\1 _11lib\Interlayer i
44 MAC_OUT 5001028 NODE 2 3 3 3 0 WLAN 3 0 38 43 DA\Code\1 _11lib\Interlayer i
45 MAC_OUT 5001028 NODE 2 4 0 0 0 WiLAN 0 o 38 43 DA\Code\1 _11lib\Interlayer i

Figure 9-39: NetSim writes the file name and line number of the source code in Event Trace

In the above trace file Event Id 46 is triggered inside the IEEE802_11_Phy.c file which is present

in IEEE802_11 project. Since all the lib files are opaque to the end user, you cannot see the

source code of the lib file. However, Event Id 56 is triggered at line number 420 of

IEEE802_11_Phy.c file and you can find the location of the event by opening the

IEEE802_11_Phy.c file as shown below.

File Name ———

[: 211 HIR machdr =
3T (rauhd e Inter Tauerd)
pstruEventDetails->nInterfaceld = machir->recvInterfaceld;

packet-3pstruiachata->Packet_MACProtocol;

pstruErertoetails-snEventType - HAC T EVENT;
petrurertoetails-sppacket - packets
SrpAddevark (petrutventDetaile);
RET_FHYIN
S i (merstrog)
phy->tirstPecketTransnissionld = 0;
phy->Firstpecketstatus - Packetstatus_loErrar;
R
¥

Calculate and returr Transmission tine for ot packet

Bdouble Fn_lietSin_TEEERG2 11 CalculateTransnissionTine (double si:

NETSIN_ID mdevId, NETSIM.ID n

_PHY_VAR pstrushy - TEEES02_1L_“HY(nDevId,nin creys

Switch (astruphy->Phyprotacol)

= 502 116
<urn ceil(s

2¢ (8 [ pstruPhy-PHY_TYPE.dsssPhy dbataRate) );

~|® fn_NesSim EEEE02.11_Phyin)

4 0 1 B
va References

51 External Dependencies

[ CSMACAC

B Genmic RelcAoplationc

802, 11_0555Py <

FPPPPDEPRPIEEEEEEEE

420 ch12 Cob1s  TABS

Line number

Figure 9-40: IEEE802_11_Phy.c file Code in Visual Studio

Procedure 2:

Step 1: Right click on my computer and select Properties.

Step 2: Go to Advanced System setting - Advanced Tab - Environment Variables.

Step 3: Click New. Type “NETSIM_BREAK” as Variable name and any negative integer

Variable value. Click OK.
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Envirenment Variables

User variables for Matthew

Varisble Value
vya\OneDrive
OneDriveConsumer Ci\Users\Navya\OneDrive
Path C:\Python37;"Ci\Pragram Files\Wireshark\uninstall.exe"
TEMP C\Users\Navya\AppDataiLocal Temp
™ C:\Users\Navya\AppDatalLocalTemp
New... Edit.. Delete
System variables
Variable Value ~
ComSpec CAWINDOWS\system3Z\cmd.exe
DriverData C\Windows\System32\ Drivers\DriverData
NUMBER_OF_PROCESSORS 4
as Windows_NT
Path C:\Program Files (x25)\Common Files\Oracle\Java\javapath; C:\Pro...
PATHEXT \COM;EXE; BAT, CMD;.VBS;.VBE; JS; JSE: WSF; WSH, MSC; PY; PYW
PROCESSOR ARCHITECTURE  AMDG4

Edit... Delete

Cancel

Figure 9-41: Environment Variables Window
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Mew Systern Variable

| NETSIM_BREAK |

E |

Figure 9-42: Enter Variable name and Value in New System Variable

Variable name:

Variable value:

Browse Directory... Browse File... Cancel

Step 4: Restart the system.

Step 5:
will write the file name and line number of the source code that generated each event.

Now perform simulation in NetSim (Enable event trace in GUI). Upon running, NetSim

A 5 c o 3 F G H i ) K L M N s
Event_1d[~ |Event Type[~ | Event Time(Us) ~ | Device Type|~|Device_td|~ | interface_id] - | Application_1d[~|Packet_1d[~ | segment_id[~ | Protocol N[~ |subevent 1~ ]Packet_si~|Prev £~ Lin[~ |File_Name|-

1 TIMER_EVENT 1 0 0 01Pva 1P_INIT_TABLE 0 0 \ \_13.0.26_64 _std_c c
2 TIMER_EVENT 0 NODE 2 0 0 0 01pva 1P_INIT_TABLE 0 0 ws7cA \_13.0.26_64_std_C c
3 TIMER_EVENT 0 NODE 1 0 0 0 0 MoBILITY 0 0 0 { \_13.0.26_64_std_C c
4 TIVER_EVENT 0 NODE 2 0 0 0 0 MOBILITY 0 0 0 \ \_13.0.26_64_std_C c
6 TIMER_EVENT 1000000 NODE 1 0 0 0 0 MoBILITY 0 0 ERe \_13.0.26_64_std_C -
7 TIMER_EVENT 1000000 NODE 2 0 0 0 0 MOBILITY 0 0 4 asglc \_13.0.26_64 _std_c -
& TIMER_EVENT 2000000 NODE 1 0 0 0 0 MoBILITY 0 0 6 asgfca \_13.0.26_64_std_C -
9 TIMER_EVENT 2000000 NODE 2 0 0 0 0 MOBILITY 0 0 7 asgfca \_13.0.26_64_std_C -
10 TIMER_EVENT 3000000 NODE 1 0 0 0 0 MoBILITY 0 0 s asgfca \_13.0.26_64_std_C -
11 TIMER_EVENT 3000000 NODE 2 0 0 0 0 MOBILITY 0 0 5 asgfca \_13.0.26_64_std_C -
12 TIMER_EVENT 4000000 NODE 1 0 0 0 0 MoBILITY 0 0 10 el \_13.0.26_64_std_C -
13 TIMER_EVENT 4000000 NODE 2 0 0 0 0 MOBILITY 0 0 1 asgfeal \_13.0.26_64_std_C -
5 TIVER_EVENT 5000000 NODE 1 0 1 1 0 APPLICATION 1460 0 e \_13.0.26_64_std_C - F
14 TIMER_EVENT 5000000 NODE 1 0 0 0 0 MOBILITY 0 0 12 asfcal \_13.0.26_64_std_C .
15 TIMER_EVENT 5000000 NODE 2 0 0 0 0 MoBILITY 0 0 1 el \_13.0.26_64_std_C -
16 APPLICATION_ 5000000 NODE 1 0 1 1 0/APPLICATION 0 1460 5 1a2lc \_13.0.26_64_std_C
20 TRANSPORT_O 5000000 NODE 1 0 1 2 0.upp 0 1460 16 1220e\ _ouT.c
21 NETWORK_OU 5000000 NODE 1 0 1 1 01pva 0 1468 20 A\L JDP\Send_User_Datagr
23 TIMER_EVENT 5000000 NODE 1 1 0 DSR_RREQ 01pva 1P_UNKNOWN 32 21 eagfcl _Routing.c
24/MaC_ouT 5000000 NODE 1 1 0 0 0 wLAN 0 32 23 1slc c
25 MAC_ouT 5000000 NODE 1 2 0 DSR_RREQ 0 WIAN cs 32 2 103fcal _11\CSMACA.C
26 MAC_ouT 5000060 NODE 1 2 0 DSR_RREQ 0 wLAN IEEES02_11_EV 32 25 aglcal _11\CSMACA.C
27 MAC_ouT 5000080 NODE 1 2 0 DSR_RREQ 0 WLAN IEEES02_11_EV 2 26 2a7cA _11\CSMACA.c
28 MAC_oUT 5000100 NODE 1 2 0/DSR_RREQ 0WLAN IEEES02_11_EV 32 27 299lc _11\CSMACA.c
29 MAC_oUT 5000120 NODE 1 2 0 DSR_RREQ 0 WLAN IEEES02_11_EV 2 28 299c _11\CSMACA.c
30 MAC_OUT 5000140 NODE 1 2 0/DSR_RREQ 0WLAN IEEES02_11_EV 32 29 299c Y _11\CSMACA.c
31 MAC_oUT 5000160 NODE 1 2 0 DSR_RREQ 0 WLAN IEEES02_11_EV 2 30 299c \_13.0.25_64_std_ _11\CSMACA.c
32 MAC_ouT 5000180 NODE 1 2 0/DSR_RREQ 0WLAN IEEES02_11_EV 32 31 29gc \_13.0.25_64_std_ _11\CSMACA.c
33 MAC_OUT 5000200 NODE 1 2 0 DSR_RREQ 0 WLAN IEEES02_11_EV 2 32 29glc \_13.0.25_64_std_ _11\CSMACA.c
34 MAC_oUT 5000220 NODE 1 2 0/DSR_RREQ 0WLAN IEEES02_11_EV 32 33 299c \_13.0.25_64_std_ _11\CSMACA.c
35 MAC_oUT 5000240 NODE 1 2 0 DSR_RREQ 0 WLAN IEEES02_11_EV 2 3 29glc \_13.0.25_64_std_ _11\CSMACA.c
36 MAC_OUT 5000260 NODE 1 2 0/DSR_RREQ 0WLAN IEEES02_11_EV 32 35 299c \_13.0.25_64_std_ _11\CSMACA.c
37 PHYSICAL_OUT 5000260 NODE 1 1 0 DSR_RREQ 0 waN IEEES02_11_PH n 36 391fcAL 13.0.26 64 std 11\iEEEB0? 11 |

Figure 9-43: NetSim writes the file name and line number of the source code in Event Trace
9.3.4 Viewing & Accessing variables

Viewing variables while debugging code

To see the value of a variable, when debugging the mouse over the variable name in the code. A
text box with variable contents appears. If the variable is a structure and contains other variables,
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then click on the plus sign which is there to the left of the text box. Users can pin the variable to
watch by clicking on the pin icon to the right of that variable in the text box.

0 File Edit View Project Build Debug Test Analyze Tools [Extensions Window Help  Search(Chl-Q) A | Netsim t @ = *
NS SN T M I o b Continue | 50 (@ i 0 om o>t @t g _im - & LiveShare &7
 Process: [9540] NetSimCore.exe ~+ [2] Lifecycle Events ~ Thread: [11472] Main Thread B ¢ Stack Frame:  fn_NetSim_DSR_Run ..
- ©
DSRc @ & X ~  Diagnostic Tools g
Pl DSR | (Global Scope) | @ n_NetSim_DSR_Runl) & B %A g
58 Tt processes Data Packets, Route Request Packets, Route Reply Packets, Route Error o
. Packets, Ack Packet Diagnostics session: 18 seconds (1. | [RcH
) TIMER_EVENT - H
61 Tt Process the DSR Route Request timeout and the DSR Maintenance Buffer timeout. -
52 4 Events ol
63 n 3
61 |/ v T
65  C_declspec(dllexport) int fn_NetSim DSR_Run() 2 J] 4 Process Memory (B & T
66 |1 & | 8 [
7 set dsr curr();
o 68 | if (1isDsrConfigurea(pstruEventDetails| >nDeviceld, asr_gat_cur-r_if())]'
69 TETOTTTT 0 0
70 = switch{pstruEventDetails->nEventType) 4 CPU (% of all processors) v
7
—— S
72 ‘ case METWORK_OUT_EVENT: ann 00
73 o switch(pstruEventDetails->nSubEventType) Summary Events Memory Usagd
74 { Events
75 case 8: //Packet from upper layer or Network in ~
7% default: e Show Events (1 of 1)
77 = {
B e if(!1sDSRPACKET (pstruEventDetails->pPacket)) Memory Usage
79 {
30 ‘ NETSIM IPAddress nl,n2; . BN akelapshot
o NETSTH TPAAAress Amct o REFRHFUARFIAEATTE- snBArkat—snchrliatunclNaba- sorlackTP: ’
89% - & Noissues found In:68  Ch:40 Cok43 MIXED  CRLF &) Enable heap profiling (affects
Watch 1 > X CallStack
Search (Ctri+E) p- Search Depth: 3 = Mame
1
Name Value Type © libDSR.dllifn_NetSim_DSR_Run(...) Line 68
g R NetworkStack.dilfnCallProtocol(int nProtocol) Line 246
tiem foware libIP.dllifn_NetSim_P_Run(..) Line 316
NetworkStack.dillfnCallPratocol(int nProtocol) Line 246
NetworkStack.diltfn_NetSim_Stack_NetworkOut(...) Line 467
NetworkStack.dilifn_NetSim_Stack_EventHandler(..) Line 221
NetworkStack dillfn NetSim Stack InitiallizeSimulation(char * pszApp
watch | [ Call Stack [N A

[ Loading symbols for ucrtbased.dil 4 Addto Source Control « Mgy

Figure 9-44: Viewing variables while debugging code

Adding the variable to watch

o File Edit View Project Build Debug Test Analyze Tools [Extensions Window Help  Search(Chl-Q) P | Netsim s < I X
ic-o|a-L M9 . 64 P Continue - | 57 @ 0 om O[> ¥ @t | F i |m - & Live Share &
% Process: [9540] NetSimCore.exe > Lifecycle Events ~ Thread: [11472] Main Thread - X Stack Frame: fn_NetSim_DSR_Run .
DSRc @ & X :
Bl DSR . ¥ Cuskactionsand Refsctoings.. Ctrl+. ~|@ fn_NetSim DSR_Run() M I B |a & u o
58 rocesses Data Packets,
- pa(:ﬁss ek Packet Rename... Ctrl+R, Ctil+R [+] Diagnostics session: 18 seconds (1...
62 | TIMER_EVENT - ¢ View Code .
61 It Process the DSR Route Req
[ R U — Peek Definition AltF12 S Events)
a e Go To Definition F12 D
65 o_declspec(dllexport) int fn_tets *3 GoTo Declaration Cirl+F12 = pg’““ Memory (MB)Y & .
66 |1 Find All References Shift+F12 |
67 set_dsr_curr();
o 62 if (risDsrConfigure(pstruey View Call Hierarchy Ctrl+K, Ctrl+T
EZ ,;:E“r: : — Peek Header / Code File Ctrl+K, Ctrl+) 0 0
78 5 switch(pstrubventDetails->n
n : Toggle Header / Code File Ctrl+K, Ctl+0 4 CPU (% of all processors) e
|
72 case NETWORK_OUT_EVENT: b ann 00
73 = switch(pstruEventDetails Breakpoint Summary Events Memory Usag,
7 ¢ > Show Next Statement AltrNum * Events
75 case @: //Packet from up ~
2 default: Step Inte Specific v o Show Events (1 of 1)
7 g i Run To Cursor Ctrl+F10
EEIE (1 1SDSRPACKET( Memory Usage
2 ¢ Set Next Statement Ctrl+ Shift+ F10 & T
. al napshot
0 NETSTH 1PASA [Z Go To Disassembly AltG . [
p NFTSTH TPadd A ovesnestTR: =) Bl fing (iect= B0
83% -/ & Noissues found o AddWatch In:68  Ch:40  Col:43  MIXED  CRLF nagie heap protiing aftects
&3 QuickWatch... Shift+F9 4
Search (Ctrl+E) P~ 5 Snippet » Name Lang
Name Value © libDSR.dlllfn_NetSim_DSR_Run(...) Line 68 c
T & cut Ctrl+X NetworkStack dllfnCallPratocal(int nProtocol) Line 246 c
item to wota & copy CtrlsC libIP.dlfi_NetSim_IP_Run(... Line 316 c
. - NetworkStack dilfnCallProtocal(int nProtocol) Line 245 c
B NetwarkStack.dllifn_NetSim_Stack_NetworkOut(... Line 467 c
Annetation , NetworkStack.dlltfn_NetSim_Stack_EventHandler(..) Line 221 c
: NetworkStackdllifn NetSim Stack InitisllizeSimulation{char * pszAppPath] Line 393 c_~
Watch 1 Gy b Call Stack
»
= Rescan . ;

Figure 9-45: Adding the variable to watch
Watch the change in the variable as the code progress by right clicking on the variable & clicking
on "add watch" tab. This is useful if to continuously monitor the change in the variable as the

code progresses.
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Viewing external variables

During the process of debug users would come across variables that are defined outside the
source file being built as a .dll. Such variables cannot be viewed directly when added in the watch

tab, as this would throw the error.

Error: Identifier “pstruEventDetails” is undefined

Search (Ctrl+E) L~ Search Depth: 3 =
Name Value Type
€3 pstruEventDetails identifier "pstruEventDetails” is undefined V]

Add item to watch

LUE LRl Find Symbol Results

Figure 9-46: Viewing external variables

In the watch window, the variable which the user has to watch should be edited by double clicking

on it and prefixing {,,NetworkStack.dll} to the variable name and pressing enter. (The name of

the respective file in which the variable is defined should be mentioned - in this case
NetworkStack.dll).

Watch 1 = X LGl Output
Search (Ctrl+E) P~ Search Depth: 3~

Mame Value Type

PG L. NetworkStack.dll} pstruEventDetails (e 000002254950ccd0 {nEventld=10 dEvenﬂ'lme:Ed]l..| MetworkStack.dll!stru_MetSim_EventDetails *
@ nEventld 10 unsigned __intb4
@ dEventTime 5000000.0000000000 double
@ nEventType METWORK_OUT_EVENT (31) MetworkStack.dlllenum_EventType
@ nProtocolld 301 unsigned int
@ nDeviceType MNODE (1) MetworkStack.dlllenum_DeviceType
@ nDeviceld 1 unsigned int
@ ninterfaceld 0 unsigned int
@ nApplicationld 1 unsigned int
@ dPacketSize 1468.0000000000000 double

b @ pPacket (e000002a54af0c900 {nPacketld=1 nPacketType=Pa... MNetworkStack.dll!stru_MetSim_Packet *
@ nPacketld 1 _intgd
@ nSegmentld 0 int
@ nSubEventType 0 unsigned int
@ szOtherDetails 0x0000022549506cd0 void ¥
@ nPrevEventld 9 unsigned _inte4
@ line 0 int
b @ file 0x0000000000000000 < NULL> char *

@ executionTime 0 unsigned __inte4
@ isEmulatedEvent false bool

P\dd item to watch

e Prefixing to the Variable Name

Figure 9-47: Variable In the watch window

Accessing External Variables

Each protocol in NetSim has a separate DIl file which contains the variables and functions which
can be shared. In case of cross layer protocol implementations variables of one protocol may

have to be accessed from another DII.

An example is given below showing how Physical layer parameters of devices running
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IEEE802.11 can be accessed in the Network Layer with DSR protocol configured.

The variable battery is defined in a structure stru_802_11_Phy_Var which is part of
IEEE802_11_Phy.h file. So the user will have to access a pointer of type stru_802_11_Phy_Var.

In the header file where the structure definition is given, the following line of code must be written

#ifndef SHARE_VARIABLE

_declspec(dllexport) IEEE802_PHY_VAR *var1;
#else

_declspec(dllimport) IEEE802_PHY_VAR *var1;
#endif

In the example, the code line must be written in IEEE802_11_Phy.h file present inside
IEEE802_11 folder.

Da File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) el NetSim — O *

| < |#& Live Share F?

o~ Br-om | 2 - ~ | Release ~ x64 - P Local Windows Debugger ~ | g = S

([T
Ii?

é’ IEEE802_11_Phy.c* IEEE802_11_Phy.n* + X ~ #  Solution Explorer
'é‘ [#]1EEEB02 11 - (Global Scope) - -4 &Rl o-sa@|lo "
=1 189 unsigned int N_HT_LTF; // Number of HT Long Training fields (see 20.3.9.4.6) =~
% 190 unsigned int MCS; Search Solution Explorer (Ctrl+) P -
= 191 unsigned int NES; // Mumber of BCC encoders for the Data field 4 [%) IEEES02_11 -
g‘ 192 b =m References
g 193 PACKET_STATUS firstpacketstatus; b 5 External Dependencies
= 194 b [ CSMACAC
li:’ double de; P [ Generic_RateAdaptation.c
i;;’ double plde; b [ IEEES02.11_OFDMPhy.c
108 //Battery P [ IEEEB02_11.c
199 bool isDeviceOn; b [ IEEEE0211h
200 void* battery; b IEEEB02_11_DSSSPhy.c
201 3 |EEEB02_11_EDCAF.c
202 UINT64 transmissionId; b b [ IEEE802_11_EDCAF.h
203 }IEEE8@2_PHY_VAR,*PIEEE8@2_11 PHY_VAR; P [ IEEE802_11_enum.c
204 P [ IEEE802_11_enumh
205 fiifndet SHARE_VARIABLE b [ IEEEB02_11_HTPhy.c
206 _declspec(dllexport) IEEES82 PHY VAR* varl; b [ IEEEB02_11_HTPhyh
207 J#else S T A -
208 _declspec(dllimport) IEEE882 PHY VAR* varl; 1 Solution Explorer [EECmE=1e =4
209 #endif
210 Properties
211
212
213 #define IEEES802_11 CURR_PHY IEEE8@2_11 PHY(pstruEventDetails->nDeviceld,pstruEventDetails- =+ = E& »
39 % = @ No issues found Ln: 205 Ch:1  TABS  CRLF

4 Add to Source Control

Figure 9-48: Code Modification done in IEEE802_11_Phy.h file present inside IEEE802_11 folder
In the main function where a user wishes to find the dReceivedPower_mw, the variable must be
assigned the respective value. In the above case, the following line of code must be written inside
fn_NetSim_IEEE802_11_PhyIn() function in IEEE802_11_Phy.c file present inside IEEE802_11
folder.

var1 = DEVICE_PHYVAR(pstruEventDetails->nDeviceld,pstruEventDetails->ninterfaceld);

Note that the parameters given in the macro or any function which assigns a value to the variable
must be defined beforehand in the code. Here nDeviceld and ninterfaceld are defined

beforehand.
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Dq File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) Fel NetSim — O X

| - | LiveShare &7

5

Q- B-2 M 9 - ~ | Release ~ x64 ~ P Local Windows Debugger = g = iy

IEEEB02_11_Phy.c* + X Qlad2:JvumbiVAg ~ # Solution Explorer

[/ IEEEB02_11 - (Global Scope) ~| @ fn_NetSim_IEEE802_11_PhyIn() S 5
318 hdr->transmissionld)) -
311 set_mac_state_after_txend(srcMac); Search Solution Explorer (Ctrl+)) P
312 4 [%] IEEES02_11 -
313
314 '

315 medium_notify_packet_received(packet);

316

317 double pdbm = GET_RX_POWER_dbm(packet->nTransmitterld,

318 ifid,

319 pstruEventDetails->nDeviceld,
pstruEventDetails->nInterfaceld,
packet->pstruPhyData->dArrivalTime);

o-sa@m o

=8 References

x0q|oo]  Jai0|dx3 Janes

b

P 50 External Dependencies

p CSMACA.C

b Generic_RateAdaptation.c
b |EEE802.11_OFDMPhy.c

b IEEE802_11.c

b [@ IEEEB02_11h

2 IEEE802_11_DSSSPhy.c

b IEEES02_11_EDCAF.c

b [3 IEEEB02_11_EDCAF.h

b IEEE802_11_enum.c
P [A IEEE802_11_enum.h
b IEEE802_11_HTPhy.c
b [3) IEEE802_11_HTPhy.h

varl = DEVICE_PHYVAR(pstruEventDetails->nDeviceld, pstruEvEntDe‘tailsf>nInter'fa(eId);|

if (pdbm < srcPhy->dCurrentRxSensitivity dbm)
{
set_radio_state(pstruEventDetails->nDeviceld, pstruEventDetails->nInterfaceld,
RX_OMN_IDLE, packet->nTransmitterId, b
hdr->transmissionId);

return -1; // dest is not in range

Ln:323 Ch:86 Col:89 TABS

4+ Add to Source Control

Figure 9-49: Code Modification done in IEEE802_11_Phy.c file present inside IEEE802_11 folder
The IEEE802_11 project must be built and the resulting liblIEEE802.11.dll file which gets created

in the bin_x64 folder of NetSim’s current workspace.

C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 for 64-bit

The Object file IEEE802_11.lib which is also got created in the bin_x64 folder located in the
current workspace path

<C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 >

Place the created IEEE802_11.lib inside simulation lib x64 or lib folder as shown in below path.
<C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace\src\Simulation\
lib_x64>for 64-bit

Now expand the DSR project in solution explorer. For accessing the IEEE802_11 variable, the
following lines must be added in DSR.h file.

#define SHARE_VARIABLE
#pragma comment(lib,"IEEE802_11.lib")
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M File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) P NetSim = O X
Bl < IR B2 W | 9 - v‘ Release - x64 ~ P Local Windows Debuggerv‘ a | i g ‘ ‘ | - |& LiveShare &%

§ S 4 IEEES02_11_Phy.c IEEES02_11_Phy.h ~ @& Solution Explorer v I X
; #JDsSR . | (Global scope) dalo-sa@l o
8 19 H#ifndef _METSIM_DSR_H_
% 20 ‘ #define NETSIM_DSR_H_ Search Solution Explorer (Ctrl+;) P~
. 21 H#ifdef __cplusplus 4 [%] DSR -
§ 22 | b =m References
g 23 #endif P 50 External Dependencies
= 24 kdefine SHARE_VARIABLE 3 CheckRouteFound.c

25 #pragma comment(lib,"IEEE8@2_11.1ib"} b DSR.c

26 #pragma comment(lib,"NetworkStack.lib") b DR

i; #pragma comment(lib,"DSR.1ib") b MaintBuffer.c

29 4 Network_Layer_Ack.c

30 /* Packet Size */ b PacketProcessing.c

31 #define DSR_OPTION HEADER SIZE 4 L4 RouteCache.c

32 #define DSR_RREQ_SIZE_FIXED 8 b [ RouteErrorc

33 #define DSR_RREQ_SIZE_IPV6_FIXED 20 3 RouteReply.c

34 #define DSR_RREP_SIZE FIXED 7 b RouteRequest.c

35 #define DSR_SOURCEROUTE_SIZE_FIXED 4 b [ SendBufferc

36 #define DSR_RERR_SIZE_FIXED 12+4/* type specific */ b ST

37 #define DSR_ACK_OPTION_LEN 1@ - -

38 #define DSR_ACK_REQUEST_LEN 4 Solution Explorer [RE=InRStsllsli=g

39 )

40 #define DSR_RREQ OPT_LEN 6 Properties

41 #define DSR_DISCOVERY_HOP_LIMIT 255

a2 #define DSR_MAX_REQUEST REXMT 16

43 #define DSR_MaxMaintRexmt 2

& No issues found Ln:24  Ch:1 TABS CRLF

[] Ready 4 Add to Source Control =

Figure 9-50: Accessing the IEEE802_11 variable, Modification done in DSR.h file

Add the following lines of code to the DSR.c file as shown below.
#include "../IEEE802_11/IEEE802_11_Phy.h"

#include "../BatteryModel/BatteryModel.h"

#)| NetSim - Microsoft Visual Studio X & | Quick Launch (Cri+ ) P o e x
File Edit View Project Build Debug Team Tools Test Analyze Window Help ThoMas SahthosH =

fo-o R -uEH|92-C- |m -

Debug ~+ x4 - P Local Windows Debugger ~ | 5

3 DSR.c® + X oS |EEEB02_11_Phy Solution Explorer
LS -] (Globel Scope) -l - Wt o-5am’
< 1 B e e e T T T T T T T e T L E Y
5 = ) Search Solution Explorer (Ctrl+) @
] 2 * Copyright (C) 2013 - b ARp
-
= ® 3
3 3 . TETCOS, Bangalore. India ‘ b [ BatteryModel
4 _l b [l Cellular
5 * Tetcos owns the intellectual property rights in the Product and its ¢ b [ Cliinterpretor
[ * The copying, redistribution, reselling or publication of any or all ¢ b [ CognitiveRadio
7 * Product or its content without express prior written consent of Tetco b [ CSMACD
8 * prohibited. Ownership and / or any other right relating to the softwa 4 [4] DR
9 * intellectual property rights therein shall remain at all times with T b =® References
1 N b ¥5 External Dependencies
R P € CheckRouteFound.c
11 * Author: Shashi Kant Suman b ¢ DSRc
12 * b [# DSRh
13 L oo e e b€ MaintBuffer.c
14 E#include "main.h" b € Network Layer Ack.c
15 #include "DSR.h" b € PacketProcessing.c
: ny s " b € RouteCache.c
16 #include "List.h b c Router
17 [include *../TEEE8@2_11/TEEESG2_11_Phy.h" oo
. . — — . b € RouteReply.c
18 | #include "../BatteryModel/BatteryModel.h b ¢ RouteRequestc
19 b € SendBuffer.c
20 int fn_N E(str‘uct stru_NetSim_Network *NETWORK_Formal, b € SourceRoute.c
21 NetSim_EVENTDETAILS *pstruEventDetails_Formal, b [ DTDMA
22 char *pszAppPath_Formal, > & E_thE”‘Et
23 char *pszWritePath_Formal, > [ Firewall
24 int nVersion T b [ IEEETG00
int nVersion_Type, b ) IEEE202.11
25 void **fnPointer); > P
26 int fn_NetSim DSR Configure F(vold** var); b LTE
27 int fn_NetSim_DSR_CopyPacket F(const NetSim PACKET* destPacket,const Net~§ b Ml Medium -
» Solution Explorer [T

4 Add to Source Control

Figure 9-51: Add the following lines of code to the DSR.c file in DSR Project
In the fn_NetSim_DSR_Run() function add the following lines of code to print the value of

dReceivedPower_mw variable from DSR project.

if (var1)
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fprintf(stderr, "\n Remaining Energy(mJ): %Ifin"
,battery_get_remaining_energy((ptrBATTERY)var1->battery));
o File

L -

Edit

8- W

View Git Project Build Test Tools  Extensions  Window

R

Debug Analyze Help

Release ~ x64 <

P Local Windows Debugger ~

= switch(pstruEventDetails->nSubEventType)
@ No issues found

Ln:70 Ch:2 Col:5 TABS

Figure 9-52: Code Related to Remaining Energy for nodes

NetSim

]

|/ Live Share

f;ﬂ" DSRc* + X [ IEEE802_11_Phy.c IEEEB02_11_Phy.h Solution Explorer
; % DSR - (Global Scope) ~| @ fn_NetSim_DSR_Run() - | AE o-sa@m o
h=4 NETWORK_IN_EVENT and TIMER_EVENT. - - R
= Search Solution Explorer (Ctrl+;)
3
- 58 NETWORK_OUT_EVENT - 4 [% DSR
g‘ 59 It process the Data Packets which arrive at the NetworkOut layer to route the packet. b =m References
g 68 NETWORK_IN_EVENT - L b External Dependencies
= 61 It processes Data Packets, Route Request Packets, Route Reply Packets, Route Error I b [ CheckRouteFound.c
62 Packets, Ack Packet b [ DSRc
TIMER_EVENT - ) ) ) b [3 DSRh
It Process the DSR Route Request timeocut and the DSR Maintenance Buffer timeout. .
P [ MaintBuffer.c
66 P [ Network Layer_Ackc
P / b [ PacketProcessing.c
68 =I_declspec(dllexport) int fn_NetSim_DSR_Run() P [3 RouteCache.c
69 { P [ RouteError.c
78 [if (var1) P [ RouteReply.c
71 fprintf(stderr, " Remaining Energy(ml): %1f\n", battery get remaining energy ® P [9) RouteRequestc
((ptrBATTERY)varl->battery)); b [ SendBuffer.c
P [ SourceRoute.c
set_dsr_curr(); B @] Cthomat
if (!isDsrConfigured(pstruEventDetails->»nDeviceld, dsr_get curr_if()))
75 return -1;
76 = switch(pstruEventDetails->nEventType)
77 {
78 case NETWORK_OUT_EVENT: n
,g o ELE

The DSR project must be built and the resulting libDSR.dII file gets created in the bin_x64 folder

of NetSim’s current workspace path

< C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64> for 64-bit.

When a scenario is run, the remaining energy of the node will be printed to the simulation

console as shown below.

B C\Program Files\NetSirm Standard\bin'\NetSimCore.exe

ms
ms
E - -

1mu. n ms

9.3.5 Print to console window in NetSim

Users can try printing the Device ID, Application ID, Duplicate Ack Count etc.
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To print to console: Print node positions in MANET

Open Mobility Project, and in Mobility.c file go to fn_NetSim_Mobility Run() function. Inside the

default case add following codes

fprintf(stderr,”\n The position of %s at time %.2lfms is X=%.2lf and Y = %.2If
\n",DEVICE_NAME(pstruEventDetails->nDeviceld),

pstruEventDetails->dEventTime,
DEVICE_POSITION(pstruEventDetails->nDeviceld)->X,
DEVICE_POSITION(pstruEventDetails->nDeviceld)->Y);

_getch();

419 pstrubventDetails- >dEventTime-=pstruMobilityVar->dCalculationInterval ;
420 T

421

422 Jfcall all the callback function

for(nLoop=8;nLoop<nCallBackCount;nLoop++)

{

P
]

[ )
un i

Bl

fnMobilityCallBack[nLoop](pstruEventDetails->nDeviceld);

T

H

fprintf(stderr, "\n The position of %s at time ¥.21fms is X=%.21f and ¥ = ¥.21f “n", DEVICE_NAME(psi
pstruEventDetails->dEventTime,
DEVICE_POSITION(pstruEventDetails->nDeviceld)-»X,
DEVICE_POSITION(pstruEventDetails->nDeviceld)-»Y);

_getch(]ﬂ

I R el
Bd B3 B
R N - = I B = ]

S

break;
¥
return 1;

b

P

P

)
TR T R T R T R VY R VY R VTR VTR VT )
WO 2

a

i

-

Figure 9-54: Code for Print node positions in MANET
Building Mobility project creates libMobility.dll inside the binary folder(bin_x64) of NetSim’s

current workspace path
<C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 > for 64-bit.

Create a scenario in MANET and configure the mobility model of the nodes. During simulation
users can notice that the positions of the nodes are displayed in the console w.r.t. the simulation

time.

9.4 Creating a new packet and adding a new event in NetSim

In this example we show how users can create their own packet & event in 802.15.4 Zigbee. The

same methodology can be applied to any network / protocol.

1. Open the Source codes in Visual studio using the NetSim.siIn file.
2. Goto ZigBee project and Open 802_15_ 4.h file and add a subevent called “MY_EVENT” inside
enum_IEEE802_15_4_ Subevent_Type as shown below.
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/*® Defining sub event Type of IEEE 882.15.4%fF

efum

SUPERFRAME EVENT = MAL PROTOCOL TEEESDE 15 4"100+1,
CARRIERSENSE START,
CARRIERSENSE_END,
ACK_TIMEOUT,
BEACON TRANSMISSION,
GINFORSLEER,
BEACON TRANSMISSTON ERD,
CAP END,
CFP_END;
ACK EWVENT,
CSMA_DATATRANSFER,
CHARGE RX,
CHANGE RXANDSENDDATA,
UPDATE HEDILM,

Li

Figure 9-55: Add “MY_EVENT” inside enum_IEEE802_15 4 Subevent Type
3. To add a new packet in NetSim first user has to initialize their new packet name inside
802_15 4.hfile. Let us assume the new packet be “MY_PACKET” and it is a control packet.

So, user has to define it inside the following enum as shown below Figure 9-57

enum enum_IEEE 802 15 4 ControlPacket Type

{
BEACON _FRAME = MAC_PROTOCOL IEEES02 15 4*100+1,
SLEEP_FRAME,
ACK FRAME,

¥

Figure 9-56: Add “MY PACKET” inside enum_IEEE802_15 4 ControlPacket_Type
4. We assume that MY_PACKET has the same fields as a Zigbee Ack and hence we are adding
the following ack frame to 802 _15 4.h file (Add this code just above the enum
enum_|EEE_802_15 4 ControlPacket_Type {} defenition):

struct stru_My Frame
{
int nBeaconld;
int nSuperFrameld;
int nBeaconTime;
double dPayload;
double dOverhead;
double dFrameSize;
T
typedef struct stru_My Frame MY _FRAME;
enum enum_|IEEE 802 15 4 ControlPacket_Type
{
5. Open 802_15 4.c file, go to the case TIMER_EVENT and add the following code to the

subevent type.
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case SUBEVENT_GETLINKQUALITY:
{

}

break;
case MY_EVENT:
{
//my event/
fprintf(stderr, "My _event");
pstruEventDetails->dEventTime = pstruEventDetails->dEventTime + 1 * SECOND;
pstruEventDetails->nDeviceld = nGlobalPANCoordinatorld;
pstruEventDetails->ninterfaceld = 1;
pstruEventDetails->nEventType = TIMER_EVENT;
pstruEventDetails->nSubEventType = MY _EVENT;
pstruEventDetails->nProtocolld = MAC_PROTOCOL |IEEE802 15 4;
fnpAddEvent(pstruEventDetails);
fn_NetSim_WSN_MY_PACKET();
//my event//
}
break;
Here we are adding a new event inside the timer event, and this event will occur every 1 second
in the GlobalPANCoordinator. i.e., sink node. In this event, fn_NetSim_WSN_MY_PACKET() is

called as explained in step 5.
6. Inside 802_15_4.cfile, add the following code at the end of the file for sending ack (broadcast):

int fn_NetSim_WSN_MY _PACKET()

{
double dTime;
NETSIM_ID nDeviceld = pstruEventDetails->nDeviceld;
NETSIM_ID ninterfaceld = pstruEventDetails->ninterfaceld;

IEEEB02_15 4 MAC_VAR *pstruMacVar =
DEVICE _MACVAR(nDeviceld, ninterfaceld);

IEEE802 15 4 PHY VAR *pstruPhyVar = DEVICE_PHYVAR(nDeviceld,
ninterfaceld);

NetSim_PACKET *pstruPacket = pstruEventDetails->pPacket;
NetSim_PACKET *pstruAckPkt;
MY _FRAME *pstruAck;
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dTime = pstruEventDetails->dEventTime;

// Create MY _Frame

pstruAckPkt = fn_NetSim_Packet CreatePacket(MAC LAYER);
pstruAckPkt->nPacketType = PacketType_Control;
pstruAckPkt->nPacketPriority = Priority High;
pstruAckPkt->nControlDataType = MY_PACKET;

pstruAck = fnpAllocateMemory(1, sizeof(MY_FRAME));

// Update packet fields
pstruAckPkt->nSourceld = nDeviceld;
pstruAckPkt->nTransmitterld = nDeviceld;
pstruAckPkt->nReceiverld = 0;
add_dest to_packet(pstruAckPkt, pstruAckPkt->nReceiverld);
pstruAckPkt->pstruMacData->Packet_MACProtocol = pstruAck;
pstruAckPkt->pstruMacData->dArrivalTime = dTime;
pstruAckPkt->pstruMacData->dStartTime = dTime;
pstruAckPkt->pstruMacData->dEndTime = dTime;
pStruAckPkt->pstruMacData->dPacketSize =
pstruAckPkt->pstruMacData->dOverhead;

pstruAckPkt->pstruMacData->nMACProtocol =
MAC_PROTOCOL_IEEE802 15 4;

pstruAckPkt->nPacketld = 0O;
strepy(pstruAckPkt->szPacketType, "MY _PACKET");

//to see the packet in animation

// Add SEND ACK subevent
pstruEventDetails->dEventTime = dTime;
pstruEventDetails->dPacketSize =

pstruAckPkt->pstruMacData->dPacketSize;
pstruEventDetails->nSubEventType = 0;
pstruEventDetails->nEventType = PHYSICAL _OUT_EVENT;
pstruEventDetails->pPacket = pstruAckPkt;
fnpAddEvent(pstruEventDetails);

//Free the packet
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fn_NetSim_Packet_FreePacket(pstruPacket);
pstruPacket = NULL;

return O;

}

7. Inside the above function NetSim API
fn_NetSim_Packet_CreatePacket(MAC_LAYER); is used. This is the API which creates a new
packet in NetSim. Since in this example, new packet is created in MAC layer, it is passed as
an argument. Users can give the respective Layer name for creating packets in any other

layers. In the above code users can see the following line:
strcpy(pstruAckPkt->szPacketType, "MY_PACKET");
This is used visualize the packet transmission in the packet animation.

8. In 802_15_4.cfile, goto fn_NetSim_Zigbee_Init() function and add the following code in red
color to call the timer_event. i.e. MY_EVENT

_declspec (dllexport) int fn_NetSim_Zigbee _Init()
{
/MY _EVENT

pstruEventDetails->nDeviceld = nGlobalPANCoordinatorld;
pstruEventDetails->ninterfaceld = 1;

pstruEventDetails->dEventTime = pstruEventDetails->dEventTime;
pstruEventDetails->nEventType = TIMER_EVENT,;  pstruEventDetails-
>nSubEventType = MY_EVENT;

pstruEventDetails->nProtocolld = MAC _PROTOCOL IEEE802 15 4;
fnpAddEvent(pstruEventDetails);

/MY _EVENT
return fn_NetSim_Zigbee_Init_F();
}

In the above function, subevent type, “MY_EVENT” is called. So this function calls the
MY_EVENT, timer event to execute.

9. fn_NetSim_Zigbee_Trace() is an API to print the trace details to the event trace. So inside
802_15_4.c file add the following lines of code in red color inside fn_NetSim_Zigbee_Trace(int
nSubEvent) as shown below:-

_declspec (dllexport) char *fn_NetSim_Zigbee_Trace(int nSubEvent)
{

if (nSubEvent == MY_EVENT)

return "MY_EVENT";

return (fn_NetSim_Zigbee Trace F(nSubEvent));
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}
10. Save the code and build Zigbee project, libZigBee.dll will get created in the bin folder of

NetSim’s current workspace path.
< C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 > for 64-bit.

11. Create a basic scenario in WSN with 2 sensors and 1 sink node.
12. While creating the application between two sensors, set
Application Type - Sensor App
Interarrival Time - 5000
13. Run simulation for 10 seconds.
14. Play packet animation. Here users can see that Sink node broadcasts “MY_PACKET” to the

Sensor.

% | 1[Wireless_Sensor_1] | [ _RO[WSN Sink 2]
Zigbee GTS_REQUEST

Zighee GTS_REQUEST
np1 SENSOR_APP

3[Wireless| Sensor_3]

Figure 9-57: In animation window Sink node broadcasts “MY_PACKET” to the sensor
15. Also, open packet trace and users can filter the control packet and see all the packet details
of “MY_PACKET” written in the packet trace.

PACKET_ID| ¥ | SEGMENT_ID ~ | PACKET_TYPE v | CONTROL_PACKET TYPE/APP_NAME -T|SOURCE_ID| ¥ | DESTINATION_ID|~ TRANSMITTER_ID|

0 N/A Control_Packet MY_PACKET SINKNODE-32  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3 Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3 Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3 Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3 Broadcast-0 SINKNODE-3
0 N/A Control_Packet MY_PACKET SINKNODE-3  Broadcast-0 SINKNODE-3

Figure 9-58: Filter the Packet Type to control packet and See “MY_PACKET” in Packet Trace
16. To analyze the “MY_EVENT” users can open event trace and filter the subevent type as

“MY_EVENT”. Here users can analyze that the event occurs for every 1 seconds.
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- |4 = | Protocol_MName ~ | Subevent_Type -T

4 TIMER_EVENT

9 TIMER_EVENT
4280 TIMER_EVENT
8519 TIMER_EVENT
12820 TIMER_EVENT
17025 TIMER_EVENT
21223 TIMER_EVENT
25452 TIMER_EVENT
29735 TIMER_EVENT
33993 TIMER_EVENT

0 SINKNODE
1000000 SINKMODE
2000000 SINKNODE
3000000 SINKNODE
4000000 SINKNODE
5000000 SINKNODE
6000000 SINKNODE
7000000 SINKNODE
2000000 SINKNODE
3000000 SINKNODE

3

LY La L L LU Lo L L

3

- e

1

[= R == = i == [ = Qo= [ = I = I = |
o o o oo o000

0

0

0 IEEES02.15.4
0 IEEE&02.15.4
0 IEEEE02.15.4
0 IEEEB02.15.4
0 IEEES02.15.4
0 IEEE&02.15.4
0 IEEES02.15.4
0 IEEEB02.15.4
0 IEEEE02.15.4
0 IEEE&02.15.4

MY_EVENT
MY_EVENT
MY_EVENT
MY _EVENT
MY_EVENT
MY_EVENT
MY_EVENT
MY _EVENT
MY _EVENT
MY _EVENT

9.5 NetSim API’s

Figure 9-59: Filter Subevent type to “MY_EVENT”

NetSim provides a wide variety of APIs for protocol developers. These are available in

1. packet.h — Packet related APIs

= Create a new packet.

o fn_NetSim_Packet_CreatePacket_dbg(int nLayer,int line,const char* file);

= Copy a packet into a new packet.

o fn_NetSim_Packet_CopyPacket_dbg(const

line,const char* file);

= Create error in packet.

NetSim_PACKET*

pstruPacket,int

o fn_NetSim_Packet_DecideError(double dBER, long double dPacketSize);

* Free a packet

o fn_NetSim_Packet FreePacket _dbg(NetSim_PACKET**pstruPacket,int line,char* file);

2. stack.h — Network / device / link and event related APIls

= Calculate distance between nodes.

o fn_NetSim_Utilities_CalculateDistance(NetSim_COORDINATES*

coordinate1,NetSim_COORDINATES* coordinates2);

= Stores the event details. Only one-time memory is allocated. Most used variable

o struct stru_NetSim_EventDetails* pstruEventDetails;

= Retrieve values from xml file.

o GetXmlVal(void* var,char* name,void* xmINode,int flag, XMLDATATYPE type);

3. list.h -- Optimized list operation calls since NetSim uses lists extensively.

= Add elments in list.
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o list_add(void** list,void* mem,size_t offset,int (*check)(void* current,void* mem));
Sorting the list

o list_sort(void** list,size_t offset,int (*check)(void* current, void* mem));

4. IP_Addressing.h — For setting & getting IP address per the appropriate format.

Set Ip address of any node.
o NETSIM_IPAddress
Checking ip address is broadcast or multicast.

o isBroadcastIP(NETSIM_IPAddress ip);
o isMulticastiP(NETSIM_IPAddress ip);

For detailed help please refer the appropriateheader (.h) files

inside:/NetSim_Standard/src/simulation/include or read through the doxygen source code

documentation available inside Home Page under Documentation > source code Help

Include all the header (.h) files from the include folder.

NetworkStack.lib is a “import library” file and has the definitions for the functions present in
the NetworkStack.dll

When developing new protocols users should create their own protocol.h and declare all
the protocol specific variables here. Stack & packet related variables should be used from

stack.h and packet.h

NetSim Network Stack calling individual Protocol.

Every protocol should provide the following APIs as hooks to the network stack:

int (*fn_NetSim_protocol_init)(conststruct stru_NetSim_Network*,conststruct
stru_NetSim_EventDetails*,constchar*,constchar*,int,constvoid**);

Using this API the stack passes all the relevant pointers to variables, paths etc needed for
the protocol. Inside this function a) local variables should be initialized, b) Initial events if
any should be written, eg: Hello packet in RIP, STP in Ethernet c) File pointers for reading
& writing protocol_specific_|O files.

int (*fn_NetSim_protocol_Configure)(conststruct stru_NetSim_Network*,int nDeviceld,
int nINterfacelD, int nlayertype, fnpAllocateMemory, fnpFreeMemory, fpConfigLog );

The stack calls this APl when reading the config file. Upon reaching the appropriate protocol
definition in the XML file, the stack calls this and passes all these pointers to the protocol.
int (*fn_NetSim_protocol_run)(): This is called by the stack to run the protocol

char* (*fn_NetSim_protocol_trace)(int): This called by the stack to write the event trace
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= int(*fn_NetSim_protocol_CopyPacket)(constNetSim_PACKET* pstruDestPacket,const
NetSim_PACKET* pstruSrcPacket):

= This is for copying protocol specific parameters / data into the packed

= int (*fn_NetSim_protocol_FreePacket)(const NetSim_PACKET* pstruPacket): The this to
free the protocol specific parameters / data in the packet

= (*fn_NetSim_protocol_Metrics)(const FILE* fpMetrics): This is to write the metrics file upon
completion of the simulation

= int (*fn_NetSim_protocol_Finish)(): To release all memory after completion

= char* (*fn_NetSim_protocol_ConfigPacketTrace)(constvoid* xmINetSimNode); To
configure the packet packet trace in terms of the parameters to be logged

= char* (*fn_NetSim_protocol_WritePacketTrace)(const NetSim_PACKET*); To configure

the event trace in terms of the parameters to be logged.
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10 Advanced Features

10.1 Random Number Generator and Seed Values

NetSim includes protocol and traffic models which include stochastic behavior. Typical examples
are a) wi-fi node’s random back-off after collisions, and b) packet error decision by comparing a

random number chosen between 0 and 1 against the packet error probability.

NetSim uses an in-built linear congruential Random Number Generator (RNG) to generate the
randomness. The RNG uses two seeds values to initialize the RNG. Having the same set of seed
values ensures that for a particular network configuration the same output results will be got,
irrespective of the system or time at which the simulation is run. This ensures repeatability of

experimentation.

Modifying the seed value will lead to the generation of a different set of random numbers and
thereby lead to a different sequence of events in NetSim. Therefore, the results are dependent
on the initial seeding of the RNG. Because a particular random seed can potentially result in an
anomalous, or non-representative behavior, it is important for each network scenario to be

simulated with several random number seeds, to ascertain typical performance.

10.2 Confidence in simulation results and error bars

Since NetSim’s models include stochastic behavior, results are dependent on the initial seeding
of the random number generator. Because a particular random seed selection can potentially
result in an anomalous, or non-representative behavior, it is important for each model
configuration to be exercised with several random number seeds, to be able to determine

standard or typical behavior.

The field of statistics provides methods for calculating confidence in an estimate, based on a trial

or series of random trials. To calculate confidence intervals, users can do the following:

¢ Run N simulations for the same model configuration, with a different initial seed (for the
random number generator) for each run.

e For any output metric X, calculate the mean (average) X of the N samples.
_ 1
X == N(Xl +X2 + "'+XN)

o Calculate the standard deviation o of the N samples.

O'=\]<N1_1)XE(Xi—X)2

Ver 13.1 Page 232 of 300



© TETCOS LLP. All rights reserved

¢ Confidence interval limits can be expressed as

o — o
G)lower _X_Zax<ﬁ>' GUPPEF _X+Zax<m>

This statement can be thought of as assigning a probability to the condition that the true

mean p is within a particular distance of the random sample X, as shown below

Prob[)?—zax< ><u<)?+za><<

w )=

Confidence level (a) Zg

99% 2.575
98% 2.327
95% 1.960
90% 1.645
80% 1.282

Table 10-1:Value of Z,, for different confidence intervals
e The above expression for confidence assumes the distribution of the output metric is
Normal, which is true (from the Central Limit Theorem) if the number of runs N > 30. If
the number of repetitions is less than 30 then it is better to use the t-statistic based

confidence-interval (details can be found in standard statistics textbooks).

Error bars are plotted as a vertical bar centered at the mean and ending at the upper and lower

confidence limits

10.3 Interfacing MATLAB with NetSim (Std/Pro versions)

NetSim provides run-time interfacing with MATLAB so that users do not have to rewrite code in
C for features that are already available in MATLAB and instead simply reuse MATLAB code. Lot
of work related to machine learning, artificial intelligence and specialized mathematical algorithms

which can be used for networking research, can be carried out using existing MATLAB code.

4\

MATLAB

Figure 10-1: Interfacing MATLAB with NetSim

This interfacing feature can be used to either replace an existing functionality in NetSim or to

NETSIM

incorporate  additional  functionalities  supported by  MATLAB. Any  existing
command/function/algorithm in MATLAB or a MATLAB M-script can be used.
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In general, the following are done when a user interfaces NetSim to MATLAB:

= |nitialize a MATLAB engine process in parallel with NetSim,

= Execute MATLAB workspace commands,

= Pass parameters to MATLAB workspace,

= Read parameters from MATLAB workspace,

= Generate dynamic three-dimensional plots,

= Make calls to functions that are part of MATLAB M-scripts or .m files, and

= Terminate the MATLAB engine process at NetSim simulation end.

Guidelines to interface NetSim with MATLAB

Analyze what parameters the function or code in MATLAB expects as input.

Identify the relevant variables in NetSim to be passed as input to MATLAB.

Make calls from relevant places of NetSim source code to
o Pass parameters from NetSim to MATLAB.

o To read computed parameters from MATLAB workspace

Identify and update the appropriate simulation variables in NetSim.
NetSim offers two different methods to interact with MATLAB during runtime.

=  NetSim-MATLAB Socket Interface
=  NetSim-MATLAB COM Interface

The first is an inbuilt socket interface that offers simplified NetSim API's that can be used for
interactions with MATLAB. The second method involves importing MATLAB libraries, including
MATLAB headers, and using MATLAB Engine APIs for all interactions with MATLAB. The former
is a lot simpler since no additional settings will be required in the source code project settings.

The later involves multiple configuration steps but offers more flexibility.
10.3.1 NetSim-MATLAB Socket Interface

NetSim-MATLAB Socket Interface was introduced in NetSim v13.0 to reduce the complexity
involved in the NetSim-MATLAB COM Interface.

NetSim provides several inbuilt APIs that can be called from the underlying protocol C source

codes to interact with MATLAB. Following is some of the APIs with syntax and description:

NetSim API’s to interact with MATLAB Description

Starts a MATLAB engine process and adds
the appPath to the top of the search path for
current MATLAB session.

netsim_matlab_interface_configure(char*
appPath)

Sends exit command to MATLAB to

netsim_matlab_interface_close(); terminate the session
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Sends commands, variables and values as

netsim_matlab_send_ascii_command(char string to MATLAB.

format, ...)
netsim_matlab_get value(char* out, int Gets the value of a MATLAB variable as a
outLen, char* name, char* type) string. Currently supports double data type

only.
Table 10-2: MATLAB Engine API functions

These functions are defined as part of the NetSim_ utility.h file which is part of the Include directory
of NetSim Source Codes. This header can be included in the C files where these APls are to be

called from.

10.3.1.1 Prerequisites for MATLAB Socket Interfacing
= An installed version of MATLAB R2021(a) or lower version in the same system where

NetSim is installed.

Note:

o If the MATLAB is installed in different System in the same Network. Copy MATLAB_ Interface.exe
present in bin folder from installed directory (C:\Program Files\NetSim\Standard_v13_1\bin) to the
system where MATLAB is installed.

o Execute the below command in the command prompt where MATLAB_Interface.exe is placed

followed by IP address of the system where the NetSim is installed.

; B C\Windows\System32\cmd.exe

Windows i ion 18.8.1
oration. All

C:\Users\MAHAVEER\Desktop\New folder>MatlabInterface.exe 192.168

Figure 10-2: Command to start the MATLAB interface
= Registration of MATLAB as a COM server by one of the following methods

o Start Command Prompt as administrator and execute the following command:
matlab -regserver

Note: If you have multiple versions of MATLAB installed on your computer, the best practice is to run the

matlab command from the matlabroot folder.

= Enter the following command in the command line of MATLAB version that you want to
interface with NetSim:

matlab -regserver
10.3.1.2 Implement Weibull Distribution of MATLAB without using .m file

In this example we will replace the default Rayleigh Fading (part of the path loss calculation) used
in NetSim, with a Fading Power calculated using the Weibull Distribution from MATLAB Socket
Interfacing.
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“This example uses 64bit version of NetSim setup with MATLAB Engine”
Procedure

1. Create a MATLAB_Interface.c file inside the IEEE802_11 folder which can be found in the
current workspace location of NetSim that you are running, and it would be something like
“C:\Users\PC\Documents\NetSim\Workspaces\<Yourdefaultworkspace>\src\Simulation\IEEE
802_11". Write the following code inside MATLAB_ Interface.c file.

[
* This is a simple program that illustrates how to call the MATLAB
* Engine functions from NetSim C Code.

*/

#include<windows.h>

#include<stdlib.h>

#include<stdio.h>

#include<string.h>

#include "main.h"

#include "Stack.h"

#include"NetSim_utility.h"

#include "direct.h"

char buf[BUFSIZ];

double status;

double* result;

double fn_netsim_matlab_init()

{
netsim_matlab_interface_configure("");
return 0;

}

double fn_netsim_matlab_run()
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/Iwrite your own implementation here
int weibull_noncentrality = 1, weibull_scale = 2;
/luse ProbDistUnivParam() function for matlab 2016 or lower
/Isprintf_s(buf, BUFSIZ, "h=ProbDistUnivParam('weibull',[%d %d])",
/Ilweibull_noncentrality, weibull_scale);//
/luse makedist() function for matlab 2017 or Higher
sprintf_s(buf,BUFSIZ,"h=makedist('weibull',%d,%d)", weibull_noncentrality,
weibull_scale);
netsim_matlab_send_ascii_command(buf);

sprintf_s(buf,BUFSIZ,"i=random(h)");//

netsim_matlab_send_ascii_command(buf);
netsim_matlab_get_value(buf,BUFSIZ,"i","double");
double result = atof(buf);

return result;

}

double fn_netsim_matlab_finish()

{

fprintf(stderr, "\nPress any key to close MATLAB\n");
_geteh();

netsim_matlab_interface_close();

return O;

}
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<« Documents » NetSim » Workspaces » MNetSim_13.1.21_84_std_default » src » Simulation » IEEE80Z_T1 w|f)
MName Date modified Type Size

[&] MATLAB_ Interface.c 27-11-2021 19:48 C Source 2 KB
IEEEZ02_11.h 20-11-2021 17:38 C/C++ Header 16 KB
|IEEEZ02_11_Phy.h 20-11-2021 17:38 C/C++ Header 10 KB
[5) IEEE202.11_OFDMPhy.c 20-11-2021 17:38 C Source 11 KB
[3) IEEE202_11_DS55Phy.c 20-11-2021 17:38 C Source 8 KB
[3) IEEE202_11_HTPhy.c 20-11-2021 17:38 C Source o4 KB
[£] IEEE202_11_Phy.c 20-11-2021 17:38 C Source 26 KB
[3 PropagationModel.c 20-11-202117:38 C Source 6 KB
[ CcsmacA.c 11-10-2021 12:11 C Source 22 KB
[3) IEEE202_11_Mac.c 11-10-2021 12:11 C Source 16 KB
[5) IEEE202 11.c 06-10-2021 12:27 C Source 8 KB
B IEEE802_11.vexpraj filters 06-10-2021 12:27 VC++ Project Filte... 2 KB
[ IEEE202_11_EDCAF.h 06-10-2021 12:27 C/C++ Header 3KB
[ IEEE202_11_enum.c 06-10-2021 C Source 1 KB
[ IEEE202_11_enum.h 06-10-2021 [ C/C++ Header 2 KB
[ IEEE202_11_MacFrame.c 06-10-2021 12:27 C Source 19 KB

Figure 10-3: Create a MATLAB_Interface.c inside the IEEE802_11 folder
2. Now open the code and configure Visual studio Software Platform to x64.

3. Right click on “IEEE802_11 Project” present in “Solution Explorer” window and select Add >
Existing Item > select the MATLAB_ Interface.c
4. MATLAB_Interface.c file contains the following API functions.

I. netsim_matlab_interface_configure() under fn_netsim_matlab_init() - waits to
connect MATLAB after running MATLAB interface.exe i.e “Open MATLAB Interface”
option in the NetSim UL.

[I.  netsim_matlab_send_ascii_command() and netsim_matlab_get_value() inside
fn_netsim_matlab_run() -relevant variables in NetSim to be passed as input to
MATLAB and vice versa.

lll. netsim_matlab_interface_close(); inside fn_netsim_matlab_finish() - Send the quit
command to MATLAB to terminate the connection.

5. In the Solution Explorer under IEEE802_11 project double click on the IEEE802_11.c file.
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na File Edit View Git Project Build Debug Test Anahze Tools FExtensions Window Help  Sesrch (Ctrl+() el NetSim = o x
i ~ | i s T | -~ v‘ Release ~ P Local Windows Debugger v| q| - |& Live Share &7
? IEEEB02 11.c 3m X mSulmiun Explorer b x
& CIEEDER -] (Global Scope) -| |+ @A e-2amlo
% 25 #include "IEEEB82_11.h" - S h <ol - . p-
2 26 #include "IEEES82_11_Phy.h" earch Solution Explorer (Ctrl+;)
; 27 4[] IEEER0Z_T1 -
B 28 //Function prototype b =B References
;; 29 int fn NetSim IEEES82 11 Configure F(void** var); 1 b &0 External Dependencies
= 30 int fn N?tSim IEEEBA2 11 Init F(struct ?t'uirletsimirletwc'k *NETWORK_Formal, uf b [ CSMACA.c
31 HetSlm_:V:r-JTD:TAII:S *pstruEventDetails_Formal, b [ Generic_RateAdaptation.c
32 char *pszAppPath_Formal,
33 char *p itePath_Formal, b [ IEEES02.11_OFDMPhy.c
2 int nversion_Type)s »[BEme e ]
35 int fn MetSim IEEE882 11 Metrics F(PMETRICSWRITER metricsWriter); b [A IEEEBD2_11.h
36 void print_minstrel_table(PMETRICSWRITER metricsWriter); b [ IEEE202_11_DSSSPhy.c
37 b [ IEEE802_11_EDCAF.c
38 [=l_declspec(dllexport) int fn_NetSim IEEEB@2_11_Configure(void** var) b [ IEEES02_11_EDCAFh
39 { ) ) b [ IEEES02 11_enum.c
ii} ; return fn_NetSim_IEEES02_11 Configure_F(var); > [ IEEER0Z 11_enum.h
P b [ IEEE202_11_HTPhy.c
43 _declspec(dllexport) int fn NetSim IEEES82 11 Init(struct stru NetSim Network *NETWORK Formal, b [A IEEEBD2_11_HTPhy.h
44 NetSim_EVENTDETAILS *pstruEventDetails_Formal, b [ IEEEB02 11 Mac.c
45 char *pszAppPath_Formal, B[4 IEEE202_11_MAC_Frameh
46 char *pszWritePath_Formal, b [ IEEE2D2_11_MacFrame.c
47 H  int nversion_Type} b [ IEEES02_11_Phy.c
a8 { ) ) R b [ IEEES02_11_Phy.h
49 return fn_NEtS1m_Il?EESE_')2_11_In1t_F(H:Tw u-?k_-c'n'al, b [ IEEEB0211_PhyFrame.c
58 pstruEventDetails_Formal,pszAppPath_Formal,
51 ps tePath Formal, P [A IEEEB0Z_11_PhyFrameh
52 nversion_Type); b [f) IEEE802_11_Radio.c -
53 1 v n M orrrag
100% No issues found 1 b ln:1  Ch:1 TABS  CRLF [ Solution Explorer [RERSSUEREES
[T Ready 4 Addto Source Control « M

Figure 10-4: Solution Explorer double click on the IEEE802_11.c file
6. Add a call to fn_netsim_matlab_init(); inside the fn_NetSim_IEEE802_11_Init() function.

m File  Edit View Git Project Build Debug  Test Analyze Tools Exensions Window Help Search (Ctrl+Q) Fel NetSim — O b4

i~ |-l" [~ f| 9 - v‘ Release ~ x64 -~ » LDmIWindﬂwsDebuggerv| ‘| E] ¢ [ =) |

i
i
I

= & LiveShare &7

4 IEEEB02 116" 5 X
@
@ [ 1EEEB02_11 -I (Glebal Scope) -I@ fn_MetSim_IEEE202_11_Run() @ 5 ‘ -2 dE ‘ <>
-';L 38 E_declspec(dllexport) int fn_NetSim IEEEB82_11_Configure(void** var) N 5oaich Solution Explorer (Ctrl+:) Lo~
z 39 (Ctrl+;
o ) return fn_NetSim_TEEES02_11_Configure F(var); 4[] IEEES02 11 -
2 41 ¥ [ =B References
3 42 P ¢ BExternal Dependencies
= 43 _declspec(dllexport) int fn_NetSim IEEEB82_11_Init(struct stru_NetSim_Network *NETWORK_Formal, O P [B CSMACA.c
aa NetSim EVENTDETAILS *pstruEventDetails Formal, b [ Generic_RateAdaptation.c
45 char *pszAppPath_Formal, b [ IEEE802.11_OFDMPhy.c
* itePath For i
45 shar‘ pszh itePath_Formal, nj b [ IEEER02 11.c
47 = int nversion_Type)
a8 7 3 IEEE802_11.h
49 I fn_netsim_matlab_init(); I b [ IEEEB02_11_DSSSPhy.c
5@ return Tn_Netsim IEEEs@Z_l1_Init_F(NETWORK_Formal, b [X) IEEE802_11_EDCAF.c
51 entDetails_Formal,pszAppPath_Formal, P [M IEEE202_11_EDCAF.h
52 itePath_Formal, B [ IEEE20Z_11_enum.c
53 nversion_Type}; 3 IEEE202_11_enum.h
:‘51 } b [ IEEE802_11_HTPhy.c
56 El_declspec(dllexport) int fn_NetSim IEEEB82_11_Run() P [ IECES02 11 HTPhyh
57 1 b [ IEEEBDZ_11_Mac.c
58 =] switch(pstruEventDetails-»nEventType) b [ IEEE80Z_11_MAC Frameh
59 P [& IEEE202_11_MacFrame.c
58 case MAC_OUT_EVENT: b [ IEEE802_11_Phy.c
51 fn_NetSim_IEEEE82_11_MacOut(); b [ IEEEB02_11_Phy.h
62 break; b [ IEEE202 11 PhyFrame.c
:i casefm;_igTEVE:;E:saz 11_MacIn()sl e
n_letsin_ L HMacIn()s b [ IEEES02_11 Radio.c
65 break; - n M orrrag h
Noissuesfound 4 ni64  Chi32  Cok3s TABS  CRLF i Solution Explorer [NEYIEREES

4 Add to Source
Figure 10-5: Added a fn_netsim_matlab_init(); inside the fn_NetSim_IEEE802_11_Init() function
7. Similarly add a call to fn_netsim_matlab_finish(); inside the fn_NetSim_IEEE802_11_

Finish() function.
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L EEES02 1. & X - %
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= 132 B/** Search Solution Explorer (Ctrl+;) P~
< 133 This function is called while writing the Packet trace for WLAN protocol. 4 [%] IEEES02_11 -
E 134 This function is called for every packet while writing the packet trace. b =B References
Z = o L 3 External Dependencies
2 136 El_declspec(dllexport) int fn_NetSim IEEEB@2_11 WritePacketTrace(MetSim PACKET* pstruPacket, char®* ppszTr = P
- ; b [ CSMACA.c
138 return 1; I [ Generic_RateAdaptation.c
139 ¥ b [ IEEESD2.11_OFDMPhy.c
148 b [f IEEEBD2_11.c
141 B/*= b [M IEEE202_11.h
142 This function is called by NetworkStack.dll, once simulation end to free the b [3 IEEE202_11_DSSSPhy.c
ij—i :ilocated memory for the network. > [ IEEEB02_11_EDCAF.c
. : . b [ IEEE8D2_11_EDCAF.h
i:: El_declspec(dllexport) int fn_NetSim IEEEB82_11_Finish() b [ IEEEB02 11 enumac
147 fn_netsim matlab_finish();| b [H IEEE202_11_enum.h
148 return Tn_Netsim IEEEs@z 11 _Finish_F(); b [ IEEEB02_11_HTPhy.c
149 } b [ IEEEB02_11_HTPhy.h
1508 b [ IEEE802_11_Mac.c
151 Flvoid fn_NetSim IEEES@2 11 Timer() — b [ IEEE202 11 MAC Frameh
=2 |{ itch i b b [0 IEEE2D2_11_MacFrame.c
i:i =] switch(pstruEventDetails->nSubEventType) b B IEEES02 11 Phy.c
155 case ACK_TIMEOUT: b [ IEEEB02_11 Phy.h
156 fn_NetSim TEEESG2_11_CSMA_AckTimeOut(); b [A IEEEB0Z_11_PhyFrame.c
157 break; b [ IEEE8D2_11_PhyFrame.h
158 case CTS_TIMEOUT: b [3) IEEEB02_11_Radio.c .
fn NetSim IEEES8@2 11 RTS (TS CTSTimeOut(); - L - - E
& No issues found 4 » Ln:147 Ch:28  Cok31 TABS cRLF [ Solution Explorer [REISSIEREES
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Figure 10-6: Added a fn_netsim_matlab_finish(); inside the fn_NetSim_|IEEE802_11_Finish() function
8. In the Solution Explorer under IEEE802_11 project double click on the IEEE802_11.h file. Add

definitions of the following functions.

double fn_netsim_matlab_init();
double fn_netsim_matlab_run();

double fn_netsim_matlab_finish();

0§ File FEdit View Git Project Buld Debug Test Anabze Tools Bdensions Window Help  Search (Ctrl-0) Y] NetSim = o X
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308 J/For MSVC Zﬂmpiler: For GCC link via Linker command P [ IEEEB02.1T_OFDMPhy.c
31 #pragma comment(lib,"IEEE802.11.1ib") P [A IEEEBD2 1.
32 #pragma comment(lib,"Metrics.lib™) b [ IEEEB0Z11h
33 #pragma comment(lib,"NetworkStack.lib") b [ IEEE202_11_DSSSPhy.c
34 #pragma comment(lib,"Mobility.1lib") P [B IEEE802_11_EDCAF.c
35 #pragma comment(lib,"PropagationModel.lib") b [ IEEES02_11_EDCAFh
g: tendi:uble fn_netsim matlab init(); P o) R e
38 double fn_netsim matlab run();‘ b [ IEEES0Z T1_enum.h
39 double fn_netsim matlab finish(); b [ IEEEB02_11_HTPhy.c
A b IEEES02_11_HTPhy.h
b [ IEEES0Z_11_Mac.c
42 //#define _RECALCULATE_RX_SENSITIVITY BASED_ON_PEP_ b [A IEEEB0Z_11_MAC_Frameh
B[4 IEEE202_11_MacFrame.c
E#include "IEEEB@2_11_enum.h” b [ IEEE202_11_Phy.c
#include "IEEEBB2_11 EDCAF.h" b IEEE202_11_Phy.h
// Control frame data rate RTS and CTS b ) CEER s
48 #define CONTRL_FRAME_RATE_11B 1 ///< Control frame data rate for IEEE 882.11b in Mbps b [ IEEES02 11 PhyFrameh
49 #define CONTRL_FRAME_RATE_11A AND 6 6 ///< Control frame data rate for IEEE 802.1la/g in Mbps b [ IEEE202 11 Radio.c -
sa #dafine CONTRI FRAMF RATF 11P 3 {ii¢ Fontrn]l frame data rate for TEEE 207 11n in Mhns N o
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Figure 10-7: Added Matlab definitions in IEEE802_11.h file
9. In the Solution Explorer under IEEE802_11 project double click on the IEE802_11_PHY .c file.

10. Inside fn_Netsim_IEEE802_11_PHY!In () function comment the lines,
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dFadingPower = propagation_calculate_fadingloss(propagationHandle,packet-
>nTransmitterld,ifid, pstruEventDetails->nDeviceld, pstruEventDetails->ninterfaceld);

Make a call to the fn_netsim_matlab_run() function by adding the following line,

dFadingPower = fn_netsim_matlab_run();
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Figure 10-8: Call to the fn_netsim_matlab_run() function

Note: In MATLAB Socket Interfacing, compilation of MATLAB Engine is not required since the MATLAB

APlIs are already called in function.

12.

Now Right Click on IEEE802_11 project and select Rebuild.
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o' 356 goto RET_PHYIN; b h
% 357 } . Praject Only
2 358 q Retarget Projects
359 El J*dFadingPower = _propagation_calculate_fadingloss(find_propagation_info( i
360 packet->nTransmitterId, 4 Scope to This
361 ifid, 4 MNew Seolution Explorer View
362 pstruEventDetails->nDeviceld, 4 . .
363 pstruEventDetails->nInterfaceld));*/ 3 Build Dependencies
64 4 Add
365 dFadingPower = fn_netsim_matlab_run(); bl .
366 pdbm -= dFadingPower; =] N Class Wizard...
367 b ‘® Manage NuGet Packages...
368 ber = fn_NetSim_IEEES62_ 11 CalculateBER(srcPhy,pdbm);
369 Pl £ Setas Startup Project
378 status = fn_NetSim_Packet_DecideError(ber,packet->pstruPhyData->dPacketSize); E Debug
371
372 = if(status == PacketStatus_Error) bl 3 Cut
373 4 Paste
374 if(!isTEEEBB2_11_CtrlPacket(packet) && is_first_packet(packet)) b
375 phy->firstpacketstatus = PacketStatus_Error; b X Remove
376 b Rename
377 // call function to write packet trace and calculate metrics
378 packet->pstruPhyData->nPacketErrorFlag = PacketStatus_Error; b Unload Project
379 packet->nPacketStatus=PacketStatus_Error; 4 Load Direct Dependencies of Project
338 fn_Netsim WritePacketTrace(packet); 3 .
381 fn NetSim Metrics Add(packet): - - Load Entire Dependency Tree of Proj
100%  ~ @ Noissues found 1 } Lm:362  Ch:12  Colk45 TABS  CRLF [ Seluti Rescan Solution
7 Ready Display Browsing Database Errors

Figure 10-9: Rebuild IEEE802_11 project
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13. A new IibIEEE802.11.dIl gets created in the binx64 folder of NetSim’s current workspace path
C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64> for 64-bit.

For more information, follow steps provided in Section 9.1 “Writing your own code”.

14. Run NetSim in Administrative mode. Create a Network scenario involving IEEE802_11 say

MANET, right click on the Adhoc link and select properties. Make sure that the Channel

Characteristics is set to PathLoss and Fading and Shadowing. Perform the simulation.

: .‘, Link Properties Window

Link_Type
Link_Medium
Link_Mode

MEDIUM PROPERTY
Channel_Characteristics
PathLoss_Model
PathlLoss_Exponent(n)
Fading_Model
Scale_Parameter (w)
Shadowing_Model
Standard_Deviation(dB)

Propagation_Medium

oK

MULTIPOINT_TO_MULTIPOINT
WIRELESS

HALF_DUPLEX

O X

PATHLOSS_AND_FADING_AND._..

NO_PATHLOSS
PATHLOSS_ONLY
PATHLOSS _AND_SHADOWING

PATHLOSS_AND_FADING_AND_SHADOWING

| 1.00

| LOGNORMAL

5

e

Reset

Figure 10-10: Wireless Link Properties Window in MANET

15. NetSim Simulation console waits for MATLAB Interface process to connect.

B ChUsers\MAHAVEER\Documents\NetSim\Workspaces\NetSim_13.1.21_64_std_default\bin_x64\NetSimCore.exe

Componen

Figure 10-11: NetSim Simulation console waits for MATLAB Interface process to connect
16. If MATLAB is installed in the same system where NetSim is installed. MATLAB Interface

process can be initiated directly from the design window of NetSim.
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= Go to “Options” in design window and select the Open MATLAB Interface option as shown

below:

File Options Help

Change Grid/Map Settings . / Wired/Wireless I;l " Plots

I | e
|; Open MATLAB Interface WJ |:]&" 'EJ Packet Trace @
Nede Switch Router Access_Point Application T EventTrace Run

Figure 10-12: Option to open MATLAB Interface
= Click on the OK button when the below window is displayed. This opens the MATLAB

Session.

[ NetSim MATLAB Interfacing X

This will execute the NetSim MATLAE interfacing exe
Please make sure you have MATLAB installed.

OK Cancel

Figure 10-13: NetSim MATLAB Interfacing warning message
17. After clicking on “OK”, MATLAB interface will get initiated. MATLAB Command window will

open after which the simulation NetSim starts to simulate. During the simulation
communication between MATLAB and NetSim will established.

18. The dFading power value will be displayed in the MATLAB Console window as below. At
simulation end the MATLAB Interface process will get terminated.

B Select C:\Program Files\NetSim'\Standard_v13_1\bin\Matlablnterface.exe — O e

weibull®,

weibull®,

weibull®,

weibull®,

weibull®,
: i=random

: h=makedi weibull®,
: i=random

: h=make weibull®,
: i=random

: h=make weibull®,
: i=random

Figure 10-14: Runtime MATLAB interfacing window with | value

Ver 13.1 Page 243 of 300



© TETCOS LLP. All rights reserved

10.3.1.3 Debug and understand communication between NetSim and MATLAB
1. In the Solution Explorer under IEEE802_11 project double click on MATLAB_ Interface.c file
and place a breakpoint inside the fn_netsim_matlab_run() function before the return

statement.
m File Edit View Git Project Build Debug Test Analyze Tools Exdensions Window Help Search (Ctrl+Q) L NetSim = m] X
Q- | H-2 W #‘ 2 - v| Release ~ xb4 ~ P Local Windows Debugger " LY | ; 15 | = £ ‘ ] = ¥ Live Share 7

gw MATLAB_Interface.c & x [[332 7yl IEEEB02_11.h IEEEB02_11.c ~ % Solution Explorer > 0 x
EE‘;‘ @\EEEEOE_H vI (Global Scope) vI -|+ f:ﬁ .E‘ ,@ . e & ®| o
= 22 return @; -
-E 23 1 Search Solution Explorer (Ctrl+;) o~
; 24 Eldouble fn_netsim_matlab_run() b [ DSR o
2 25 i b [ Ethernet
g 2 . . . b [ FastEmulation
= 27 J/write your own implementation here b B Firewall
28 int weibull_noncentrality = 1, weibull_scale = 2; b [l IEEE1609
29 = //use ProbDistUnivParam() function for matlab 2816 or lower
30 Jisprintf_s(buf, BUFSIZ, "h=ProbDistUnivParam( weibull’,[%d %d])*, 4 [&] IEEEs02 11
31 //weibull noncentrality, weibull scale);// b = References
32 f/use makedist() function for matlab 2017 or Higher P E¢ Bxernal Dependencies
33 sprintf_s(buf,BUFSIZ, "h=makedist( 'weibull’,%d,%d)", weibull_noncentrality, P [H CSMACA.c
34 weibull_scale); b [@ Generic_Ratefdaptation.c
35 netsim matlab_send_ascii_command(buf); b [ IEEE202.11_OFDMPhy.c
36 sprintf_s(buf,BUFSIZ,"i=random(h)");// u b @ IEEER02 11.c
37
38 netsim matlab_send_ascii_command(buf); P [ IEEESD2 11k
39 netsim matlab_get value(buf,BUFSIZ,"i","double"); ) b [ IEEEB02 11 DSSSPhy.c
® a0 double result = atof(buf); b [A) IEEE802_11_EDCAF.c
41 return result; 3 |EEE2D2_11_EDCAF.h
42 } b [ IEEE202_11_enum.c
43 Eldouble fn_netsim_matlab_finish() b [ IEEEBD2_11_enum.h
44 ) b [f IEEE802_11_HTPhy.c
:i fprtﬂﬁzgstder'r, "\nPress any key to close MATLAB\N"); b [A IEEEB02_11_HTPhyh
& etch();
47 ;Etsilrilratlabiinterfa.:ei.:lose(); b [ IEFEEI 11 Mace
43 return @; b [A IEEE802_11_MAC_Frame.h
49 3 B [ IEEE202_11_MacFrame.c .
- n o moarrrag o
@ Mo issues found » Ln:50 Ch:1 TABS CRLF Solution Explorer [EeiSERTE

4 AddtoSource Control ~ M
Figure 10-15: Place a breakpoint inside the fn_netsim_matlab_run() function
2. Rebuild the code.

3. Now run the NetSim Scenario. The simulation window stops for user interrupt.

4. In Visual studio, go to Debug =>Attach to Process.
5. From the list of Processes select NetSimCore.exe and click on Attach.
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Attach to Process ? X
Connection type: Default ~
Connection target: DESKTOP-GOPN4TO ~ Find...

Connection type information
The default connection lets you select processes en this computer or a remote computer running the Visual Studio Remete Debugger
(MSVSMON.EXE).

Attach to: Automatic: Native code Select...

Available processes

Filter processes P -
Process 0 Title Type User Name Session ()
MetSim.exe %64 DESKTOP-GOPMN4TO 1
MNetSimCore.exe AAHAVEER\Documents\MNetSim\Wor...  x DESKTOP-GOPM 1
MetSimSimulation.exe 4172 Mobile_Adhoc_Networks, Workspace Name: Ne..,  x64 DESKTOP-GOPMNATO... 1
notepad.exe 3540 MATLAB Interface.c - Notepad 164 DESKTOPR-GOPM4TO.., 1
notepad.exe 7256 1.bet - Notepad 164 DESKTOPR-GOPMN4TO... 1
PerfWatson2.exe 7312 Managed (v4... DESKTOP-GOPMN47O0.. 1
rdpclip.exe 404 x6d DESKTOR-GOPMATO... 1
RuntimeBroker.exe 2604 Microsoft. Windows.Photos_2020.19111.24110.0_... 64 DESKTOP-GOPMNATO... 1
RuntimeBroker.exe 6292 Microsoft. WindowsStore_12004.1001.1.0 x64_ 8... 64 DESKTOP-GOPMNATO... 1
RuntirmeBroker.exe 4528 x64 DESKTOPR-GOPMN4TO... 1 v

[[]5how processes from all users Refresh

Figure 10-16: Select NetSimCore.exe in Attach to Process Window
6. Now go to the Simulation window and press Enter. Simulation will pause at Waiting for matlab

interface to connect, go to Design window/GUI -> Options -> Open MATLAB interface ->click
on OK
7. MATLAB Command Window will start and breakpoint in Visual Studio gets triggered.

0§ File Edit View Project Buld Debug Test Analyze Tools Edfensions Window Help  Seorch (CileO) Pl Netsim
- -2 W WM -Q - » Continue - 5 | & o ] EE NI R = -
Process: [2548] MetSimCore.exe - Lifecycle Events = Thread: [13236] Main Thread - ¥ Stack Frame: fn_netsim_matlab_run M -
MATLAB Interface.c 2 3 332 0y Ny IEEEB02 11.h IEEE8D2 11.c
[l IEEE@D2_11 - (Global Scope)
22 netsim_matlab_interface_configure("");
23 return @;
24 }
25 “ldouble fn_netsim_matlab_run()
26 {
27
28 /fwurite your own implementation here
29 int weibull noncentrality = 1, weibull scale = 2;
38 - //netsim_matlab_send_ascii_command("h");
31 //use ProbDistUnivParam() function for matlab 2016
32 //sprintf_s(buf, BUFSIZ, "h=ProbDistUnivParam( weibull',[%d %d])",
33 //weibull_noncentrality, weibull_scale);//
34 //use makedist() function for matlab 2017
35 sprintf_s(buf,BUFSIZ, "h=makedist('weibull’, %d,%d)", weibull noncentrality,
36 weibull_scale);
37 netsim_matlab_send_ascii_command(buf);
38 - sprintf_s(buf,BUFSIZ,"i=random(h)");//
39 //netsim_matlab_send_ascii_command("i");
40 netsim_matlab_send_ascii_command(buf);
A1 peteim matlab got vali (huf BUEST "f":“double");
Q 4z double result = atof(buf);
43 return result;
aq }
45 “ldouble fn_netsim_matlab_finish()
46 {
47 fprintf(stderr, "\nPress any key to close MATLAB\n");
48 _getch();
49 netsim_matlab_interface_close();
50 return @;
51 T

Figure 10-17: Breakpoint gets triggered in Visual Studio.
8. Now place another breakpoint after the line dFadingPower = fn_netsim_matlab_run()
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Search (Ctrl+Q)

§ MATLAB_Interface.c |EEEB0Z 11 Phy.c + X |32 eRyRy IEEE802_11.c Solution Explarer ~ 0 x
é [ 1EEEB02_11 ‘ ) - (Global Scope) . . ~| @ fn_NetSim_IEEEE02_11_Phyln() -|E A@E -2 FE| o ™
o 358 1f(TisIEEEBBZ_11_CtrlPacket(packet) && is first_packet(packet)) -
2 351 phy->firstpacketstatus = PacketStatus_Collided; Search Solution Explarer (Ctrl+;) P~
y 352 o b [ DSR -
g 353 fn_Netsim_WritePacketTrace(packet); b Ml Ethernet
g 354 fn_Netsim Metrics_Add(packet); b Pyl FastEmulation
= 355 fn_NetSim_Packet_FreePacket(packet); b Pl Firewal
356 goto RET_PHYIN;
157 } b [ IEEE1609
358 4 [%] IEEEBOZ 11
359 = /*dFadingPower = _propagation_calculate_fadingloss(find_propagation_info( b =B References
368 packet->nTransmitterId, P &0 External Dependencies
361 ifid, b [ CSMACA.c
362 pstr‘uEventDeta:j.lsf>nDeviceId, . b [ Generic_RateAdaptation.c
ggi pstruEventDetails->nInterfaceld));*/ In| b [ IEEES02.11_OFDMPhy.c
365 dFadingPower = fn_netsim_matlab_run(); b [ IEEEBD2 11.c
® pdbm -= dFadingPower; 4 IEEER02_11.h
367 b [ IEEE802_11_DSSSPhy.c
368 ber = fn_NetSim_IEEEB@2_11_CalculateBER(srcPhy,pdbm); b [ IEEE8D2_11_EDCAF.c
369 b [A IEEEB02_11_EDCAF.h
37@ status = fn_NetSim_Packet_DecideError(ber,packet-»pstruPhyData->dPacketSize); b [& IEEE302_11_enum.c
7L ) b |EEE202_11_enum.h
;;; El if(status == PacketStatus_Error) b [ IEEEB02 11_HTPhy.c
374 if(!isIEEEBB2 11 CtrlPacket(packet) && is first_packet(packet)) (2 [EEETRLR) BT
375 phy->firstpacketstatus = PacketStatus_Error; P [ IEEES02 11 Macc
376 b [A IEEE202_11_MAC_Frame.h
377 // call function to write packet trace and calculate metrics b [B IEEE202_11_MacFrame.c .
378 packet-»pstruPhvData->nPacketErrorFlag = PacketStatus Error: - b DY OEEE _
© Mo issues found 4 3 Ln: 374 Chi56 Cok62 TABS  CRLF [N Solution Explorer [NeqelERlES

&

&% Live Share

A Add to Source Control =

Figure 10-18: Added Breakpoint under fn_netsim_matlab_run()
9. Add the variable dFadingPower in IEEE802_11_Phy.c file, to watch. For this, right click on the

variable dFadingPower and select “Add Watch” option. You will find a watch window containing

the variable name and its value in the bottom left corner.

50 Fie it Viw Peicc Ould Do Ter A Took brewioms Wdow el
© - el N -Q - » Continue ~ | &
Process: [14648] NetSimCore.exe - [ Lifecyele Events - Thread:  [13256] Main Thread

P EEE202_11

B R
345 {
346 if(1iSIEEEB02_11_CtrlPacket(packet) && is_f
347 phy->firstpacketstatus = PacketStatus_C
348
349 fn_NetSim_liritePacketTrace(packet);
350 fn_NetSim_Metrics_Add(packet);
351 fn_NetSin_Packet_FreePacket(packet);
352 goto RET_PHYIN;
353 3
354
355 [ /*dFadingPower = propagation calculate fadinglo:
356
357
358
359
360 dFadingPower = fn_f O Quick Actions and Refactorings.
© 361 pdbm -= dFadingPowe [ Rename.
362 <> View Code
363 ber = fn_NetSim_IEE _
- —"" & peckpefintion
364 3
365 status = fn_Netsim | = ©°T°Deinton
e % GoTo Declration
367 3 if(status == Packet _ FindAllReferences
Ses T View CallHierarchy
oo $f(lisTEEEB02 |  PeekHeader/CodeFie
370 phy->firstp  Tosgle Header/ Code File
371 Breakpoint
372 /1 call functic 5 g, yotstatement
373 packet-spstruph ¢ o7 O

1235 "2 o Noissestound” "7 TP sctnotSttement
T 6o To Disassembly
Searh Ct+B P semcr[ BT
Name & QuickWatch..

Add item towatch et

X cu

o Copy
Paste
Annotation

Search (Ctrl+Q) »r
>t #in
Stack Frame: fn_NetSim_JEEE802_11_Phy1

@
-

(Global Scope)

7

irst_packet(packet))
ollided;

ss(propagationHandle,
packet->nTransmitterld,
ifid,
pstruEventDetails->nDeviceld,
nstruFventpetails->nInterfaceld);*/
Culs
Ctrl+R, Ctri+R
F7
Alt+F12
F12
cul+F12
Shife+ F12.
Ctrl+K, Ctri+T
CHl+K, Ct+)
CuleK, Ctriv0

Data->dPacketSize);

(packet))

etrics
Error;

Type

AlteNum*
CHi+F10
Ctl+Shife-F10
cHi+K, 6

Shift+F9

X
ctisC
sV

»

Figure 10-19: Right Click on dFadingPower and Select “Add Watch” option
10. Now when debugging (say by pressing F5 each time) you will find that the watch window

displays the value of dFadingPower whenever the control reaches the recently set breakpoint.

You will also find that the value of dFadingPower in the Visual Studio Watch window and the

value of i in the MATLAB Console window appear to be similar.
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File Edit View Project Build Debug Test Analyze Tools Extensions Window Help  Search (Ctrl+Q) ) (]
e- S0 -0 P Continue - | 5 | @& o (] S¥ar|Fg iy =% A n |2 LiveShare &'
Process: [14648] NetSimCore.cxe. ~ (7] Lifecycle Events - Thread: [13256] Main Thread - Stack Frame:  fn_NetSim IEEES02_11_Phyln

MATLAB Interface.c 7 [EERr RN O] EEE802_11.h IEEEB02_11.c
7 CProgram Files\Netsi 3_0\bin\Matlabinterface.cx
Pl EEE802_11 ~| (Global Scope)

T P T T T T S T T T

345 {

346 if(1isTEEE802_11_CtrlPacket(packet) 8& is_first_packet(packet))

347 phy->firstpacketstatus = PacketStatus_Collided;

348

349 fn_Net: WritePacketTrace(packet);

350 fn_NetSim_Metrics_Add(packet);

351 fn_NetSim_Packet_FreePacket(packet)

352 goto RET_PHYIN;

353 }

/*dFadingPower = propagation_calculate_fadingloss(propagationHandle,
packet->nTransmitterld,
ifid,
pstruEventDetails->nDeviceld,
pstruEventDetails->nInterfaceld);*/
dFadingPower = fn_netsim_matlab_run();

© pdbm -= dFadingPouer;
ber = fn_NetSim_IEEE862_11_CalculateBER(srcPhy,pdbm);
status = fn_NetSim_Packet_DecideError(ber,packet->pstruPhyData->dPacketSize);
if(status == PacketStatus_Error)
if(1isTEEEB02_11_CtrlPacket(packet) && is_first_packet(packet))
123% | © No issues found R Toterreeen T
Watch 1 E
— r
Narme Value Type

© dradingPower 092914799999999907 double

Figure 10-20: The Visual Studio Watch window and the value of i in the Runtime MATLAB window are
similar

10.3.1.4 Implement Weibull Distribution of MATLAB in NetSim using .m file
Procedure:

1. Create the weibull_distribution.m file inside <bin_x64 folder of where workspace is created>
C:\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\bin_x64 for 64 bit.
The weibull_distribution.m file contains the following code:

%use ProbDistUnivParam() function for matlab 2016

%h=ProbDistUnivParam('weibull',[noncentrality,scale]);

%use makedist() function for matlab 2017

h=makedist('weibull',noncentrality,scale);

i=random(h,1);

WLAN-=I;
= Create matlab folder inside working workspace bin_x64 folder
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| » ThisPC » Documents > MetSim » Workspaces » NetSim_13.1.21_64_std_default » bin_x64 | Ll J]
Name - Date modified Type Size
3GBeamforming File folder
File folder

%] Animation.dll Application extens... 20KB
& Animation.pdb Program Debug D... 444 KB
& ACDVDILpdb Program Debug D... 508 KB
& ApplicationDIl.pdb Program Debug D... TIGKE
& ARPDILpdb Program Debug D... 532 KB
|| BatteryMadel.dll Application extens... 15 KB
& BatteryModel.pdb Program Debug D... 436 KB
& CellularDllpdb Program Debug D... 548 KB
=] Checksum bt Text Document 3KB
& ChecksumCalculator.pdb Program Debug D... 412 KE
|| ChildProcess.dll Application extens... 13 KB
|| CLlinterpretor.dil Application extens... 28KB
& Cllinterpretor.pdb Program Debug D... 580 KB
& CognitiveRadioDll.pdb Program Debug D... 652 KB
|%] Component.dil Application extens... TKB
|| Component_org.dat DAT File 1KB
&5 Configuration.xsd 06-1 17 XML Schema File 125KB
[# DevicePlacement.py 06-10-2021 1217 Python File 10KB

Figure 10-21: Bin folder of x64 of current workspace
= Place the weibull_distribution.m file inside matlab folder.

» ThisPC » Documents » MetSim » Workspaces » MetSim_13.1.21_64 std_default » bin_x64 > matlab w
Mame Date modified Type Size
Mjweibull_distribution.m 04-12-2021 20:19 M File 1KB

Figure 10-22: Place Weibull_distribution.m file inside matlab folder
2. You will have to create a MATLAB_Interface.c file in the IEEE802_11 folder similar to the

previous example.The functions fn_netsim_matlab_init() and fn_netsim_matlab_finish()
will remain the same. Modify the function fn_netsim_matlab_run() that is part of

MATLAB_ Interface.c which was used in the previous example as shown below:
double fn_netsim_matlab_run()
{
/Iwrite your own implementation here
int weibull_noncentrality = 1, weibull_scale = 2;
netsim_matlab_send_ascii_command(buf);

sprintf_s(buf,BUFSIZ, "k=weibull_distribution(%d,%d)", weibull_noncentrality,

weibull_scale);
netsim_matlab_send_ascii_command( buf);
netsim_matlab_get value(buf, BUFSIZ, "k", "double");
double result = atof(buf);

return result;
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3. Follow the similar steps 2 to 17 as explained in the section “Implement Weibull Distribution of

MATLAB in NetSim without using .m file”.

4. You will find that once the Simulation is run MATLAB Command Window starts to execute and

dfading power value will be printed based on the weibull_distribution.m file.

: k=weibull_distribution(1,2)

b: ©.651127

b: k=weibull distribution(1,2)

.947324
ing Ma

ing Matlab: k=w
K = B.445584
Calling Matlab:
Calling Matlab:
140
Matlab:

lab: k

10.3.2 NetSim-MATLAB COM Interface

tlab:

124

0.445584

k=weibull distribution(1,2)

8.575148

eibull_distribution(1

eibull distribution(1,2)

Q44

ibull_distribution(1,2)

11_distribution(1,2)

: B.701944

bull distribution(1,2)

eibull distribution(1,2)

Figure 10-23: Runtime MATLAB interfacing window with k value

NetSim-MATLAB COM Interface was introduced in NetSim v9. This allows runtime interaction
between NetSim and MATLAB taking advantage of rich MATLAB Engine and matrix API’s.

MATLAB functions can be called from NetSim's underlying protocol C source codes using
MATLAB APIs. Following is some of the MATLAB Engine API functions that can be used from

NetSim C source codes:

MATLAB Engine API Functions
Engine

engOpen
engOpenSingleUse

engClose
engEvalString
engGetVariable

engPutVariable

engGetVisible

engSetVisible
engOutputBuffer

Ver 13.1

Description

Type for MATLAB engine

Start MATLAB engine session

Start MATLAB engine session for single,
nonshared use

Quit MATLAB engine session
Evaluate expression in string

Copy variable from MATLAB engine
workspace

Put variable into MATLAB engine
workspace

Determine visibility of MATLAB engine
session

Show or hide MATLAB engine session
Specify buffer for MATLAB output

Table 10-3: MATLAB Engine API functions
In addition to these API’s there are several C Matrix API’'s of MATLAB that can be used.
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10.3.2.1 Pre-requisites for NetSim-MATLAB COM Interface

Note:

MATLAB Interfacing requires an installed version of MATLAB. Engine API functions cannot
be run on a machine that only has the MATLAB Runtime.

Both NetSim and MATLAB should use the same build; 64-bit.

Make sure that the following path is added to the environment variable PATH:

<Path where MATLAB is installed>\bin\win64

If the machine has more than one MATLAB installed, the directory for the target platform
must be ahead of any other MATLAB directory (for instance, when compiling a 64-bit
application, the directory in the MATLAB 64-bit installation must be the first one on the
PATH).

Registration of MATLAB as a COM server by one of the following methods

o Start Command Prompt as administrator and execute the following command:
matlab -regserver

o If you have multiple versions of MATLAB installed on your computer, the best practice
is to run the matlab command from the matlabroot folder.
o Enter the following command in the command line of MATLAB version that you want to
interface with NetSim:
matlab -regserver

10.3.2.2 Implement Weibull Distribution of MATLAB without using .m file

In this example we will replace the default Rayleigh Fading (part of the path loss calculation)

used in NetSim, with a Fading Power calculated using the Weibull Distribution from MATLAB.

Note: This example uses 64-bit version of NetSim and MATLAB.

Procedure:

1. Create a MATLAB_Interface.c file inside the IEEE802_11 folder which can be found in the

current workspace location of NetSim that you are running, and it would be something like

“C:

\Users\PC\Documents\NetSim\Workspaces\<Your default workspace>\src\Simulation\

IEEE802_11" For more information on NetSim workspace refer Section 4 “Workspaces and

Experiments”. Write the following code inside the MATLAB_ Interface.c file:

/*
* This is a simple program that illustrates how to call the MATLAB
* Engine functions from NetSim C Code.

*

*/
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#include<windows.h>
#include<stdlib.h>
#include<stdio.h>
#include<string.h>
#include"engine.h"
#include"mat.h"
#include"mex.h"

#include"main.h"

char buf[BUFSIZ];
Engine *ep;
int status;
mxArray *h = NULL, *i = NULL, *j = NULL, *k = NULL;
mxArray *out;
double *result;
double fn_netsim_matlab_init()
{
/*
* Start the MATLAB engine
*/
fprintf(stderr, "\nPress any key to Initialize MATLAB\n");
_getch();
if(!(ep = engOpen(NULL))) {
MessageBox((HWND)NULL, (LPCWSTR)"Can't start MATLAB engine",
(LPCWSTR) "MATLAB_ Interface.c", MB_OK);
exit(-1);

engEvalString(ep, "desktop");

return O;

double fn_netsim_matlab_run()

{

/Iwrite your own implementation here
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int weibull_noncentrality = 1, weibull_scale = 2;

engPutVariable(ep, "h", h);
/luse ProbDistUnivParam() function for matlab 2016

[*sprintf_s(buf, BUFSIZ, "h=ProbDistUnivParam(‘'weibull',[%d %d])",
weibull_noncentrality, weibull_scale);*/

/luse makedist() function for matlab 2017 or higher

sprintf_s(buf, BUFSIZ, "h=makedist('weibull',%d,%d)", weibull_noncentrality,
weibull_scale);

status = engEvalString(ep, buf);
engPutVariable(ep, "i", i);
sprintf_s(buf, BUFSIZ, "i=random(h,1)");

status = engEvalString(ep, buf);
out = engGetVariable(ep, "i");
result = mxGetPr(out);

return *result;

}

double fn_netsim_matlab_finish()

{
fprintf(stderr, "\nPress any key to close MATLAB\n");

_getch();
status = engEvalString(ep, "exit");

return O;
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w File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search.. S NetSim — O e

Q- ‘ IR | ﬂ"| - v| Release ~ P Local Windows Debugger v‘ a | [&] : =] ‘

2| M. & LiveShare &

3”‘ IEEEB0Z_11.c & X ~ #  Solution Explorer > 0 x
E_‘ [E EEE802_11 vI (Global Scope) vI@ fn_MetSim_|EEEB02_11_Metrics(PMETRICS' v|% & &8 | o~ .
s =Y = | search Solution Explorer [ 2 ~
3 2 * Copyright (C) 2821 * plorer |
. 3 * TETCOS, Bangalore. India * 3] Solution 'NetSim' (29 o =
g 4 * * b [ Aloha
E H * Tetcos owns the intellectual property rights in the Product and its content. * b [ ACDV
= [ * The copying, redistribution, reselling or publication of any or all of the * b [l Application
7 * Product or its content without express prior written consent of Tetcos is * b [ ARP
8 * prohibited. Ownership and / or any other right relating to the software and all *
9 * intellectual property rights therein shall remain at all times with Tetcos. * b [l BatteryModel
10 * * b [ Cellular
11 * This source code is licensed per the NetSim license agreement. * b [l Cliinterpretor
12 * * b [ CognitiveRadio
13 * No portion of this source code may be used as the basis for a derivative work, * P [ DSR
14 * or used, for any purpose other than its intended use per the NetSim license * b [ Ethernet
2 : agresment. : b [ FastEmulation
e . . . el . . b [ Firewall
17 * This source code and the algorithms contained within it are confidential trade *
18 * secrets of TETCOS and may not be used as the basis for any other software, * b [5] IEEE1609
19 * hardware, product or service. *
28 * * b [yl IP
21 * Author: Shashi Kant Suman * P [l LTE_NR
* * b [®] Medium
L T T T T T T T T T T T T T T T b [ Mobility
El#include b 0SPF
25 #include “IEEES@2_11.h" b [ PP
26 #include "IEEES82_11_Phy.h"
4 Routing
//Function prototype b [l RPL
int fn_MetSim IEEES@2 11 Configure F(void** var); ‘D Rl Satellite . -
v
"""""""""""""""""""""""""" » Ln: 118 Chi115 Colk 119 TABS  CRLF [l Solution Explor... [ENJELERTES

4 Addto Source Control - &

Figure 10-24: Create a MATLAB_ Interface.c inside the IEEE802_11 folder -
2. Now open the code and you can configure Visual studio platform to x64 to build 64 bit DIl files.
3. Right click on “IEEE802_11 Project” present in “Solution Explorer” window and select Add ->
Existing Item and select the MATLAB_Interface.c file.
4. MATLAB_Interface.c file contains the following functions.
i. fn_netsim_matlab_init() - Opens the MATLAB Engine
i. fn_netsim_matlab_run() - Communicates with MATLAB Command Window
iii. fn_netsim_matlab_finish() - Closes the MATLAB Engine
5. In the Solution Explorer under IEEE802.11 project Double click on the IEEE802_11.c file
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w File  Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help Search.. S NetSim — O e

Q- ‘ IR | d"| - ~ | Release _ P Local Windows Debugger v‘ q| [&] [=) ‘

| I Z |& LiveShare &7

gm IEEEB0Z_11.c + X Solution Explorer * 0 x
= ) - obal Scope] - n_MetSim_| _11_Metrics ~-|= |
; [E EEE802_11 (Global Scope) @ fn_MetSim_IEEEB02_11_Metrics(PMETRICS' - |5 &8 -2 .
=8 FE=Y - . :
5 2 * Copyright (C) 2021 * Search Solution Explorer [ @ ~
; 3 * TETCOS, Bangalore. India * 3] Solution 'NetSim' (29 o =
2 4 * * b [l Aloha
E H * Tetcos owns the intellectual property rights in the Product and its content. * b [ ACDV
= [ * The copyingf redistr‘ibut:!.on, reselling or“publisation of any or all of 'I:he * b [l Application
7 * Product or its content without express prior written consent of Tetcos is * b [ ARP
8 * prohibited. Ownership and / or any other right relating to the software and all *
9 * intellectual property rights therein shall remain at all times with Tetcos. * b [l BatteryModel
10 * * P [l Cellular
11 * This source code is licensed per the NetSim license agreement. * b [l Cliinterpretor
12 * * b [ CognitiveRadio
13 * No portion of this source code may be used as the basis for a derivative work, * P [ DSR
14 * or used, for any purpose other than its intended use per the NetSim license * b [ Ethernet
* *
1: . agreement. . P [l FastEmulation
17 * This source code and the algorithms contained within it are confidential trade * b B8] Firewall
18 * secrets of TETCOS and may not be used as the basis for any other software, * b [5] IEEE1609
19 * hardware, product or service. * b [ IEEES02 11
28 * * b [yl IP
21 * Author: Shashi Kant Suman * P [l LTE_NR
* * b [®] Medium
L T T T b [ Mobility
El#include "main.h" b 0SPF
25 #include “IEEES@2_11.h" b [ PP
26 #include "IEEES82_11_Phy.h"
4 Routing
28 //Function prototype b [l RPL -
int fn_Netsim IEEE882 11 Configure F(woid** var); b Ml Satellite
F(struct stru NetSim Network *NETWORK Formal, d B K

b Lm118  Ch:115  Cok 113 TABS  cRLF M Selution Explor.. ELSSUEREES

4 Addto Source Control - &
Figure 10-25: Solution Explorer double click on the IEEE802_11.c file
6. Add a call to fn_netsim_matlab_init(); inside the fn_NetSim_IEEE802_11_Init() function.

m File  Edit View Git Project Build Debug Test Analyze Tools  Extensions  Window  Help Search.. 2 NetSim = O *

e - ‘ [ - | f| - v| Release - x64 L LocalWindowsDebuggerv| |\|

| AL 2 Liveshare &

IEEE802 11.c & X b Solution Explorer > 1x
+|  (Global Scope) -|® fn_NetSim_IEEEBO2_11_Init(stru_NetSir ~|% &8 o-2am|

El_declspec(dllexport) int fn_NetSim_IEEES@2_11_Configure(woid** var)

{
}

Search Solution Explorer (Ctrl+;) P -

4 [%] IEEE80Z_11 —

return fn_NetSim IEEEB@2 11 Configure_F(var); o
=B References

¥ogioo)  J2i0dx3 Jamag

External Dependencies
CSMACA.c
Generic_RateAdaptation.c
IEEES02.11_OFDMPhy.c
IEEE802_11.c
IEEE802_11.h
IEEE802_11_DS55Phy.c
IEEE202_11_EDCAF.c
IEEE802_11_EDCAF.h
|IEEEB02_11_enum.c
|IEEE202_11_enum.h
IEEE202_11_HTPhy.c
IEEE802_11_HTPhy.h
IEEE802_11_Mac.c
IEEEB02_11_MAC_Frame.h
|IEEEE02_11_MacFrame.c
IEEEB0Z_11_Phy.c
IEEEB02_11_Phy.h
IEEE802_11_PhyFrame.c
|EEE202_11_PhyFrame.h
IEEE802_11_Radio.c
IEEEB02_11ac.c

IFEFRQ2 11g

Changes

_declspec(dllexport) int fn_NetSim_IEEES8@2_11 Init(struct stru_NetSim_Network *NE
NetSim EVENTDETAILS *pstruEventDetails Formal,
char *pszAppPath_Formal,
char *pszWritePath_Formal,
E int nVersion_Type)

{
I ‘Fn_netsim_matlab_init();I
return Tn_NetSim IEEES882 11 Init F(NETWORK_Formal,

EventDetails_Formal,pszAppPath_Formal,
itePath_Formal,
nversion_Type);

}

E_declspec(dllexport) int fn_NetSim_TEEE282_11_Run()

El switch(pstruEventDetails-»>nEventType)

case MAC_OUT_EVENT:
fn_Netsim_IEEES@2_11 MacOut();
break;

case MAC_IN_EVENT:
fn_NetSim IEEES82_11 MacIn();
break;

case PHYSICAL_OUT_EVENT:

b -3
e Mk Cim TECEDOAT 11 Mhuod Y.

© Mo issues found 1 Ln:54 Ch:2  TABS  CRLF [N Solution Explorer

W W W W W W W W W W W W W W W OwW W W W w W W

JIPPFEFFEFEPFRFEREFRERREERPPE B L

A Addto Source Control « é

igure 10-26: Added a fn_netsim_matlab_init(); inside the fn_NetSim_IEEE802_11_Init() function
7. Similarly add a call to fn_netsim_matlab_finish(); inside the fn_NetSim_IEEE802_11_
Finish() function.
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w File  Edit View Git Project Build Debug Test Analyze Tools  Extensions  Window  Help Search.. B NetSim = O *

g o - ‘ iﬁ -2 W #| - -| Release - xBd ~ P Local Windows Debugger -| a | =) | | : |& Live Share R'_’l

Solution Explorer > o x

vI (Global Scope) 'IW fn_MetSim_IEEEB0Z2_11_Timer() & F | -2 a @ |

Search Solution Explorer (Ctrl+;) P~

4 [%] IEEE802_11 =
=B References

El/**

This function is called by NetworkStack.dll, once simulation end to free the
allocated memory for the network.

*f

B-_declspec(dllexpor‘t) int fn_NetSim IEEE882 11 Finish()

¥0Q|oo)]  J210|dxg Jaag

External Dependencies
CSMACAC

1 Generic_RateAdaptation.c
I‘Fn_netsim_matlab_finish();I IEEE202.11_OFDMPhy.c
return Tn_NetSim IEEES@2 11_Finish_F(); |EEERD2 11.c
L} IEEE802_11.h

IEEEB02_11_DS55Phy.c
|IEEE202_11_EDCAF.c
IEEEB02_11_EDCAF.h
|IEEE202_11_enum.c
|IEEE202_11_enum.h
IEEES02_11_HTPhy.c
IEEEB02_11_HTPhy.h
IEEES02_11_Mac.c
|EEE202_11_MAC_Frame.h
|EEE&02_11_MacFrame.c
IEEE802_11_Phy.c
IEEEB02_11_Phy.h
IEEEB02_11_PhyFrame.c
IEEEZ02_11_PhyFrame.h
|EEE802_11_Radio.c
IEEE202_11ac.c

] v b IFFFRQ
& Mo issues found n:152  Ch:2  TABS  CRLF M Selution Explorer

Elvoid fn_NetSim_IEEES82_11 Timer()
| 4
El switch(pstruEventDetails->nSubEventType)
1
case ACK_TIMEOUT:
fn_NetSim IEEESB2_11_CSMA_AckTimeOut();
break;
case CTS_TIMEOUT:
fn_NetSim IEEEBB2_11_RTS_CTS_CTSTimeOut();
break;
default:
frNetSimError("Unknown Timer event-%d subevent for IEEEB82.11 protocol in %s'\.n",
pstruEventDetails-»nsubEventType,
__FUNCTION_ );

T W W W W OW W W W W W W W W W W W W W W W W

JPPFFFFEEPPFPERERPERRERPRF L

E||bool isTEEES82_11 log()

Git Changes

[J Ready 4 Addto Source Control = M

Figure 10-27: Added a fn_netsim_matlab_finish(); inside the fn_NetSim_IEEE802_11_Finish() function
8. In the Solution Explorer under IEEE802_11 project Double click on the IEEE802_11.h file. Add
definitions of the following functions.

double fn_netsim_matlab_init();
double fn_netsim_matlab_run();

double fn_netsim_matlab_finish();
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Edit  View Git Project Build Debug Test Analyze Tools Exensions Window  Help Search.. B = O x

‘ B2 W #| - -| Release ~ xfd ~ P Local Windows Debugger -| a | ; [ =) |

: |8 LiveShare &

(332 RARIE Il ~ #  Solution Explorer > I X
(Global Scope) @B eo-2aml 7
Search Solution Explorer (Ctrl+;) P -

[Fl#ifndef _NETSIM_IEEES@2 11 H_ 4 [%] IEEEB02_11 -
|!r'define _METSIM_IEEEZ82_11 H_ =8 References

F#ifdef  _ cplusplus

| extern "C" {

#endif

El#ifndef _NO_DEFAULT_LINKER_

//For MSVC compiler. For GCC link via Linker command
#pragma ccn'n'ent(lib,"IEEE882,11,lib")|

#pragma comment(lib,"Metrics.1ib"})

#pragma comment(lib,"NetworkStack.1ib"})

#pragma comment(lib,"Mobility.lib")

| #pragma comment(lib,"Propagationtodel.lib™)

#endif

double fn_netsim matlab_init();
double fn_netsim matlab_run();
double fn_netsim matlab_finish();

¥0Q|oo)]  J210|dxg Jaag

External Dependencies
CSMACA.C
Generic_RateAdaptation.c
IEEES02.11_OFDMPhy.c
IEEE802_11.c

IEEE80Z_11.h
IEEEB02_11_DSSSPhy.c
IEEE802_11_EDCAF.c
IEEE802_11_EDCAF.h
|IEEE202_11_enum.c
|IEEE202_11_enum.h
IEEEB02_11_HTPhy.c
IEEE802_11_HTPhy.h
IEEE802_11_Mac.c
IEEE202_11_MAC_Frame.h
|EEE&02_11_MacFrame.c
IEEE802_11_Phy.c
IEEEB0Z_11_Phy.h
IEEEB02_11_PhyFrame.c
IEEEZ02_11_PhyFrame.h

//#define _RECALCULATE_RX_SENSITIVITY_BASED ON_PEP_

E#include "IEEES82_11_enum.h"
| #include “"IEEES82_11 EDCAF.h"

// Control frame data rate RTS and CTS

T W WO W OW W W OW W W W W W W OW W W W W W W

PP FEFEPPFPERERPERRERPE L

#define CONTRL_FRAME_RATE_11B 1 ///< Control frame data rate for IEEE 862.11b in | )
#define CONTRL_FRAME_RATE_11A_AND G 6 ///< Control frame data rate for IEEE 302.11a/g i IEEEB02_11_Radic.c
#define CONTRL_FRAME_RATE_11P 3 /{/< Control frame data rate for IEEE 802.1lp in | IEEE202 11ac.c
v b IFFF202 11n -
& Mo issues found 4 3 31 Ch:38 TABS CRLF Solution Explorer MefidaERLES

# Addto Source Control « M

Figure 10-28: Added Matlab definitions in IEEE802_11.h file
9. In the Solution Explorer under IEEE802_11 project Double click on the IEEE802_11_PHY.c
file
10. Inside fn_Netsim_IEEE802_11_PHYIn () function comment the lines,

dFadingPower = propagation_calculate_fadingloss(propagationHandle,

packet->nTransmitterld,ifid, pstruEventDetails->nDeviceld, pstruEventDetails->nInterfaceld);

11. Make a call to the fn_netsim_matlab_run() function by adding the following line,

dFadingPower = fn_netsim_matlab_run();
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w File  Edit View Git Project Build Debug Test Analyze Tools  Extensions  Window  Help Search.. B NetSim = O *

C @ - ‘ B2 W #| = -| Release - x4 ~ P Local Windows Debugger -| \| =) | | : |& Live Share g

IEEE202_11_Phy.c m X Rl s Tit] Explorer > I X

~|  (Global Scope) ~|® fn_NetSim IEEEB0211_PhylnD - @Ele-2am 7

-
if(!isIEEEB@2 11 CtrlPacket(packet) && is_first_packet(packet)) Search Solution Explorer (Ctrl+;) P~
phy->firstpacketstatus = PacketStatus_Collided; 4 [%] IEEEZ02_11 a

=B References
fn_Netsim WritePacketTrace(packet);
fn_NetSim_Metrics_Add(packet);
fn_NetSim_Packet_FreePacket(packet);
goto RET_PHYIN;

¥0Q|oo)]  J210|dxg Jaag

External Dependencies
CSMACA.C
Generic_RateAdaptation.c
IEEES02.11_OFDMPhy.c
IEEE802_11.c
IEEE80Z_11.h
IEEEB02_11_DSSSPhy.c
IEEE802_11_EDCAF.c
IEEE802_11_EDCAF.h
|IEEE202_11_enum.c
|IEEE202_11_enum.h
IEEEB02_11_HTPhy.c
IEEE802_11_HTPhy.h
IEEE802_11_Mac.c
IEEE202_11_MAC_Frame.h
|EEE&02_11_MacFrame.c
IEEE802_11_Phy.c
IEEEB0Z_11_Phy.h
IEEEB02_11_PhyFrame.c
IEEEZ02_11_PhyFrame.h
IEEE802_11_Radio.c

// call function to write packet trace and calculate metrics IEEE802_11ac.c
packet->pstruPhyData->nPacketErrorFlag = PacketStatus_Error; - b IFFFAQ
@ MNo issues found 4 b Lm366  Ch:1 TABS  CRLF | Solution Explorer

}

/*dFadingPower = _propagation_calculate_fadingless(find_propagation_info(
packet->nTransmitterId,
ifid,
pstruEventDetails->nDeviceld,
pstruEventDetails-»nInterfaceld));*/

I dFadingPower = fn_netsim matlab_run(); I
pdbm -= d?adlngPower‘;

ber = fn_NetSim_IEEES@2_11 CalculateBER(srcPhy,pdbm);
status = fn_Netsim Packet DecideError(ber,packet->pstruPhyData->dPacketsize);
E if(status == PacketStatus_Error)

if(!isIEEEB@2_11_CtrlPacket(packet) && is_first_packet(packet))
phy->firstpacketstatus = PacketStatus_Error;

T W W W W W W W W W W W W W W OW W W W W W W

JIPPFFFFEPPFRPERERPERRERRPE L

Git Changes

[J Ready # AddtoSource Control « M
Figure 10-29: Call to the fn_netsim_matlab_run() function

12. To compile a MATLAB engine application in the Microsoft Visual Studio (2019) environment,
Right click on the IEEE802_11 project and select PROPERTIES in the solution explorer. Once
this window has opened, make the following changes:

w File Edit View Git Project Build Debug Test Analyze Tools Bxensions Window  Help Search.. 2@ = O 4

< IR ‘ [ - | |r| - v| Release - xf6d - p LocalWindowsDebuggerv| q| =] |

: 18 Live Share &7

IEEEB02_11.c IEEEB02_11_Phy.c im X g #  Solution Explorer

I IeEz02. 11 <] (Globel Scope) -|® fn_NetSim_IEEEB02_11_PhylnD -+ &8 e-2am "
349 { - i
Search Solution Explorer (Ctrl+;) P~

if(!isIEEEBB2_11_CtrlPacket(packet) &% is_first_packet(packet))
351 phy->firstpacketstatus = PacketStatus_Collided;
352

-

eferences
fn_NetSim_WritePacketTrace(packet);

External Dependencies
354 fn_NetSim_Metrics_Add(packet);

CSMACAC

¥0qjoo)  J210|dx3 JamRg

fn_NetSim_Packet_FreePacket(packet); .
356 goto RET_PHYIN; Generic_RateAdaptation.c
357 } IEEEB02.11_OFDMPhy.c
358 IEEEB02_11.c
359 /*dFadingPower = _propagation_calculate_fadingless(find_propagation_info( IEEEB02_11.h

packet->nTransmitterId,

ifid,

pstruEventDetails->nDeviceld,
pstruEventDetails-»nInterfaceld));*/

IEEE202_11_DSSSPhy.c
IEEE802_11_EDCAF.c
IEEE802_11_EDCAF.h
IEEE202_11_enum.c
|IEEEE02_11_enum.h
IEEE802_11_HTPhy.c
IEEEB02_11_HTPhy.h
IEEE202_11_Mac.c
IEEE802_11_MAC_Frame.h
|EEE202_11_MacFrame.c
IEEE802_11_Phy.c
IEEEB02_11_Phy.h
|IEEEB02_11_PhyFrame.c
IEEES02_11_PhyFrame.h
IEEE202_11_Radio.c

// eall function to write packet trace and calculate metrics |IEEE202_11ac.c

packet->pstruPhyData->nPacketErrorflag = PacketStatus_Error; - b IFFFAQ
No issues found 4 b Lm366  Ch:1 TABS  CRLF [ Solution Explorer

dFadingPower = fn_netsim matlab_run();
pdbm -= dFadingPower;

ber = fn_NetSim_IEEE8@2_11 CalculateBER(srcPhy,pdbm);

status = fn_Net5Sim Packet DecideError(ber,packet->pstruPhyData->dPacketSize);
if(status == PacketStatus_Error)

1

if(!isIEEEB@2_11_CtrlPacket(packet) && is_first_packet(packet))
phy->firstpacketstatus = PacketStatus_Error;

v W W W W W OW W OW W W W W W W W W W W W W W

JPPFFFEFPEREFRERBREPERRR L
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Figure 10-30: Right click on the IEEE802_11 project and select Properties

[ Ready
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13. Under C/C++ > General, add the following directory to the field ADDITIONAL INCLUDE
DIRECTORIES:

<Path where MATLAB is installed>\extern\include

NOTE: To determine path where MATLAB is installed, entering the following command in the MATLAB command

matlab_startup_pl...
mda_plugins

'C:\Program Files\Polvspace'\RZ01%a"'

prompt:
matlabroot
4= = 5 ﬁ » C: ¢ Program Files » Polyspace » R2019%a » bin » winBd » | O
Current Folder @ | Workspace ®
Name « Mame = Value
builtins * | el ans 'C\Program Files\Polyspace\R2013a'
cef_locales
cef_resources
connector_plugins
cppmicroservices.., < ¥
; FI ux Command Window
diagram_autolay...
dialogs »» matlabroot
iconengines
imageformats ans =
libcefgt
[+

mexopts |
p fx ss
mfl
microservices i
Details ~
Figure 10-31: MATLAB Command Prompt
IEEEZ02_11 Property Pages ? X
Configuration: | Active(Debug]) ~ | Platform: | Active(x64) ~ Configuration Manager...
4 Configuration Properties A Additional Include Directories Mnclude;C:\Program Files\Polyspace\R201%a\extern\include ~
General Additional #using Directories
Advanced Debug Information Format Program Database for Edit And Continue (/Z[)
Dehugg!ng . Suppoert Just My Code Debugging Yes (/JIMC)
VCx++ Directories Cemmen Language RunTime Suppert
SRCCa Consume Windows Runtime Extension
General
Optimization Suppress Startup Banner Yes (/nologo)
C Warning Level Level3 (/W3)
Preprocessor
Treat Warnings As Errors Mo (/WX-)

Cede Generation
Language
Precompiled Heade
Output Files
Browse Information
Advanced
All Options
Command Line

4 Linker
General

Input

Warning Version

Diagnestics Format

SDL checks

Multi-processor Compilation

Enable Address Sanitizer (Experimental)

Column Infe (/diagnostics:column)
No (fsdl-)

Neo

Figure 10-32: Determine MATLAB Path in Additional Include Directories
14. Under C/C++ -> Precompiled Headers, set PRECOMPILED HEADERS as "Not Using

Precompiled Headers".
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IEEEB02_11 Property Pages ? >
Configuration: | Active(Debug) w | Platform: | Active(x64) ~ Configuration Manager..,
4 Configuration Properties A Precompiled Header Mot Using Precompiled Headers| ~
General Precompiled Header File stdafx.h
Advanced Precompiled Header Qutput File  ${IntDir)$(TargetMame).pch
Debugging
WC++ Directories
4 C/C++
General

Optirmization
Preprocessor

Code Generation
Language
Precompiled Heade
Output Files
Browse Information
Advanced

Figure 10-33: Select Precompiled Header as “Not Using Precompiled Headers”
15. Under Linker > General, add the directory to the field ADDITIONAL LIBRARY DIRECTORIES:

<Path where MATLAB is installed>\extern\lib\win64\microsoft

IEEES02_11 Property Pages ? X
Configuration: | Active(Debug) ~ | Platform: | Active(x64) w Configuration Manager...
4 Configuration Properties A Output File $(OutDir)libl EEEB02.11.dIl
General Show Progress Mot Set
Advanced Version
PEEEIE) Enable Incremental Linking No /INCREMENTAL:NO)
VC+ Directories Incremental Link Database File S{IntDir)S(TargetMame).ilk
b GG Suppress Startup Banner Yes (/NOLOGO)
4 Linker .
T T "
g |I:eglster C;u?aut - mo
Manifest File er-.u.ser e .|rec |on. . o
P Additional Library Directories -\lib_x64;C:\Program Files\Polyspace\R2019a\extern\lib\win64\microsa
System Link Library Dependencies Yes
Optimization Use Library Dependency Inputs Mo
Embedded IDL Link Status
Windows Metadata Prevent DIl Binding
Advanced Treat Linker Warning As Errors
All Options Force File Qutput
Command Line Create Hot Patchable Image
I Manifest Tool Specify Section Attributes
I XML Document Genera
I» Browse Information Output File
b Build Events v | | The /OUT option overrides the default name and location of the program that the linker creates.
£ >

Cancel Apply

Figure 10-34: SetAdditional Library Directories to <Path where MATLAB is
installed>\extern\lib\win64\microsoft

16. Under Configuration Properties ->Debugging, Add the following Target path in the
ENVIRONMENT: <Path where MATLAB is installed>\bin\win64
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IEEE202_11 Property Pages ? %
Configuration: | Active(Debug) ~ | Platform: | Active(x64) w Configuration Manager...
4 Configuration Properties  » | Debuggerto launch:

S Local Windows Debugger w

Advanced

Debugging

VC++ Directories Command $(TargetPath)

4 C/Cer Command Arguments
General Working Directory S(ProjectDir)
Optimization Attach Mo
Preprocessor Debugger Type Aute
Code Generation [c\Program Files\Polyspace\R2019a\binwin64; w
Language Merge Environment Yes
Precompiled Heade SQL Debugging Mo
Output Files Amp Default Accelerator WARP software accelerator
Browse Information
Advanced
All Options
Command Line
4 Linker
General
Input
Manifest File Environment
Debugging v | | Specifies the environment for the debugee, or variables to merge with existing environment.
£ >
Cancel Apply

Figure 10-35: Set Environment to <Path where MATLAB is installed>\bin\win64
17. Under Linker -> Input, add the following names to the field marked ADDITIONAL
DEPENDENCIES: libeng.lib;libmx.lib;libmat.lib; and Click on Apply and OK.

IEEEZ0Z_11 Property Pages ? x
Configuration: |Active(Debug) V| Platform: | Active(x64) > Configuration Manager..
4 Configuration Properties A Jibeng.liblibmx liblibmat.lib;:kernel32.ib;user32.lib;gdi32.| v
General Ignore All Default Libraries
Advanced Ignore Specific Default Libraries
Debugging Module Definition File
VC++ Directories Add Module to Assembly
4 Eites Embed Managed Resource File
g;:ii:ilzation Force Symboel References
Delay Loaded Dlls
Preprocessor

Code Generation Assembly Link Resource

Language
Precompiled Heade
Output Files
Browse Information
Advanced
All Options
Command Line

4 Linker
General

Input
Figure 10-36: Set Additional Dependencies as libeng.lib;libmx.lib;libmat.lib;

18. Now Right Click on IEEE802_11 project and select Rebuild.

Note:

e Before Rebuilding make sure you have access to IEEE802.11 folder, if the access denied while
rebuilding go to
"C:\Users\PC\Documents\NetSim\Workspaces\<Yourdefaultworkspace>\src\Simulation\IEEE802_1
1" path..
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on apply.

Right click on IEEE802.11 folder, select on properties and deselect "Read only" attribute and click

D) File Edit View Git Project Build

@ w

xoqo0)  iojdig RS

IEEEB02_11_Phy.c* + x [[2320 iR
[ 1EEERD2_11

355

Debug Test Analyze Tools Bxtensions Window Help  Search (Cil=0)

- | Release - x64 - b Local Windows Debugger - | ia

IEEEB02_11.™
~|  (Global Scope)
fn_NetSim Packet FreePacket(packet);
goto RET_PHYIN;
}

«| @ fn_NetSim_IEEE202 11_Phyin) B

/*dFadingPower = _propagation_calculate_fadingloss(find_propagation_info(
packet->nTransmitterId,
ifid,
pstruEventDetails->nDeviceld,
pstruEventDetails-s>nInterfaceld));™/

dFadingPower = fn_netsim_matlab_run();
pdbm -= dFadingPower;

ber = fn_NetSim_IEEES62_11_CalculateBER(srcPhy,pdbm);
status = fn_NetSim_Packet_DecideError(ber,packet->pstruPhyData->dPacketSize);

if(status == Pa[kEtStEtuS_Errur)
{
if(1isIEEEBA2 11 CtrlPacket(packet) & is first packet(packet))
phy->firstpacketstatus = PacketStatus_Error;

// call function to write packet trace and calculate metrics
packet->pstruphyData->nPacketErrorFlag = PacketStatus Error;
packet->nPacketStatus=Packetstatus_Error;

Fn_Netsim WritePacketTrace(packet);

fn_NetSim Metrics_Add(packet);

fn_NetSim_Packet FreePacket(packet);

goto RET_PHYIN;

else //Packet is not error. Continue
all function o write packef fra

and calculate metrd
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